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 Radio Frequency (RF) fingerprinting is the process of 
identifying a radio transmitter by the unique features 
present in its analog waveform. 

DACDSP PA

RF Front End of Transmitter
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Presenter
Presentation Notes
Radio fingerprinting is the process of identifying a radio transmitter by the unique characteristics present in its signal. This unique characteristics are due to the imperfections of the analog components present in the transmitter chain. 

The basic building blocks of a wireless transmitter remains the same even after decades of research. Main elements in the simplified model of a transmitter chain for a wireless transmitter  are digital-to-analog converter, the mixer, and the power amplifier. These analog components show non idealities, which is due to the imperfection during manufacturing phase of these components. Even devices manufactured with the same components have different characteristics or impairments. This could be due to the variation of the temperature or humidity level during the manufacturing phase.  
These active and passive components present in the transmitter chain contribute to a unique radio fingerprint. A transmitter can be identified by these unique characteristics. 
The results so far has investigated the impact of transmitter but no one has considered the impairments of the receiver. As receivers front-end is also made up of low noise amplifier, oscillators, mixer and filters etc. Therefore, they also have an effect on accuracy. This paper has performed experiments with multiple low-end receivers in order to cross validate our findings. 
In this paper, low end means inexpensive receivers built with off the shelf components.






 Transient based

 Steady state (modulation based)
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Presenter
Presentation Notes
Fingerprinting can be further subdivided into classes. 
One is transient based, which is due to the transmitter turn on from off state. And other is steady state, in which a transmitter can be identified due to unique characteristics introduced by the transmitter during the modulation phase. Transient always appears before transmission of a packet and based on that transition, we can extract features from the transient and create a feature profile for that particular transmitter, which can help later on in identifying the transmitter. While for a steady state based fingerprint can be obtained by transmitting a fixed pattern of bits and then creating the feature vector. This is also possible as in modern communication system, where a preamble is normally used at start of transmission for most of the communication technologies (WiFi, DTV, WSN, UMTS etc).
Modulation based RF fingerprinting is used for analysis in this paper. 
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Presenter
Presentation Notes
All literature that I have reviewed so far has used the experimental setup shown in the figure. Where multiple transmitters signals are captured with a specialized high-end receivers and then conclusion is drawn based on it that transmitter can be identified quite precisely from their features extracted from analog waveform. 
Next slide
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High End Receiver setup

2. Controlled environment

1. High-end receiver with sampling rates in Giga’s
and high quality analogue components

Presenter
Presentation Notes
The high end receiver means a highly specialized laboratory equipment consisting of spectrum analyzer, vector signal analyzer or Giga sampling rate oscilloscope. As shown in figure, which I have used for one my experimental setup, where spectrum analyzer was used as a down converter and oscilloscope is used as A/D converter and all the stored data were transferred to PC for offline processing. 

However, in reality there is no such high-end (expensive) receivers are available for day to day use. In reported literature, no such information is available where the same conclusion (high accuracy) is reported with a low-end receiver. 

The other factor is the channel and controlled environment, where a comparison should be made that how a fingerprinting schemes accuracy varies across the screened and operational environment. 

Next slide



 To analyse the effect of channel impairments and interference 
on the classification accuracy of RF fingerprinting using low-
end (i.e. low specification) receivers.

7

Presenter
Presentation Notes
Therefore, this paper analyzes the effect of channel impairments and interference on the classification accuracy of RF fingerprinting using low-end (i.e. low specification) receivers. The general assumption would be that screened environment would increase the accuracy as compared to operational environment. However, no such literature is available which has validated this results. Therefore, experiments were performed in screened (anechoic chamber) and operational (lab) environment with the low-end equipment in order to validate our assumption.



Universal Software Radio Peripheral (USRP) is used as a low-end
transceivers for measurements in a screened (anechoic chamber) and an
operational (laboratory) environment.
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Presenter
Presentation Notes
Our experimental setup consists of USRP transceivers with different daughterboards. Two USRP N210 devices equipped with seven SBX transceiver daughterboards and vert2450 antennas are used. One USRP N210 is used for transmitting, while the other USRP N210 is used for reception only in order to minimize the effect of motherboards (if it has any impairments) on the measurements.

The SBX daughterboards act as a front end and have a frequency range from 0.4 GHz to 4.4 GHz, which allows transmitting and receiving in the 2.4 GHz ISM band. SBX daughterboards have different transmit and receive chain along with different local oscillators for transmission and reception. 

All the SBX daughterboards used in this research work are listed in Table 1 (click and table should appear). The SBX daughterboards have identical transmit and receive chain presumably build with the similar components originating from the same manufacturer at different times as can be seen by their serial numbers in the Table. Furthermore, In order to avoid any commonalities among the transmit and receive chain of a specific daughterboard, we have either used a transmit or receive chain of a daughterboard but both are not used at a time for the analysis (e.g., when Rx1 is used for capturing the transmitters signals then Tx1 is not captured as it is implemented on the same daughterboard).



 IEEE 802.16a preamble signal is transmitted through USRP daughter 
board and is captured by low-end receivers
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Presenter
Presentation Notes
In this paper, we are analyzing the modulation based RF fingerprinting scheme. Therefore, IEEE 802.11a signal is used as a fix signal to extract features. 
Next slide
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Presenter
Presentation Notes
Each 802.11a RF burst starts with preamble signal. The preamble signal is made up of a fixed training sequence, which is used for timing/frequency acquisition, diversity selection and channel estimation. The IEEE 802.11a preamble signal is 16 microseconds long and consists of 10 short and 2 long.
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 A total of 10,000 signals from each transmitter were captured and 
stored at each of the receivers, giving a total data set of 420,000
received signals.

Presenter
Presentation Notes
As unique RF fingerprint of a specific transmitter is due to the analog components present in the RF front-end. Therefore, the effect of different transmit and receive chain on RF fingerprinting can be analyzed by installing different daughterboards on USRP’s. Therefore, one daughterboard is installed on transmitting USRP1, while another daughterboard installed on USRP2 is used to capture the signal. A total of 10,000 signals from each transmitter were stored at each of the receivers. 


Measurements were performed both for screened and operational environment. 



 The k-fold cross-validation method is used for performance 
evaluation in order to enhance the certainty of the results
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Presentation Notes
The performance evaluation process consists of two phases: namely training and testing as shown in Figure. In the training phase, signals of a specific transmitter are used to create the profile RF fingerprint of the transmitter. Whereas in the testing phase, a RF fingerprint is created from an input test signal. Then a classifier is used to classify this test RF fingerprint against the existing profiles of the transmitters. Three-layer neural network with backward propagation is used for classification.
We used k-fold cross-validation to evaluate our results. The k-fold cross-validation method is used for performance evaluation in order to enhance the certainty of the results. In k-fold cross-validation, the data-set is divided into k complementary subsets, and then performance evaluation is performed k times, where each time a different subset is used for training while the remaining k-1 subsets are used for testing. In our evaluation, 10-fold cross validation is used, which results in the testing set being nine times greater than the training set.
In the performance evaluation phase, the profile RF fingerprints of the seven transmitters are generated for individual receivers with the data captured in the anechoic chamber and the laboratory environment. In a realistic scenario, the Signal-to-Noise Ratio (SNR) always varies due to mobility of transmitter/receiver and environmental effects (shadowing, multipath fading etc). Therefore, simulated Additive White Gaussian Noise (AWGN) is added to the collected signals in order to evaluate the effect of SNR.
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Presentation Notes
Preamble extraction plays an important part in the overall RF fingerprinting process because each acquired signals consists of channel noise, preamble and data. If a preamble is not extracted finely then the RF fingerprint created for a transmitter would change over the time, as it would have features from channel noise and the data part of the signal. Amplitude-based variance detection technique is employed for extracting the preamble from the acquired signals. The signal is first normalized and then preamble is extracted by the given equation


Once preamble is extracted then equation 2 is used to calculate the PSD coefficients from the preamble signal and it forms the RF fingerprint of transmitters
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Presentation Notes
The “average accuracy” is the performance metric used for evaluation. This is defined as the fraction of total samples that associate to the appropriate transmitters.
This show the average classification accuracy of individual low-end receivers Rx1 and Rx2 for both the screened (anechoic) chamber and the operational (laboratory) environment. The upper graphs titled Lab Rx1 and Lab Rx2 show the laboratory results whereas the lower graphs show screened environment results. 
The average classification accuracy varies across the different environments for the same set of transceivers. The average accuracy is higher for the laboratory environment across different receivers whereas the accuracy is lower in the anechoic chamber. 
Results for all other receivers show the same trend. (Next slide)
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Presentation Notes
For example, the highest accuracy achieved by Rx3 for any transmitter in the screened environment is approximately 63% at 30 dB SNR, whereas, it is 99% for the same experimental setup in the operational environment. 

These results suggest that channel impairments may be highlighting (or amplifying) the differences between the unique features of transmitters and thus increasing the classification accuracy in an operational (laboratory) environment.

Average accuracy has the same trend for Rx5, Rx6 and Rx7 as shown in next slides
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Presentation Notes
Average accuracy has the same trend for Rx5 and Rx6



 Results show that RF fingerprinting accuracy varies across 
the receivers for the same experimental setup in different 
environments.

 The maximum accuracy achieved in an anechoic chamber 
was always less than in the operational (laboratory) 
environment. 

 Further experiment will be carried out with high-end 
receivers to further validate our results. 
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Presenter
Presentation Notes
The conclusion is given on slides and discussion is mentioned below. 
For some receivers, the accuracy in the chamber was as low as 40% of that in the operational environment. 
Our results suggest that with low-end devices, RF fingerprinting accuracy is better in realistic operational conditions than in the “ideal” conditions of a screened anechoic chamber. 
Ideally, the screened environment should have more accuracy but our experiment results contradict with this.  The reason for this contradiction might be due to the PSD features or due to low-end receivers, which are unable to differentiate between the minor features of different transmitters. Where as in operational environment channel impairments also adds up to the transmitter features and this increases the accuracy for low-end receivers. 
In order to reach on a final conclusion further experiments will be performed with high-end receivers for the same experimental setup in different environments. 
Additionally, the effect of channel impairments on a range of RF fingerprinting schemes will be analyzed, rather than just using PSD features. 
These experiments (new features and high-end receivers) will give us a good idea that whether low accuracy in screen environment was due to PSD features or low-end receivers. 
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Am open to suggestions……



The RF fingerprint of a specific transmitter consists of 
normalized Power Spectral Density (PSD) coefficient values 
and is given by  [1]

Where X(k) is the coefficient of discrete Fourier transform for the 
input signal   x(m) given by

[1]. W. Suski, M. Temple, M. Mendenhall, and R. Mills, “Using spectral fingerprints to improve wireless network 
security,” in IEEE GLOBECOM 2008
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To extract the preamble from each acquired signal,
the signal is first normalized and then the preamble
is extracted from each acquired signal using the
Amplitude-based variance detection technique
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