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RF fingerprint can be used to establish the identity of a specific wireless device in
order to prevent masquerading/impersonation attacks. In the literature, the performance
of RF fingerprinting techniques is typically assessed using high-end (expensive) receiver
hardware. However, in most practical situations receivers will not be high-end and

Keywords:

Radio fingerprinting will suffer from device specific impairments which affect the RF fingerprinting process.
Impersonation attack This paper evaluates the accuracy of RF fingerprinting employing low-end receivers.
Physical layer security The vulnerability to an impersonation attack is assessed for a modulation-based RF
Hardware security fingerprinting system employing low-end commodity hardware (by legitimate and malicious

users alike). Our results suggest that receiver impairment effectively decreases the
success rate of impersonation attack on RF fingerprinting. In addition, the success rate
of impersonation attack is receiver dependent.

© 2013 Elsevier Inc. All rights reserved.

1. Introduction

Wireless devices are vulnerable to identity spoofing due to the “broadcast” nature of the wireless medium and the
programmability of wireless devices. For example, the software within a wireless device allows modification of the Medium
Access Control (MAC) address of a network interface card [1]. The Erasable Programmable Read Only Memory (EPROM) of a
cellular phone carries the information of Electronic Serial Number (ESN) and Mobile Identification Number (MIN), which can
be changed by replacing the EPROM, hence allowing a modification in the identity of a cellular phone [2]. The compromised
identity of wireless devices creates vulnerability to a variety of attacks, which can take the form of impersonation, intrusion,
theft of bandwidth and denial of service. Therefore, establishing the identities of wireless devices is crucial for the safe
operation of wireless networks.

Cryptographic algorithms are mainly used for establishing the identity of a legitimate wireless device. A two-way
communication is required to establish a session key in the cryptography. However, the security algorithm would be com-
promised upon access to the key, thus making it difficult to distinguish a legitimate key/device and cloned key/device [3].
This problem can be effectively tackled using physical layer security [4-6].

Physical layer security is a new paradigm for securing the identity of wireless devices by extracting the unique features
embedded in the electromagnetic waves emitted from the transmitters. These unique features are due to inherent random-
ness in the manufacturing process. The analog components (digital-to-analog converters, band-pass filters, frequency mixers
and power amplifiers) present in the radio transmit chain are mainly responsible for the unique features [7]. Physical layer
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security that is based on recognizing these unique features is known as Radio Frequency (RF) fingerprinting [8]. RF fin-
gerprinting has been evaluated for a number of wireless devices operating on different standards, which include Cognitive
Radio Networks (CRN) [9,10], Universal Mobile Telecommunications System (UMTS) [11], Wi-Fi [9,12], push-to-talk trans-
mitters [13], Bluetooth [14,15] and Radio-Frequency Identification (RFID) [16,17]. It has been found that every transmitter
has a unique RF fingerprint due to imperfection in the analog components present in the RF front end [18]. The main goal
of RF fingerprinting is the detection of unique features from the received analog signals that allow the identification of a
specific transmitter.

The majority of previously reported researches present promising results with up to 99% correct identification of trans-
mitters using RF fingerprinting alone [4,5,9,11,13-16]. Generally, it is believed that RF fingerprinting is a secure and robust
technique. RF fingerprints are considered hard to reproduce or replay because the replicating or replaying device suffers
from its own impairments which disturb the features in the RF fingerprint. However there has been very little reported
investigation of the actual performance and robustness of RF fingerprinting techniques in the presence of a malicious user.
The two known examples in the literature have shown that modulation-based RF fingerprinting can be easily impersonated
with an accuracy of up to 100% while transient-based RF fingerprinting is resilient to impersonation attack [8,19]. However,
the analysis was performed with only one high-end receiver and results were not validated with multiple receivers.

Recent research in the RF fingerprinting suggests that receivers also have impairments, which affects the classification
accuracy [20]. Additionally, different receivers form different RF fingerprint for the same transmitters due to impairments
of the receiver front end. In this paper, the overall effect of receiver impairments on the classification accuracy of RF
fingerprinting and its contribution in preventing the impersonation attack is analyzed. A typical modulation based RF fin-
gerprinting technique is investigated for multiple low-end (low cost) receivers. Universal Software Radio Peripheral (USRP)
platform is used for the validation of the results. Our results suggest that impairments in the receiver front end help
significantly in mitigating the impersonation attack and thus, increases the robustness and reliability of RF fingerprint-
ing technique. However, this robustness of RF fingerprinting is at the expense of lower classification accuracy in low-end
receivers.

The main contributions in this paper are summarized as follows:

e Modulation-based RF fingerprinting is evaluated for multiple low-cost receivers, which further validates the results
reported in [20]. The largest data set consisting of 490000 signals captured with seven identical receivers are used for
this analysis.

e Impersonation attack on modulation-based RF fingerprinting is evaluated for a number of identical low-cost receivers.
To cross validates our results; evaluation is carried out for two identical impersonating wireless devices instead of
relying only on one attacker and drawing the conclusion.

e The worst case scenario is considered, where all the transceivers (including impersonators) have the same manufacturer
and their transceivers front end are equipped with similar components. Hence, RF fingerprinting evaluation is performed
on a realistic and practical test bed.

The rest of the paper is organized as follows: Section 2 presents the literature review for RF fingerprinting. In Section 3,
explanation of threat model and the RF fingerprinting scheme is provided. Section 4 provides the explanation for data
collection along with details of equipment used in the experimental setup. Performance evaluation for baseline analysis and
impersonation attack is provided in Section 5. Section 6 concludes the paper.

2. RF fingerprinting background

As with almost every technology, RF fingerprinting also stems from the military. The first RF fingerprinting system was
utilized in the Vietnam War to differentiate between a friendly and foe radar [10]. In the past few years, researchers explored
many RF fingerprinting techniques for identification of transmitters in commercial spheres [13,21-24]. One such example is
in cellular industry, where RF fingerprinting is used to prevent cell phone cloning [25,26].

RF fingerprinting can be further divided into transient and steady state-based RF fingerprinting. In transient-based RF
fingerprinting, the transition of a transmitter from the Off state to the On state triggers unique features, which appear
before the transmission of the actual packet. These features are transmitter specific and vary across different transmitters,
which can be utilized for identification of the transmitter [6,9,13,15,18,27-32]. The errors introduced by the modulator of
the transmitter are utilized in steady state-based (modulation based) RF fingerprinting. Many researchers have explored
ways to form unique RF fingerprint from these errors [9,12,23,24,33-38]. Mainly, the offset in Inphase/Quadrature (I/Q)
components, frequency error, phase and magnitude errors of the frames, Power Spectral Density coefficients of preambles
or variant of these features are used in the modulation-based fingerprinting.

Initially, the research community has given more attention to transient-based RF fingerprinting due to the unavailability
of a steady state signal common to all transmitters. However, higher sampling rate is required for the transient detection
and extraction due to its relatively short period compared to a steady state signal [35]. Therefore, real time implementation
of transient-based fingerprinting presents serious technical challenges. On the other hand, the requirement of a common
steady state signal for steady state-based RF fingerprinting is no longer an issue in the modern digital communication
era. Nowadays, almost all digital communication systems (CRN, Wireless Sensor Network (WSN), RFID, Wireless Local Area
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Impersonator captures the signals from legitimate
wireless devices and then replay it

7 i)

Fig. 1. Threat model for Adhoc wireless network. The malicious device can capture and retransmits the legitimate signals.

Network (WLAN), UMTS etc.) introduce a preamble at the start of packet transmission in order to simplify the receiver
design [11]. The preamble provides the common signal necessary for successful fingerprinting. Therefore, the impersonation
attack on modulation-based (steady state) RF fingerprinting is analyzed in this work.

Most of the previous researches have concentrated more on developing unique RF fingerprint for the transmitters. High-
end laboratory equipments (e.g. giga sampling rate oscilloscope, spectrum and vector signal analyzer) are used to validate
the proposed techniques and promising results with up to 99% accuracy have been reported in the literature. High quality
expensive analog components are used to build the front end of these laboratory equipments, which do not distort the
minor (but distinctive) features imprinted in the received analog signal. This allows creating unique RF fingerprint for differ-
ent transmitters and making the classification process easier. However, low-end receivers are built with inexpensive analog
components, which would make it difficult to achieve the same results with low-end receivers. On the other hand, less
attention is given to investigate the robustness of RF fingerprinting techniques against impersonation attack.

Two such examples are available in the literature, which have shown that modulation-based RF fingerprinting can be
easily compromised with today’s low-end wireless devices [8,19]. Danev ¢t al. have used highly sophisticated equipment for
impersonation attack, making it impractical due to unlimited capability of attacker which is not feasible in real-time [8].
Edman et al. have implemented an impersonation attack with more realistic equipment [19]. Only one receiver was used
to achieve a success rate of up to 70%. However, recent research in RF fingerprinting has shown that classification accuracy
varies across the low-end receivers for the same set of transmitters [20]. The variance in classification accuracy is due to
the inexpensive analog components present in the receiver front-end. The analog components have their own imperfections,
which make it difficult for a wireless device to extract the unique features from the received analog signal in order to
form a valid unique RF fingerprint of the transmitter. Therefore, the robustness of RF fingerprinting against impersonation
attack requires further analysis with multiple low-end receivers. This paper has considered the limitation of a practical RF
hardware. The analysis has also taken into account the impairments of the inexpensive analog components present in the
impersonator receiver front end. Additionally, a more realistic attacker with limited capabilities is considered.

3. Threat model

Fig. 1 shows the threat model for the analysis of impersonation attack on the wireless network. The wireless network
consists of a number of legitimate wireless devices and an impersonator. All the legitimate devices are equipped with
RF fingerprinting mechanism, which consists of two phases. In the initialization phase, the profile RF fingerprint of each
legitimate wireless device is generated by extracting features from the received signal and is stored in the database. In the
network operation phase, all legitimate wireless devices extract the features from the received signal and match it with
the profile RF fingerprint stored in the database. The goal of the impersonator is to replay the legitimate wireless devices
signals in such a way that the physical layer RF fingerprinting scheme is compromised and wireless devices are unable to
discriminate between a legitimate and a malicious device.

3.1. Impersonator capabilities

In this research work a realistic impersonator is considered, which has the same capabilities as of a legitimate transceiver.
The impersonator not only receives and records the signals from the legitimate transmitters within its transmission range
but it can also retransmit (replay) the same received signal. Additionally, the impersonator has the capability to learn pa-
rameters from the received legitimate signals and then reproduce a new signal with the same parameters. Thus in this way,
a malicious user will try to impersonate a legitimate transmitter by replaying the legitimate signals captured earlier. Fur-
thermore, an impersonator can jam the wireless network by continuously transmitting in the same frequency, but jamming
attacks are not in the scope of this paper.

Please cite this article in press as: S.U. Rehman et al., Analysis of impersonation attacks on systems using RF fingerprinting and low-end receivers, J.
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3.2. RF fingerprinting scheme

A typical modulation-based RF fingerprinting scheme is evaluated for the impersonation attack. A modulation based RF
fingerprinting scheme is easy to implement on low-end RF hardware as compared to transient based RF fingerprinting,
which requires higher sampling rate due to its relatively short period. In previous works, the RF fingerprint of transmitters
is generated by extracting the frequency domain features from the steady-state signal [11,12,34,35]. In this paper, the
frequency domain RF fingerprinting technique proposed by the Suski ¢t al. is used for impersonation attack evaluation.
Suski et al. have identified WLAN transmitters by extracting features from the IEEE 802.11a preamble signals [12]. They have
extracted Power Spectral Density (PSD) coefficients from the preamble signals to form the RF fingerprints of transmitters. An
IEEE 802.11a standard preamble signal is generated in MATLAB and transmitted from different transmitters. The preamble
signal is then captured using the measurement setup described in the next subsection. The identification is implemented by
extracting the preamble from the signals and generating the PSD coefficients. The PSD coefficients are then used to develop
the RF fingerprint for each transmitter and classification is performed using a classifier.

The RF fingerprint consists of PSD coefficients and is given as:

X )2

Uxk) = ———— (M
Yoy X ()2
where X (k) are the coefficients of discrete Fourier transform for the input signal x(m) given by
1 [ (m—1) (k—1)]
Xk = — x(m)e' Mg MTDEEDL 2
(o= - mX_; (m) ()

3.3. Preamble extraction

Preamble extraction plays an important role in the overall RF fingerprinting process because each acquired signals con-
sists of channel noise, preamble and data. If a preamble were not extracted finely then the RF fingerprint created for
a transmitter would change over the time, as it would have features from channel noise and the data part of the signal.
Amplitude-based variance detection technique is employed for extracting the preamble from the acquired signals. The signal
is first normalized and then preamble is extracted by the given equation [12,15,39].

1 < _
Vi= 1<m;<xmfn - Xw)? (3)

where V; is a new variance signal created from the input signal X, w is the sliding window size, X,, is the mean of
samples. K is the scaling factor to make the signal comparable to the measured received signal. In case of a RF burst
signal, the variance of the signal for a given window size w would increase rapidly as compared to the variance of the
last measured w samples. The start of the preamble is the point where the V; signal power rises while the end point of
preamble is 16 microseconds later, as per IEEE 802.11a standard [40].

4. Experimental setup

Our experimental test bed consists of USRP N210 equipped with seven SBX transceiver daughterboards and vert2450
antennas. The Universal Software Radio Peripheral (USRP) is an open source low-cost software defined radio platform pro-
duced by Ettus Research [41]. The USRP N210 consists of a motherboard and daughterboards. All the signal processing is
performed on the motherboard and is equipped with a dual 14-bit Analog to Digital Converter (ADC) and dual 16 bit Digital
to Analog Converter (DAC). The ADC and DAC operate at 100 MHz and 400 MHz, respectively. Gigabit Ethernet link is used to
transfer the complex base band samples (In-phase and Quadrature components) from USRP to computer at 25 MSample/s.

USRP N210 motherboard has two slots for daughterboards. One slot is connected to transmission path utilizing DAC
while the other slot uses the reception path on the motherboard. RF front-end is implemented on the daughterboards, and
is available in the frequency range from DC to 5.9 GHz. Unique RF fingerprint is due to the analog components present
in the RF front-end. Therefore, the effect of different transmit and receive chain on RF fingerprinting can be analyzed by
installing different daughterboards on USRP’s.

The SBX daughterboards act as a front end and have a frequency range from 0.4 GHz to 4.4 GHz, which allows trans-
mitting and receiving in the 2.4 GHz ISM band. SBX daughterboards have different transmit and receive chain along with
different local oscillators for transmission and reception [42]. All the SBX daughterboards used in this research work are
listed in Table 1. The SBX daughterboards have identical transmit and receive chain build with the similar components orig-
inating from the same manufacturer at different times as can be seen in Table 1. The identifier column shows the naming
convention used throughout this research paper. For example T1_R1 is used for transmit and receive chain on SBX daugh-
terboard 1. Additionally, the short notation T1 and Tx1 refers to the same transmitter and is used for figures clarity. The

Please cite this article in press as: S.U. Rehman et al., Analysis of impersonation attacks on systems using RF fingerprinting and low-end receivers, J.
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Table 1
Details of Ettus SBX daughterboards used in the experiment.
Identifier Serial Version Shipment date

T1_R1 EOR10ZEXS Rev 2.0 Dec, 2011
T2_R2 EOR10ZFXS Rev 2.0 Dec, 2011
T3_R3 E4R12X9XS Rev 3.0 Feb, 2012
T4_R4 E4R12X7XS Rev 3.0 Feb, 2012
T5_R5 E9R16WAXS Rev 4.0 Aug, 2012
T6_R6 E9R16W3XS Rev 4.0 Aug, 2012
T7_R7 E9R16W6XS Rev 4.0 Aug, 2012

Legitimate Transmission =

Impersonator Transmission

((T))

b

WS SBX3

USRP ((((r)) / USRP (((T)) USRP «T»)

- - 5-m

N SBX 6 WM SBX S N SBX 4

Fig. 2. Seven identical USRP transceivers are used to analyze the performance of RF fingerprinting in the presence of a malicious user. The malicious user
impersonates legitimate USRP transmitters by replaying its signals.

SBX daughterboard T3_R3 and T7_R7 acts as an impersonator transceivers. More detail on impersonation attack is provided
in later sections.

All the measurements were carried out in an office environment, representing a realistic reception scenario, where the
interference from different wireless devices in the same frequency band was present during the measurements. An imper-
sonation attack can be easily launched with the RF hardware used in the experiment, which is easily available and is less
expensive representing real world RF hardware.

4.1. Data collection

Each 802.11a packet transmission starts with preamble signal. The preamble signal is made up of a fixed training se-
quence, which is used for timing/frequency acquisition, diversity selection and channel estimation [37]. The IEEE 802.11a
preamble signal is 16 microseconds long and consists of 10 short and 2 long training sequences [40]. The IEEE 802.11a
preamble signal is generated in MATLAB as per standard. The preamble signal is transmitted and captured through SBX
transceivers. Due to broadcast nature of the wireless medium, the impersonator shown in the measurement setup of Fig. 2
also captures the same transmitted preamble signal from the legitimate transmitters.

USRP daughterboards have different transmit and receive chain for transmission and reception [42]. In order to avoid any
commonalities among the transmit and receive chain, we have either used a transmit or a receive chain of a daughterboard
but both are not used simultaneously for transmission and reception (e.g., when Rx1 is used for capturing the transmitters
signals then Tx1 is not used for evaluation as it is implemented on the same daughterboard).

Please cite this article in press as: S.U. Rehman et al., Analysis of impersonation attacks on systems using RF fingerprinting and low-end receivers, J.
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Fig. 3. RF Fingerprinting classification process.

A total of 10000 signals from each transmitter (including impersonator) was captured and stored at each receivers; thus
every receiver has 60000 signals from six transmitters (e.g. Rx1 has captured signals from T2 to T7). This gives a total
dataset of 490000 signals for seven receivers. These signals are used to find out the baseline classification accuracy of
low-end receivers.

For the impersonation attack analysis, the impersonator replays the legitimate transmitter’s signals. In our analysis,
impersonator has a total of 60000 signals from six legitimate transmitters. These signals are used by the impersonator for
replay attack across different receivers. Preamble extraction is performed with amplitude-based variance detection technique
as explained previously. After preamble extraction, RF fingerprint of a transmitter is generated using the PSD coefficients.
MATLAB is used for preamble extraction, RF fingerprint formation and classification.

5. Performance evaluation

The performance evaluation process consists of two phases: namely training and testing as shown in Fig. 3. In the
training phase, signals of a specific transmitter are used to create the profile RF fingerprint of the transmitter. Whereas
in the testing phase, a RF fingerprint is created from an input test signal. Then a classifier is used to classify this test RF
fingerprint against the existing profiles of the transmitter. Training and testing is equivalent to initialization and network
operation phase in RF fingerprinting. K-Nearest Neighbor (KNN) with three nearest neighbors is used as a classifier. The KNN
classifier is used to classify an input feature vector into one of the class based on the closest training examples available
in the feature space [8]. Classification is performed on a per signal basis; i.e. PSD coefficients are used to create the RF
fingerprint of a signal. This RF fingerprint is then classified using the KNN classifier.

We used k-fold cross-validation to evaluate our results. The k-fold cross-validation method is used for performance
evaluation in order to maximize the certainty of the results. In k-fold cross-validation, the data-set is divided into k com-
plementary subsets, and then performance evaluation is performed k times, where each time a different subset is used for
training while the remaining k — 1 subsets are used for testing. In our evaluation, 10-fold cross validation is used, which
results in the testing set being nine times greater than the training set.

5.1. Baseline analysis

The first step in our evaluation was to develop the baseline accuracy of RF fingerprinting that might be affected by
using low-end (low-cost) receivers without any impersonator interference. This will further validate the results reported
for low-end receivers [20], which is based on three receivers and a dataset of 3600 signals only. The dataset of 490000
signals captured in the data collection section are used for the baseline analysis. This is the largest dataset ever used for RF
fingerprinting evaluation from the same identical transmitters across different receivers.

In the baseline evaluation, the profile RF fingerprints of the seven transmitters are generated for individual receiver. In
a realistic scenario, the Signal-to-Noise Ratio (SNR) always varies due to mobility of transmitter/ receiver or environmental
affects (shadowing, multipath, fading etc.). Therefore, simulated Additive White Gaussian Noise (AWGN) is added to the
collected signals in order to evaluate the effect of SNR.

Fig. 4 shows the average classification accuracy of individual low-end receivers for varying Signal to Noise Ratio (SNR).
The average accuracy does not distinguish between false positive and false negative but it merely gives the fraction of
total samples that belong to appropriate transmitters. Later, false accept rate is used for the impersonator attack evaluation,
which clearly measures the success of an attack.

The average classification accuracy varies across the low-end receivers. For example, Tx1 is 94% classified accurately by
Rx4 at 15 dB SNR while for other low-end receivers, it varies from 30% to 80 % at 15 dB SNR, as shown in Fig. 4(b)-(e).
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Fig. 4. RF fingerprinting classification accuracy for seven individual identical low-end receivers. Overall, the classification accuracy is high for Rx1 and Rx4,
while all other receivers have acceptable accuracy above 20 dB SNR.
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Fig. 5. Transmitter 7 has replayed the captured signals to impersonate different legitimate transmitters, while receivers have classified the replayed sig-
nal by matching it with the already stored profile RF fingerprint of the legitimate transmitters. The lowest acceptance rate of transmitters means that
impersonation attack has failed.

Interestingly, all seven low-end receivers perform differently for the same set of transmitters as shown in Fig. 4. The best
classification results are provided by Rx4 while all others were able to provide useful classification results at receiver SNRs
of 15 dB or higher. Lower classification accuracy was expected for the low-end RF hardware as compared to 99% accuracy
reported in the literature. A decreased in the accuracy is due to the lower sampling resolution and increased noise induced
by the low-cost RF hardware. Furthermore, results show that accuracy varies across the receivers due to the impairments of
the analog front-end of the receivers, which are acting like a distorting filter on the received signal.

5.2. Impersonation attack analysis

After developing the baseline accuracy for the low-end receivers, the next step is to evaluate the impact of impersonation
attack on RF fingerprinting for low-end receivers. Due to broadcast nature of the wireless medium, the impersonator T7_R7
shown in the measurement setup of Fig. 2 also captures the preamble signals from the legitimate transmitters. A total of
60000 signals from six legitimate transmitters was captured as discussed in the previous section. In the impersonation
attack, these signals were then retransmitted by Tx7 and captured with the legitimate transceivers (Rx1 to Rx6). Every
legitimate wireless device captured 50000 impersonation signals for five transmitters (e.g. Rx1 captures the impersonation
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Fig. 6. False acceptance rate for the impersonator Tx3. The captured signals are replayed to launch impersonation attack on different legitimate transmitters.

signals of T2 to T6 from the impersonator Tx7). The legitimate transceivers would classify the replayed signals into one of
the available classes by matching it with the already stored RF fingerprint of the legitimate transmitters.

In the performance evaluation phase, the KNN classifier is trained with the RF fingerprints of each legitimate transmitter.
For example, receiver 1 has fingerprint of the legitimate transmitters T2 to T6. The same process is repeated for all other
receivers. In the testing phase, the replayed signals captured by each receiver are then classified into one of the available
classes.

Fig. 5 shows the false acceptance rate of impersonation attack for different low-end receivers. The false acceptance rate is
for impersonation attack on transmitter T1 to T6 while transmitter Tx7 is the impersonator. In our analysis an impersonation
attack is considered successful if the false acceptance rate is above 50%. As can be seen in Fig. 4, the false acceptance rate
is different in each receiver. For example, Tx7 has successfully impersonated T1 in receiver 4 while T7 failed to impersonate
T1 in receiver 5. This means that successful impersonation attack is largely dependent on receiver.

In order to further validate the results of Fig. 6, another setup is used in which transceiver T3_R3 was used as imper-
sonator while the rest of the transceivers was used as legitimate devices. The same process is repeated for the performance
evaluation, i.e. signals from the legitimate transmitters are used for training purpose while replayed signals of transmitter
3 are utilized for testing. The false acceptance rate of Tx3 is shown in Fig. 6. The same trend is observed for a different
impersonator transceiver. The impersonation attack was successful on T1 and T7 in legitimate receiver Rx1 and Rx2 while
other receivers successfully thwarted the impersonation attack on legitimate transmitters.
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6. Conclusion

This paper has experimentally analyzed the effectiveness of impersonation attack using low-end transmitters and re-
ceivers. In the experiments, seven identical USRP transceivers were used. First, a baseline RF fingerprinting accuracy was
developed and it was found that classification accuracy is receiver specific and is less accurate than that achieved with
high-end receivers. Nevertheless, the low-end receivers were able to provide useful classification results at receiver SNRs of
15 dB or higher. The experimental results also imply that the RF fingerprint created for a specific transmitter varies across
low-end receivers because the receiver front end also suffers from imperfection in its analog components. Hence, every
receiver forms a unique (receiver specific) RF fingerprint of a specific transmitter.

Second, results have shown that impersonation attack on two transmitters was successful in a few receivers but receivers
have effectively thwarted the impersonation attack on the same two transmitters. This is because a user’s receiver front end
also contributes to its RF fingerprinting of a specific transmitter. Hence an attacker (malicious user) would be unaware of
the impairments of a legitimate receiver. More importantly, the attacker would probably also be unaware of its own receiver
impairments (which influence the fingerprint it creates for a target transmitter) and its transmitter impairments. Hence the
uncertainty associated with low end hardware increases the challenge for the attacker to create a signal that would deceive
a legitimate user.

On the other hand, if a target device fingerprint differs significantly from the other devices in the network then a
legitimate receiver may be unable to distinguish between a legitimate and an impersonating device. The success in this case
would be dependent on the decision boundaries in the classifier.

This work is an initial step in our ongoing investigation of the practical use of low-end receivers for RF fingerprinting.
Our results suggest that practical deployment of RF fingerprinting using today’s typical low-end receivers is significantly
more challenging than might be suggested by the experiments performed with high-end receivers in controlled environ-
ments. In addition, the accuracy of classification results is largely dependent on the receiver. High receiver SNRs yield good
classification results for low-end receivers but high SNRs are not typical in real situations. Interestingly, because the receiver
impairments contribute toward the final RF fingerprint in a receiver, this helps in mitigating an impersonation attack on a
system employing RF fingerprinting.
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Highlights

e The vulnerability to an impersonation attack is assessed for a modulation-based RF fingerprinting system employing
low-end commodity hardware (by legitimate and malicious users alike).

o All the transceivers (including two impersonators) have the same manufacturer and their transceiver front ends are
equipped with similar components.

e A receiver’s front end also contributes to its RF fingerprinting of a specific transmitter.

e The success rate of an impersonation attack is receiver dependent and receiver impairment effectively decreases this
rate.

Please cite this article in press as: S.U. Rehman et al., Analysis of impersonation attacks on systems using RF fingerprinting and low-end receivers, J.
Comput. System Sci. (2013), http://dx.doi.org/10.1016/j.jcss.2013.06.013
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