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Abstract

Phishing attacks are currently considered some of the most significant threats among various
forms of cyber attacks, particularly in the realm of social engineering. It threatens every
person and company in their daily life and business and causes a vast number of financial and
sensitive data losses. The traditional way based on the blacklist to prevent phishing is not
efficient, and the update of the blacklist database is slower than the appearance of the

phishing websites.

Machine learning, a new technology that appeared several years ago, has become an
emerging power weapon in many areas. This new technology can be used in cybersecurity to
create and train many models for detecting threats and attacks. Machine learning
demonstrates greater accuracy and robustness compared to traditional methods, making it

more powerful and efficient.

This research uses the random forest (RF), decision tree (DT) and Extreme Gradient Boosting
(XG-Boost), three popular machine learning models, to create the classifier for phishing
detection. Different feature selection and classification algorithms will be added to the model
to enhance the three proposed models. This research aims to find an efficient machine-
learning model combined with a feature selection algorithm to gain a powerful way to fight
against phishing and offer strong protection for individuals and firms when surfing the

Internet.

A confusion matrix, accuracy, precision, recall, ROC AUC and Gini will assess the models’
capacity and ensure which feature selection method is more suitable for the proposed
machine learning models. A larger dataset is utilized to re-train the selected model, aiming to
improve its generalization capability. This thesis will provide certain benefits for phishing

detection research and cybersecurity.

Keywords:

Cybersecurity, Social engineering, Phishing, Machine learning, Random forest, Decision

tree, XG-Boost
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1 Introduction

1.1 Research Background

Nowadays, almost everyone cannot live without cyberspace with the development of the
Internet. People do shopping, order food, chat with friends, search for stuff or materials, do
business, and work remotely through cyberspace. Cyberspace is an online space that connects
people worldwide through the Internet. More and more private data and sensitive information
are stored online with the popularity of the Internet. Therefore, cyberspace is full of data, such
as private photos, bank accounts, and secret business documents. Many of these data contain
significant value. Hence, some hackers and cybercriminals focus on these data due to their
selfish aims and use illegal methods to gain this great valuable information. They launch
various cyber attacks to intruders into personal or company devices to steal these data. So,

protecting cyberspace equals protecting data.

1.1.1 Frameworks And Standards for Cybersecurity
CIA triad

CIA triad, an information security model, guides us on how to deal with data in cyberspace. It
consists of confidentiality, integrity and availability, which can help the company and
personnel fight against data breaches. Confidentiality: protecting private data, sensitive data
and crucial business information from disclosure and unauthorized access. Integrity: ensuring
the data is not distorted within the transmit or storage status. Availability: Ensuring the owner
can use or visit the data whenever and wherever they need to [1]. The following figure 1

shows the CIA triad.

AVAILABILITY INTEGRITY

Availability

Figure 1: CIA Triad [1]
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PCI DSS
Payment Card Industry Data Security Standard (PCI DSS) was set up in 2004 by principal

credit card companies and follows the CIA triad. It indicates the procedures businesses must
follow to secure, store, and transmit data, and it is integral to maintaining credit card security.
This standard is created to reduce credit card fraud and protect data during trade. Every
organization and company that deals with payment cards should obey PCI DSS compliance
requirements, and they also should adopt various treasures to ensure the security of the card,

such as setting up the security network, installing the firewall, and fixing vulnerabilities [2].

HIPAA

Health Insurance Portability and Accountability Act (HIPAA) is a legislation that was passed
in 1996. Its goal is to safeguard the privacy and security of medical data. It has three basic
rules: Privacy, security and notices of violation. Privacy: guiding how to protect medical
files. Security: Ensure that the Electronic Protected Health Information follows the CIA triad.

Notices of violation: reporting all the violations related to the facilities and their staff [3].

COBIT

Control Objectives for Information and Related Technologies (COBIT) is a framework made
by ISACA to help organizations achieve their IT governance goals. It offers a systematic
method for managing IT systems and aligning them with business goals. The core of COBIT
is built on six governance principles: stakeholder value, end-to-end governance, a holistic
approach, dynamic governance, tailoring for specific needs, and separating governance from
management. These principles are supported by seven enablers: culture, people, processes,

structures, information, services, and infrastructure [4].

COBIT has evolved over time, with COBIT 5 emphasizing IT governance and risk
management and COBIT 2019 focusing on modern IT trends like digitization and increased
stakeholder requirements. COBIT 2019 provides updated guidance on establishing
governance systems tailored to each organization’s needs, helping businesses to integrate I'T
into their strategic objectives. The framework also provides tools to measure and improve

governance, such as maturity models and performance indicators [4].

In summary, COBIT offers a flexible and comprehensive framework for IT governance,
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evolving to address modern challenges like digitization and changing stakeholder needs.
Tools like maturity models help organizations optimize governance systems, ensuring that I'T

strategies effectively align with business objectives [4].

ISO 27001

ISO 27001 is a cosmopolitan norm for establishing and maintaining an Information Security
Management System (ISMS). It was developed from the British Standard BS 7799 and first
published in 2005, with revisions in 2013 and 2022. The standard emphasizes safeguarding
sensitive information by maintaining confidentiality, integrity, and availability, using a risk

management approach to mitigate potential threats [5].

A key principle in ISO 27001 is the Plan-Do-Check-Act (PDCA) cycle, which ensures
continuous modification. The PDCA cycle involves [5]:

o Plan: Identify security risks and plan controls.

e Do: Implement these controls within the ISMS.

e Check: Regularly review and assess the effectiveness of the controls.

e Act: Update the system based on findings to improve security.

Key components of ISO 27001 include [5]:
e Risk Assessment: Systematic evaluation of information security risks.
e Security Controls: Implementation of controls in areas like access control and incident
management.
e Management Commitment: Leadership and support from top management.

e Continuous Improvement: Ongoing updates and enhancements to the ISMS.

GDPR

The General Data Protection Regulation (GDPR) is the European Union's privacy legislation
that was published on May 25, 2018. It pertains to any organization, despite the location, that
deals with the individual data of EU citizens. The core principles of GDPR encompass

lawfulness, fairness, transparency, data minimization (collecting only what is necessary), and

ensuring the security of data [6].

Under GDPR, individuals are granted key rights [6]:

o Right of access: Individuals can request to know what data is being held and how it's



=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

used.
o Right to rectification: people have the right to correct any inaccurate data.
o Right to be forgotten: people can erase their data when it is no longer necessary.
« Data portability: people can store their data to a different service provider.
o Right to object: people can refuse data processing in specific circumstances.
Organizations are required to implement appropriate security measures and specify a Data
Protection Officer (DPO) if they handle plenty of data. Failure to comply can incur severe

penalties, up to 20 million euros or 4% of global annual revenue, whichever is greater [6].

GDPR seeks to give individuals greater management of their personal data while placing
stricter responsibilities on businesses. It promotes accountability and transparency in data

handling, enhancing the protection of personal privacy in an ever-digitizing world [6].

NIST

The NIST Cybersecurity Framework (NIST CSF), made by the National Institute of
Standards and Technology (NIST), helps organizations improve cybersecurity risk
management. Originally launched in 2014, it provides a flexible, scalable framework
adaptable to various industries and organizational sizes.The framework is organized into five
kernel capabilities: Identify, Protect, Detect, Respond, and Recover, offering an overall
method to control cybersecurity hazards [7].

The five core functions are [7]:

1) Identify: Understand risks to systems and data.

2) Protect: Safeguard critical infrastructure and data.

3) Detect: Monitor and identify cybersecurity events in real time.

4) Respond: Take effective actions during a cybersecurity incident.

5) Recover: Restore services and minimize damage post-incident.

The framework contains four implementation tiers to assess cybersecurity maturity levels [7]:
1) Tier 1 (Partial): Reactive and ad-hoc cybersecurity practices.

2) Tier 2 (Risk-Informed): Risk management exists but isn't fully integrated.

3) Tier 3 (Repeatable): Cybersecurity practices are standardized across the organization.

4) Tier 4 (Adaptive): Continuous improvement and proactive risk management efforts.

The framework's key utility is aligning cybersecurity with business goals and improving
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communication on risk management.

Anti-Phishing Working Group

The Anti-Phishing Working Group (APWG), established in 2003, is an international non-
profit organization focused on unifying the global response to cybercrime through data
exchange, research, and public awareness. APWG’s membership includes cybersecurity
companies, financial institutions, law enforcement, government agencies, academic
researchers, and non-Governmental Organizations. The core mission of APWG is to eradicate
identity theft and fraud resulting from phishing, malware, and email spoofing. APWG

currently has over 2,300 member companies globally [8]:

One of APWG’s primary initiatives includes the operation of cybercrime-related data
clearinghouses. These clearinghouses distribute over a billion data elements per month to
APWG’s members to enhance security applications, support forensic operations, and
facilitate research programs. Through these efforts, APWG plays a crucial role in protecting
millions of software clients and devices worldwide. The APWG Engineering team
collaborates with member data correspondents globally to continuously develop new data

resources to meet evolving cybersecurity needs [8].

In addition to data sharing, APWG promotes cybercrime research through its annual
Symposium on Electronic Crime Research, the only peer-reviewed conference dedicated
exclusively to cybercrime studies. Founded in 2006, this symposium attracts numerous
submissions from leading researchers worldwide, with proceedings published by IEEE. The
conference provides a unique platform for disseminating cutting-edge research and fostering

collaboration among experts in the field of cybercrime [8].

Other Standards

CPE: Common Platform Enumeration is a standard used for naming systems, software, and
applications across various platforms.

CVE: Common Vulnerabilities and Exposures standard purposes to catalogue open exposed
security flaws and weaknesses.

CWE: Common Weakness Enumeration assists customers in identifying and resolving

software flaws by providing a list of frailties and exploits.
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CVSS: Common Vulnerability Scoring System is a normalized framework that provides a
numerical representation of the gravity of a vulnerability, enabling the assessment of risk tiers
and the comparison of the gravity of various vulnerabilities.

OVAL: Open Vulnerability and Assessment Language is a cosmopolitan norm that defines a
consistent scheme for representing exploits, setup problems, and security information.
CAPEC: Common Attack Pattern Enumeration and Classification catalogues varying
approaches and attack models that adversaries could use to leverage flaws in systems and

software.

Framework and Standards Summary:
All in all, many countries and industries pay more and more attention to cybersecurity. They
pass a lot of rules and laws to protect private data and business information. However, many

criminals still try to steal data, and data breaches happen every day.

1.1.2 The Impacts and Challenges of Cybersecurity

Nowadays, cybersecurity faces significant challenges. Almost everyone and every company
has gone through a cyber attack. Many of them have lost data or money. According to some
statistics from 2024, the financial loss due to cybersecurity crime will reach $10.5 trillion by
2025. Hackers intrude on a computer every 39 seconds on average. Each data breach caused a
$4.45 million financial loss in 2023. Phishing attacks were the most popular kind of data
breach in 2023. Seven million unencrypted files are leaked daily. The number of cybercrime
victims was 425,078,513 in 2022 [9]. We can see from these statistics that cyber attacks
severely impact the daily lives of individuals and companies. It has had a huge impact on

cybersecurity.

The following figure 2 shows the global and New Zealand financial loss trends. In 2017,
global financial losses were $0.7 trillion; by 2022, this number had increased more than
tenfold to $7.08 trillion. This year, it will reach $9.22 trillion. The experts predict this number
will reach $13.82 trillion by 2028 [10]. New Zealand also faces the same severe issues. In
2017, the financial loss was $5.3 million. By 2023, this number had almost quadrupled,
reaching $18.3 million [11]. We can see cybercrime causes a vast number of financial losses

worldwide.
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Figure 2: Global and New Zealand Financial Loss Trends

1.1.3 The Various Types of Cyber Attack

Hackers and cyber criminals intrude on private devices through various cyber attacks to gain

valuable data. This section introduces some of the main methods they use.

¢

Physical attacks: The criminal directly steals the hardware for sensitive data. They will
break into your house or company to steal the computer or smartphone.

Network attacks: They launch attacks via the network or the Internet to interrupt your
business or steal data, such as a DDoS attack, which will decrease the network capacity
and business efficiency. Man-in-the-middle, rogue AP and so on can intrude into your
network and steal private data.

Social engineering: The criminals trick individuals into revealing personal data or
confidential company information in different ways.

Software attacks: They use various viruses or malware to launch attacks. Most are sent
via phishing emails, such as Trojan Horse and ransomware.

Insider threats: Some staff might intentionally or unintentionally leak sensitive

information.

Social engineering accounted for identity attacks in 2023 among all the attacks [12]. The

following are the popular social engineering attacks used by the attackers [13].

¢

Quid Pro Quo: The attacker provides a service to the customer in return for gaining
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access to the computer.
¢ Spoofing: Attackers use vulnerabilities to impersonate a legitimate user to gain
unauthorized access.
¢ Phishing: Use emails, SMS, websites, and other tools with malicious links to trick users.
¢ Baiting: Provide free software downloads or free USB drives to infect devices.
¢ Account takeover: The attacker accesses other people’s accounts to gain sensitive

information by cracking the account passwords.

Phishing is the most common way used by attackers. Figure 3 shows the most prevalent
forms of cybercrime in 2022. According to the statistics, phishing accounted for 53% of
global cyber attacks, far ahead of other attacks [14]. New Zealand faced the same situation in
2022, struggling toughly with phishing attacks [15]. As a result, phishing is the main method
used by attackers to steal data and launch cyber intrusions. This paper will focus on phishing,

one of the social engineering attacks that happens every day.

worldwide Cyber-attacks New Zealand Cyber-attacks

5%

11%

[

28%

= phishing = identity theft credit card fraud
extortion = tech support = investment fraud
non-payment = personal data breach = pfishing =scams =unauthorizedaccess = malware = others

Figure 3: Global and New Zealand Phishing Status in 2022

1.1.4 The Trends of Cyber Attacks

Since the advent of computers, cybercrime has evolved with them. The history of cybercrime
is almost as long as that of computers. After a long development period, it has become more
and more complex and diversified. The following timeline shows the development of cyber

crimes.
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¢ 1940s: First computer

The first computers appeared, and due to the lack of Internet access and limitations of use,
there was no cybercrime in the first few years of computers [16].

¢ 1950s: Phone phreaks

Cybercrime began to emerge, and phone phreaks manipulated phone protocols to make free
calls, a technique that set the stage for future cyberattacks [16].

¢ 1960s: Hacker and First vulnerability

Hackers began to appear. The first vulnerability was discovered in 1965 on IBM's
Compatible Time Sharing System (CTSS) machine. This marked the beginning of hackers
exploiting vulnerabilities to create cyber crimes [16].

¢ 1970s: First virus and ARPANET

In 1971, Bob Thomas created Creeper, the first computational virus capable of replicating
itself and moving between the Advanced Research Projects Agency Network (ARPANET), a
forerunner to the Internet. Reaper, one of the first anti-virus software, was also invented to
combat Creeper. Cybersecurity has aroused concern from society and the public [16].

¢ 1980s: Cyber espionage and First commercial anti-virus.

The name cyber espionage became popular, and the U.S. government promulgated "Trusted
Computer System Evaluation Criteria" (TCSEC). In 1986, German hackers broke into more
than 400 military computers and stole sensitive information and technology. The first
commercial anti-virus software was released in 1987 [16].

¢ 1900s: Computer, network, and virus rapid development

Computers and the Internet ushered in rapid development during this period, and computer
viruses also developed rapidly. In 1996, the macro virus appeared. In 1995, Netscape
introduced SSL, the network security protocol, which added security to data transfers by
providing encrypted links [16].

¢ 2000s: First hacker organization, worms, and Trojans

The Internet is beginning to become an indispensable thing in daily life and work. The first
hacker organization was born and began to attack using worms and Trojans. Worms and
Trojans have demonstrated a powerful ability to attack and steal data [16].

¢ 2010s: Ransomware and IoT

Cybercrime is becoming more frequent, and the losses are getting worse. In 2016, Mirai
leveraged numerous Internet of Things (IoT) devices to conduct huge Distributed Denial of

Service (DDoS) attacks. During this decade, a considerable quantity of ransomware attacks
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have appeared and caused substantial economic losses [16].

¢ 2020s: Hacking tools and Cybercrime industry.

Al and machine learning are being taken advantage of in cybercrime, and a lot of powerful
hacking tools are starting to emerge, making it easier to launch cyberattacks. Cybercrime has

evolved into an industry that can quickly make huge profits [16].

To carry out cyber crimes more effectively, the methods of cyber attacks are becoming more
and more diversified and hidden. The following timeline shows the evolution of cyber attacks
over the last ten years.

¢ 2009 to 2012: Advanced persistent threats (APTs)

APT is a long-term attack in which attackers usually prepare for months before launching the
attack to steal vital information without being detected. Google and several other companies
were targeted in the 2010 APT attack, code-named Operation Aurora [17].

¢ 2013 to 2016: Ransomware and Business email compromise (BEC)

Ransomware encrypts a victim's file or device and threatens to pay the ransom. Business
Email Compromise (BEC) uses fake emails to trick users into sending data or transferring
money. The WannaCry ransomware attack compromised numerous computers across over
150 countries, causing enormous damage. Tech company Ubiquiti Networks lost $46.7
million to BEC attacks in 2015 [17].

¢ 2017 to 2020: Internet of Things (IoT) and Artificial intelligence (Al)

Due to the lack of proper security errors, loT devices are easily exploited by hackers to
launch attacks. Criminals use Al as their treasures to launch attacks due to its powerful
capabilities. In 2017, hackers used hundreds of thousands of IoT devices to launch a DDoS
attack named "Mirai Botnet", causing a large area of network paralysis. In 2018, an IBM
team created DeepLocker, an Al-powered malware that could evade traditional security
detection [17].

¢ 2021 to 2022: Supply chain attacks and Ransomware-as-a-Service (RaaS)

Supply chain attacks occur when attackers infiltrate service providers, IT companies, and
software providers to access their customers' networks without authorization. RaaS allows
criminals to buy ransomware directly and launch attacks. As a result, ransomware attack
production has increased rapidly, exceeding 304.7 million in the first half of 2021, a 151%
growth over the same time in 2020. In 2020, the SolarWinds supply chain attack affected

multiple US institutions and companies with severe consequences [17].

10
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¢ 2022 to 2024: Deepfake and Synthetic identity fraud

Deepfakes can create realistic videos or audio to launch social engineering attacks or spread
disinformation. Synthetic identity fraud mixes real and false information to create a false
identity to commit a crime. The attacks created by these Al-based techniques are very
effective [17].

¢ In the future: 5G and Edge computing, Biometric data, Quantum computing

1) 5G and Edge computing:

The widespread use of 5G networks and the promotion of edge computing will likely have
potential vulnerabilities that can be exploited by criminals [18].

2) Biometric data:

With the popularization of biometrics technology in daily work and life, it may also become a
security hazard used by criminals as a breakthrough [18].

3) Quantum computing:

Quantum computing can significantly improve the processing speed of computers. This
technology poses a great threat to the existing encryption technology and can substantially

shorten the time required for brute force cracking [18].

1.2 Research Motivation

As mentioned above, phishing has become the most significant threat in recent years.
Individuals and organizations increasingly face data and financial loss due to Phishing
attacks. Therefore, finding an efficient way to prevent phishing is an emergency action.
Creating a phishing website with Artificial Intelligence (Al) and machine learning (ML)
development is easy. People can make a phishing login page in a few steps with the help of
ChatGpt. Cybercriminals can create a phishing message using generative Al in five minutes
[19]. On the other hand, Al and ML can also provide positive roles in cybersecurity.
Organizations can save $1.76 million on average by using Al. 47% of organizations are using
Al for cybersecurity now, and 21% of them gain benefits from their security Al project. 55%

of organizations decide to use Al for cybersecurity in the coming 24 months [20].

Cybercriminals use Al as their arsenal. And vice versa, cybersecurity engineers can use Al as
their treasures and shield to fight against cyber attacks, especially phishing. This thesis aims
to find an efficient way to discover phishing in real time and prevent phishing websites from

being visited. It will set up a machine-learning model to figure out phishing websites

11
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automatically before users browse them to determine whether the target website is safe. The
soft engineer and IDS or IPS vendors can integrate the model into their products to enhance
the detection ability. We are dedicated to creating such a machine-learning model and hope it

can reduce the threat of phishing.

1.3 Research Contribution

This research will focus on using random forest (RF), Extreme gradient boosting (XG-boost)
and decision tree (DT) combined with various feature selection algorithms while considering
the string kernel method for phishing detection. The research will choose the best model with
the best feature selection algorithm by comparing the predictions based on diversity models
and feature selection methods. The experiment will determine whether a single tree or a
forest is more suitable for phishing detection and which method can offer the optimal feature
combination. After analyzing and testing the results of this experiment, the final selected
model will be put forward and can be integrated into cybersecurity systems or software to

defend against phishing attacks.

1.4 Research Hypothesis

This thesis will use machine learning methods to train several phishing detection models and

find the best one while considering the detection time, detection efficiency, and detection

accuracy. The most efficient model will be chosen after comparing the performance of all the

training models.

» Research questions

¢ Which dataset is appropriate for training the phishing detection model?

¢ How to find the greatest parameters to optimize the model?

¢  Which feature selection algorithm can offer outstanding performance while considering
the detection time?

» Research hypothesis
The newer the dataset, the better for the phishing detection. More instances in the dataset
can improve the model’s generalization ability.

¢ We will use the hyperparameter tuning methods to confirm the parameters of the model
after choosing the most suitable feature selection algorithm.

¢ Wrapped-based feature selection(WFS), Correlation-based feature selection(CFS),

12
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Principal Component Analysis(PCA), and Linear discriminant analysis (LDA) will be
exploited for feature selection. One algorithm will be applied to the model after

comparing each feature selection algorithm's performance and detection time.

1.5 Thesis Outline

This thesis comprises nine chapters.

Chapter 1 has already described the background of cybersecurity, cyber attacks, and
challenges and an overview of the proposed model. It also introduces the research questions
and hypothesis.

Chapter 2 concerns the opinion and development of phishing and standard phishing
prevention systems. It also reviews popular machine learning models for phishing recognition
and discusses the gaps in phishing detection.

Chapter 3 concerns the methodology of the experiment and introduces every component of
the proposed phishing detection platform, including data collection and preprocessing, feature
selection, model training, database creation and so on.

Chapter 4 introduces three popular public data repositories and describes the dataset for the
machine learning models. It also indicates the data preprocessing step, including original
feature removal, new feature creation, and data balance.

Chapter 5 adopts five feature selection algorithms (WFS, CFS, PCA, LDA, String Kernel-
based PCA) to select the most relevant feature.

Chapter 6 uses three basic machine learning models (DT, RF, XG-Boost) to train the phishing
detection system.

Chapter 7 evaluates and analyzes the results of the experiment. It finds the best models for
phishing in this experiment and integrates the model into the proposed phishing detection
platform.

Chapter 8 summarises and discusses the performance and limitations of the experiment and
points out the improvements that could be made in the future.

Chapter 9 is the reference of this thesis.

13
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2 Literature Review

2.1 Phishing Threats

As mentioned in the first chapter, phishing is one of the most popular weapons that bad guys
use to launch cyber attacks. This section discusses the history and impacts of phishing and the

challenges in phishing detection.

2.1.1 Concept of Phishing
F. P. E. Putra, U. Ubaidi, and three others describe the concept and category of phishing.
They point out that phishing is among the various forms of social engineering attacks [21].

The phishing attack contains four main steps, as shown in Figure 4.

Email with malicious links
or attachments

Attacker sends a phishing
email to the victim

(1 =t g
»
Phishing email

Attacker

Victim

Victim clicks the link in
the email and goes to
the phishing website

The credentials are
forwarded to the attacker

Attacker use the victim’s
credentials to visit the
legal website to steal the
data

Victim inputs his

password an'd credentials
\ 4 Victim’s on the website v ?
HTTPS: credentials
< >
Legal websites Phishing websites

Figure 4: The concept of phishing [21]

1) The attacker uses some tools to generate the phishing email, which looks like from a
trusted organization. Then, they send the phishing email with malicious links or
attachments to the victim.

2) The victim goes to a phishing website after opening the email and clicking the link.

3) The victim inputs his private passwords and credentials on the phishing websites, which
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look legitimate. Then, the credentials will be forwarded to the attacker.
4) The attacker uses the victim’s credentials to visit legal websites to steal private

information and secret business data.

All in all, phishing imitation trusted brands to make their messages look more convincing and
urgent and trick the victims into clicking the link and leaking their credentials. However,
phishing is not limited to emails and also exploits many other social media platforms. The
following are the different kinds of phishing attacks put forward by F. P. E. Putra, U. Ubaidi
etal [21].

¢ Spear Phishing

This phishing attack targets special groups, companies, and individuals, such as managers,
government officials, and team leaders. Attackers will change their messages to match the
victims’ characteristics and habits, making their attacks hard to detect.

¢ Whaling

Whaling is akin to spear phishing but focuses on wealthy or influential, such as CEOs,
famous stars, and Social celebrities.

¢ Vishing

Vishing is a voice call phishing. The attackers use urgency or fear to scam and control the
victims, such as when your bank account was stolen, your families were arrested by police
officers.

¢  Smishing

Smishing is similar to Vishing. The difference is that the vector of attack changes from voice
calls to text messages.

¢ Social Media-Based Phising

More and more people rely on social media for their life and work. The attackers impersonate
trusted brands or organizations to post fake information and malicious links on Facebook,
TikTok, Twitter, LinkedIn, and other popular social media platforms.

¢ Deepfake Al

Launching a phishing attack has become more and more straightforward with the
development of Al. The attacker can easily create voice or video recordings with Al tools.
The audio and images are like those of relatives or colleagues you know well; it is hard to

recognize whether they are true or false.
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2.1.2 History of Phishing

In their research paper, N. Q. Do, A. Selamat, O. Krejcar et al. do a brief phishing history
review. The first phishing attack happened in 1996. From 1997 to 2011, various phishing
attacks appeared on multiple platforms and terminals, but people didn’t pay much attention to
it. The turning point occurred in 2014, when 110 million credit cards were leaked due to
phishing fraud, resulting in significant financial losses. Governments and individuals began
to pay more attention to phishing via this significant cyber attack. From 2014 to now,

phishing has increased rapidly, and more and more people have become victims [22]. The

following table 1 shows the development of phishing.

Timeline | Symbol Detail

1996 Appearance The First Phishing attack happened.

1997 Media The media was aware of the dangers of phishing scams.

2000 Key loggers The attackers used key loggers to gain credentials.

2001 Spam message Spam messages appeared in phishing scams.

2003 Fake domains The attackers created fake websites that looked like legal websites.
2004 Cabir The first mobile malware, “Cabir”, was appeared.

2005 Spear Phishing Spear Phishing attacks began.

2006 Man in the Middle | “Man in the Middle” attack and Vishing were used in the phishing.
2008 App store Users can download software from the mobile application store.
2009 Chat in the Middle | “Chat in the Middle” attack appeared.

2010 Tabnabbing The “Tabnabbing” attack appeared.

2011 Xbox Live Attackers launched an intrusion on “Xbox Live” users.

2014 Credit cards 110 million credit card information was leaked due to phishing.
2015 Phishing emails In the UK, 100,000 individuals received phishing emails.

2016 Social media Phishing attacks on social media increased by 500%.

2017 W-2 Phishing W-2 phishing scams impacted over 120,000 individuals.

2018 138,000 websites Over 138,000 distinct phishing websites were detected.

2019 162,000 websites Over 162,000 distinct phishing websites were detected.

2020 200,000 websites Over 200,000 distinct phishing websites were detected.

2021 Al Al is widely adopted in phishing.

Table 1: The Brief History of Phishing
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2.1.3 The Impact of Phishing

F. P. E. Putra, U. Ubaidi, and three others pointed out four significant impacts of phishing in
their research. The impacts include data and financial loss, reputation damage and mental
health damage [21].

¢ Private account and data loss

The impact of phishing causes a massive amount of private account information and data
loss. It can be the victim’s bank account, sensitive photos, chat history, family information,
online credentials, and identity information. Attackers may use this information to launch
further cybercrime.

¢ Financial loss

After the attackers gain the bank accounts and online credentials, they can steal the money.
Nowadays, more and more individuals and companies suffer severe financial loss due to
phishing attacks often aimed at the financial sector.

¢ Reputation damage

Phishing can cause significant financial losses, data breaches, and sensitive business
information losses. This can damage the reputation of individuals and companies,
undermining trust with partners and friends and hindering sustainable business development.
¢ Mental health damage

Phishing has the potential to hurt human mental health. Some people will become depressed,
anxious, angry, helpless, and have insomnia because they can not afford sensitive data leaks,
vast financial losses and reputation damage. Many of them experience lasting mental health

effects from phishing attacks.

Let us look at the latest phishing statistics to know the severe negative impact of phishing

directly through some horrible numbers [23].

¢ In Q3 2023, 493.2 million phishing attacks were documented.

¢ 95% of phishing attacks target financial.

¢ 91% of security managers are concerned that traditional phishing training may not be
effective.

¢ Phishing email numbers have surged by 1,265% since ChatGPT appeared.

¢ 3.4 billion phishing emails have been sent daily.

The following table 2 shows the top five phishing scams that have caused considerable
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financial losses [24].

Financial loss | Date Detail

Colonial Pipeline was attacked by ransomware delivered by phishing email.
€3 .4 billion 03/2021 The delivery of oil worth approximately €3.4 billion could not be completed
due to this attack.

A Lithuanian man defrauded Google and Facebook of €90 million using fake
€90 million 2013-2015 | .
invoices.

Attackers infiltrated Sony’s network using phishing emails and stole 100
terabytes of data, using it to threaten Sony to take down the movie “The
€80 million 10/2014 ) ]
Interview”. This attack led to Sony losing approximately €80 million in box

office revenue.

An employee of Crelan Bank received a phishing email emulated from the
€75.6 million | 02/2016 o L
organization’s CEO. This phishing email caused a €75.6 million financial loss.

One Austrian aerospace parts manufacturer FACC staff got a phishing email
€42 million 01/2016 impersonating the CEO, instructing a shift of €42 million to an external

account.

Table 2: Top 5 Phishing Scams

2.1.4 Current Phishing Prevention Methods

Scientists and IT experts have created various methods to detect and protect against phishing
due to its severe negative effects. K. Sarpong Adu-Manu, R. Kwasi Ahiable and two others
categorize the interventions for resolving phishing into two classifications. User-based
intervention and technology-based intervention [25].

1) User-based intervention: Phishing is among social engineering attacks. The intruder uses
psychology to approach users to gain their trust and defraud credentials. Therefore,
awareness and knowledge of phishing attacks must be improved [25].

¢ Education and training [25]

Organizations and companies should regularly hold training sessions to teach basic phishing

knowledge to their employees. The new staff must attend the phishing training and pass the

basic test before starting the formal work. The IT department should regularly conduct
training phishing simulations or blind phishing tests to detect users’ awareness and reactions
when encountering suspicious emails or websites. According to some reports, training can

reduce the risk of phishing by 60% [26].

¢ Cybersecurity policy [25]
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Governments and organizations should make up relevant policies and standards to manage
cybersecurity. The companies must comply with local city and country’s cybersecurity
baseline and standards. Companies could also make up their internal standards for IT issues
and processes. Every employee and employer must obey these policies and standards.

¢ Personal privacy [25]

Individuals should protect and value any information, even if they think some materials and
documents have no value. Everyone should handle it cautiously before throwing away
materials and uploading data. Hackers and attackers can find vital information from a humble
file, such as an ordinary photo or a normal message.

¢ Law [25]

Governments should promulgate the law to fight against phishing. The initiator of the attack
should be held accountable with strict penalties to effectively deter phishing activities. Force
websites and software developers to include anti-phishing mechanisms. Anyone who violates
this law should be severely punished.

2) Technology-based intervention: Several technical ways can be used to prevent phishing.
¢ Web content [25]

A string-matching algorithm was used to examine the contents of the website, including the
login page, header and footer, link information, copyright and title.

¢ Blacklist [25]

A blacklist, including all known phishing websites, can be integrated into web browsers,
intrusion detection systems (IDS), intrusion prevention systems (IPS) and anti-phishing
platforms. The software will check whether the target website is on the blacklist before the
user opens the website.

¢ URL similarity [25]

Every organization’s website has its own unique URL address. The attacker changes the
subdomains of the websites to create phishing websites and makes fake websites similar to
the official legal websites to fraud the users.

¢ Web contents similarity [25]

Attackers emulate legal websites to create their fake websites. They make the role, indent,
content, and framework identical to the official websites. It is hard for users to recognize
whether the website is fake or accurate.

¢ Web access logs [25]

The web access server collects all the access history, including URL address, IP address, user
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name, and other relevant information. It can compare whether the target website has been
visited before and the frequency of visits to determine whether it is phishing.

¢ PhishTank [25]

PhishTank is an online data repository. It can be looked at as an online and constantly
updated blacklist of phishing websites. Users can search, report and authenticate suspected
websites.

¢ Machine Learning [25]

Machine learning, a kind of Al, is a widely used approach in phishing detection and research.
It can detect not only known phishing websites but also unknown ones through training.
Machine learning has several models, such as classification models, linear models, neural
networks, and so on, that are good at phishing detection.

¢ Hybrid Approaches [25]

A single method is not efficient to prevent phishing as new phishing technical and websites
frequently. Several approaches can be used together to intervene in phishing. It can be any

combination, including user-based methods and technology-based ones.

The following figure 5 summarizes the current phishing prevention methods.
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Figure 5: Current Phishing Prevention Methods
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2.1.5 Challenges in Phishing Prevention

K. Sarpong Adu-Manu, R. Kwasi Ahiable, and two others mentioned in their research that
preventing phishing faces two significant challenges: user-dependent and technology-
dependent [25].

¢ User-dependent

Most staff have not paid much attention to phishing prevention, although the company
regularly holds phishing training and lessons and emphasizes that phishing is related to each
employee. Many staff think preventing phishing is the responsibility of the IT department.
However, phishing is a social engineering attack. It takes advantage of people's psychological
weakness. Therefore, everyone should pay attention to phishing prevention, and the

responsibility can not be put on the technology department alone.

¢ Technology-dependent

Phishing attacks have been occurring with increasing frequency and severity, even though
more and more companies pay attention to this and purchase anti-phishing tools to prevent it.
With the appearance of Al, hackers or cybercriminals can easily create a clone website in a
short time. In IBM's phishing campaigns, the experts found that it takes five prompts and five
minutes to launch a phishing campaign through Al, while it takes nearly 16 hours for a
technically advanced human [27]. Al also make the deepfake easy. Attackers can
conveniently create a fake video that looks vivid with the same face, pronunciation, and
expression as the emulated people. The hackers successfully portrayed the company's leaders
and Bosses in a remote video meeting. The financial employee became the target of this

deepfake and transmitted $25 million to the bad guy's account [27].

All in all, the most significant challenges in phishing prevention are the responsibility of

every employee and the Al technology used by phishing.

2.2 Phishing Prevention System

In the previous chapters, we illustrate the negative impacts of phishing and how to prevent
phishing. It needs not only the great attention of individuals but also the adoption of some
technological methods to avoid phishing from happening. This section will introduce various

phishing prevention systems, their operation mechanisms, and how to deploy them.
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2.2.1 Introduction of Phishing Prevention System

Several systems can be used to detect, prevent and filter phishing emails or websites. F. P. E.
Putra, U. Ubaidi, and three others pointed to several main systems in their research paper
[21].

1) Anti-phishing platform

Installing an anti-phishing platform is an important part of the phishing prevention system. It
can detect and analyze the target websites or the incoming emails before users browse or
open them. If the target is suspicious, the system will filter or delete it. Intrusion detection
systems (IDS), intrusion prevention systems (IPS), or anti-phishing platforms can fill this
role, and many technology companies are dedicated to developing these platforms. IDS and
IPS can find various cyber attacks, including phishing attacks, and the difference between
them is that IDS just detect attacks and notifies the cybersecurity engineer. While IPS can not
only detect attacks but also automatically prevent them from occurring. The anti-phishing
software is specialized for phishing detection and prevention. Compared with IDS and IPS,
the software development company may optimize the anti-phishing software for phishing
attacks. The central core of this system is the detection models and detection algorithms. This
platform’s capability has dramatically improved with Al and machine learning development.
According to the Medium report, using machine learning models, Google has successfully
blocked about 99.9% of phishing emails from reaching Gmail users. Microsoft has annually
prevented about a billion phishing attacks on Office365 through machine learning [28].

2) Enable Two-Factor Authentication (2FA)

Two-step verification provides an additional layer of security. It requires two different
authentication methods, often using separate mediums. It can be a combination of a password
and face ID, a password and an SMS verification code, or other verification methods. This
platform can efficiently protect your account. The hackers still fail to log in to your private
account even though they get your password through phishing because they can’t get the
valid credentials for the second verification. Many companies, such as Google and Microsoft,
have launched two-step verification for their products. Ministry of Business, Innovation and
Employment of New Zealand reported. 2FA can prevent 99% of hackers from successfully
accessing your accounts [29].

3) Data encryption

Apply encryption to protect sensitive data and confidential business information. Even if

hackers gain access to your device or account, they cannot use the data for further crimes if it
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is encrypted. Data encryption is like storing valuable stuff in the strongbox. It can provide
extra protection for your data.

4) Browser plugins

The browser plugins can protect your cyber surfing environments. Its function is similar to
anti-phishing platforms. It detects every website before the user visits it and determines
whether the target website is phishing. Google has pointed out that Chrome integrates the
phishing prevention function and evaluates more than 10 billion URLSs daily. It can block
about 25% of phishing websites [30].

5) Firewall

Firewalls are the first defences that protect networks and online devices from cyber attacks. It
is designed not to prevent phishing. Firewalls provide flow control according to port, IP
address, and protocol. A company can configure the firewall to drop off the traffic from the
unknown destination. This policy and function can sometimes prevent unauthorized intrusion.
6) Cryptographic

As mentioned, many malicious and fake links are delivered by phishing emails. Therefore,
Using some special methods to cryptographic the email sending and receiving process is
crucial to prevent phishing.

¢ Sender Policy Framework (SPF)

The Sender Policy Framework (SPF), defined in RFC 7208 and published in 2014, is a
protocol designed to prevent unauthorized use of domains in email by specifying which IP
addresses and domains are permitted to send emails on behalf of a domain. Through an SPF
DNS TXT record, domain owners list authorized email sources. When SPF-supporting mail
servers receive an email, they perform a DNS lookup to verify the SPF record, which helps
reduce spam and flag phishing attempts from spoofed domains [31].

¢ DomainKeys Identified Mail (DKIM)

The DomainKeys Identified Mail (DKIM) protocol, defined in RFC 6376 (2011), allows
email senders to associate their domain with messages through digital signatures, claiming
responsibility for the email. DKIM signatures are added to custom headers in the email, and
any DKIM-supporting SMTP server can authenticate these signatures. This protocol enables
domain owners to use different signing keys for various email service providers, whether
internal or external. The private keys are kept secure by the email server operators, while
public keys are published in DNS for easy verification by email recipients [31].

¢ Domain-based Message Authentication, Reporting and Conformance (DMARC)

23



U ¥

Unitec Te Pakenga Enhancing Phishing Detection through Machine Learning

Domain-based Message Authentication, Reporting, and Conformance (DMARC), defined in
RFC 7489 (2015), allows domain owners to specify actions for handling emails that fail
authentication. While SPF and DKIM can be used independently, DMARC enhances security
by instructing receivers on how to treat unauthenticated messages and allows domain owners
to request feedback through forensic and aggregate reports. This helps prevent spoofed or
unauthorized emails and alerts domain owners to potential attacks on their domain [31].

In conclusion, SPF, DKIM, and DMARC work together to authenticate email domains and
protect against unauthorized or spoofed messages. SPF provides a framework for verifying
the sending domain’s authenticity through DNS records, though it does not define actions for
unauthenticated messages. DKIM adds digital signatures to emails, verified with public keys
in the sender’s DNS, ensuring messages are sent legitimately from the domain. DMARC
integrates both SPF and DKIM by allowing domain owners to specify handling instructions
for unauthenticated emails and adding an extra DNS record with instructions. Additionally,
they enable receiving servers to verify authorized senders, authenticate message signatures,
and determine actions for unverified messages [31].

7) Secure Socket Layer (SSL) and Transport Layer Security (TLS) certificate

SSL/TLS encrypts data during transmission, preventing unauthorized access. It is also a key
method to verify website legitimacy, with most legitimate sites using SSL/TLS for secure
transmission. As shown in the figure 6, a padlock icon in the URL bar indicates SSL/TLS

use. However, many malicious websites now also use SSL/TLS, making them appear

legitimate.
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For example, malicious websites can also obtain some types of SSL

certificates, such as DV certificates. While phishing websites can carry

DV certifications, they're designed to steal confidential information

such as names, addresses, passwords, and credit card information.
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Figure 6: The Icon of SSL/TLS
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2.2.2 Phishing Detection System Deployment

There are various phishing prevention systems with different functions, as mentioned in the
last chapter: some for phishing detection and prevention, some for data encryption, and some
for authentication strength. This section will discuss how to deploy a phishing detection and
prevention platform using IPS and IDS as an example.

Host-based IDS and Network-based IDS:

A. Efe and 1. N. Abaci compared two kinds of IDS: host-based intrusion detection systems
and network-based intrusion detection systems [32].

¢ Host-based intrusion detection system (HIDS)

HIDS operates on personal devices or terminal servers and has been in use since the early
1980s. Back then, it was primarily used to store logs of dangerous network activities.
Nowadays, HIDS has become more sophisticated, and it can not only store risk logs but also
detect various types of cyber-attacks and send alerts.

¢ Network-based intrusion detection system (NIDS)

NIDS is normally deployed behind the firewall in the Demilitarized Zone (DMZ) to detect all
traffic entering and leaving the network. It has two main components: sensors and monitors.
The sensor captures and analyzes the traffic to determine its classification, while the monitor
displays the analysis results and triggers alarms for further processing by the network
administrator.

The authors also pointed out in their research that detection systems can be classified into two
types according to the detection methods: blacklist-based and anomaly-based. The blacklist-
based method uses a database containing known phishing or attack information to detect
suspicious traffic. The anomaly-based method classifies traffic by analyzing its features to
identify potential threats [32]. Nowadays, both methods are integrated to combat the evolving

and frequently occurring cyber attacks more effectively.

Out-of-band and inline deployment:

N. Pappas analyzed the two deployment ways for IPS and IDS and compared their
differences. The IPS or IDS can be deployed as out-of-band or inline [33]. In most situations,
IDS adopts out-of-band deployment, while IPS uses the inline method.

¢  Out-of-band deployment

The detection system’s sensor is not typically installed in the backbone network. It is usually

connected to an interface on a router or switch. The traffic does not pass directly through the
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sensor. Instead, the sensor gains a duplicate of the traffic by configuring the router or switch
to mirror the traffic. The sensor can only monitor and detect malicious traffic but cannot
prevent it. The entire network can continue to operate normally if the detection system meets
some issues in this setup.

¢ Inline deployment

The detection system’s sensor is directly installed in the backbone network. All external
traffic must pass through the sensor before reaching the internal network. The sensor inspects
all traffic and can not only detect abnormal traffic but also automatically block malicious
activities. In this model, the entire network will not operate if the detection system
experiences a failure.

¢ Hybrid deployment

N. Pappas suggested using hybrid deployment for a modern company network. Deploy IDS
and IPS in the same network because most IPS use anomaly-based detection and filter
methods. This method may cause false positives. The IPS will lead to more false positives if
the level of security is configured too high. However, if the security level is too low, it will
miss many malicious traffic and phishing websites. Therefore, the author suggests to deploy
the IDS and IPS at the same time [33]. The following figure shows how to deploy the IDS

and IPS in the same network.
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Figure 7: Hybrid deployment with IDS and IPS
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As shown in Figure 7, the firewall performs basic filtering after the traffic enters the
company’s network from the Internet. Then, the IPS prevents malicious traffic from
progressing further. The filtered traffic flows through the core router and switches into the
internal network. The IDS continues to detect and analyze the traffic that has passed through
the IPS. All network logs are sent to the SIEM for storage and display. The cybersecurity
staff can monitor abnormal traffic through the IDS and SIEM to protect the network. All
traffic reaching the end users has been filtered by the IPS and analyzed by the IDS, with
cybersecurity staff overseeing the process through the SIEM. An anti-phishing system can be
used instead of the IDS and IPS in this suggested topology.

2.2.3 The Anti-phishing System Operation Mechanism

N. Pappas indicated in his research that the traffic has been processed in three steps before
reaching the terminal users [33]. The following figure 8 shows the three steps in how traffic

1s filtered and flows to the internal network.

Public lll ,%//__\
L Y>> =

Step 1 Step 2 Step 2
Use Firewall for Use IPS for traffic Use IDS for rest
basic traffic filter filter traffic detect

Figure 8: Traffic Process Diagram

1) Stepl

The firewall filters a little bit parts of the traffic due to the port, protocol and IP address.
However, the firewall does not confirm whether the traffic is legal or malicious.

2) Step?2

The IPS inspects all the traffic using the blacklist database and anomaly-based models to
filter most of the malicious traffic. As mentioned above, anomaly-based models have false
positive issues. Therefore, some illegal traffic can still pass through the IPS. IPS is deployed
before the edge router because it can prevent and drop off most malicious and attack traffic,

reducing the router’s load and improving the internal network’s capability.
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3) Step3

IDS can be set up to a higher security level than IPS because it detects traffic but does not
filter it. IDS gains mirror copy traffic from the switch and detects malicious traffic that has
not been found by IPS. It will send an alarm to the engineer after discovering any malicious
data. IDS is installed behind the edge router because it can detect abnormal internal traffic at
this position. The edge router uses Network Address Translation (NAT) to change the IP
address when internal traffic flows to the external. Therefore, installing the IDS after the edge

router can pinpoint the terminal devices that send unusual traffic.

In conclusion, combining and deploying IPS and IDS in the same network can prevent

external phishing and malicious traffic and detect internal suspicious traffic.

2.2.4 Challenges for Phishing Prevention System

Nowadays, hackers and cybercriminals use phishing as their treasure because it is easy to
launch a phishing attack and can gain rich fruits. According to Verizon DBIR Report, 94% of
malware is delivered by phishing emails [34]. Therefore, phishing prevention is an urgent and
challenging thing that everyone faces now. A. Basit, M. Zafar, and other four analyze several
phishing detection methods and summarize four challenges for phishing prevention systems,
including high false positive and false negative, high computational costs, scalability issues
and Evasion Tactics [35].

¢ High false positive and false negative

The authors point out that heuristics techniques provide a quick detection speed, but it has
high false positives and false negatives. However, machine learning offers better outcomes
than heuristics, but it still has false positives and negatives.

¢ High computational costs

In their survey, A. Basit, M. Zafar, and four others mentioned that machine learning and deep
learning need more resources to treat the dataset and operate the algorithms.

¢ Scalability issues

Machine learning and deep learning techniques consume more operation time when
compared with heuristics techniques or blacklist methods. Machine learning can provide high
performance but is time-consuming, even on a small dataset. High calculation costs and time
are needed when dealing with extensive datasets and high traffic.

¢ Evasion Tactics
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Al has significantly lowered the cost of creating fake websites. Attackers can now use Al to
rapidly generate counterfeit sites that closely mimic legitimate ones, making phishing attacks

both faster and harder to detect.

2.2.5 Detection Method Used In this Research

Many technical means, like deep learning, machine learning, list-driven, and heuristic, can be

used for phishing detection and prevention.

L. Tang and Q. H. Mahmoud surveyed various methods for phishing detection in their
research [36]. They compared and analyzed list-driven approaches, Heuristic Strategies, and
machine-learning techniques.

List-driven measures can offer more than 85% accuracy and less than 1.5% false positives.
The detection speed is rapid and can better support real-time environments. However, it can
only detect known phishing websites. List-based approaches are useless when dealing with
unknown websites. Therefore, this approach can not keep up with the massive number of new
fake websites that appear daily.

The heuristic strategy extracts critical content from the target websites and puts the keywords
into the Google search engine to compare with the legal websites. According to the
comparison results to judge the authenticity of the websites.

Machine learning approaches use the dataset that includes fake websites, legal websites, and
the features extracted from the websites to train the model. The machine learning method can
offer higher accuracy and lower false positives than traditional detection methods.

In their research, L. Tang and Q. H. Mahmoud pointed out that most machine learning
models achieved 95% accuracy, but the detection time is challenging. Although some
disadvantages exist, machine learning methods still have certain advantages in phishing

website detection.

A. Basit, M. Zafar, and four others researched several phishing detection methods and
compared the pros and cons of each method, including deep learning, machine learning, and
scenario-driven techniques [35].

Deep learning performs well, is robust, and has high accuracy. The experimental results are
highly influenced by the configuration of the training parameters. Higher parameters provide

higher performance and accuracy but require more calculation and detection time.
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Machine learning is a popular method of phishing detection. Phishing detection is a
classification problem. A dataset with phishing and legitimate websites contains several
features that should be input into the model to train the classifier. Many experiments show
that machine learning techniques can reach high accuracy and excellent performance in
phishing detection.

Several scenario-based techniques were analyzed in the research by A. Basit, M. Zafar, and
four others. They determined whether a target is a phishing site by examining the user’s
online behaviour. Additionally, they aimed to improve user awareness through gaming and
simulated phishing attacks. Security training that mimics phishing scenarios was shown to
enhance user vigilance against phishing websites. The analysis of main images and content
on web pages was also employed to identify phishing sites.

As a result of their survey, the authors pointed out that machine learning offers the best

performance in phishing detection and can be used in various environments.

Therefore, the proposed phishing detection method will adopt a machine learning approach
due to its higher accuracy, excellent performance, and strong robustness. However, there are
challenges that need to be addressed, such as detection time, real-time detection capability,

model stabilization, and computational cost and resource requirements.

2.3 Machine Learning-Based Phishing Detection

As mentioned earlier, machine learning performs well in phishing detection. This section
references and analyzes research to explore the core principles and model creation processes

of machine learning methods.

2.3.1 Machine Learning

The history of machine learning goes back to 1642, and it has become more powerful now
and can deal with a larger amount of data through a lot of improvements and updates. Alan
Turing established the “Turing Test” to confirm if a computer had true intelligence in 1950.
The first computer learning program appeared in 1952. Students at Stanford University
invented the “Stanford Cart”, which can avoid barriers and make its own action based on the
TV system in 1979. Machine learning started to be used in language learning, web
applications and adaptive software, text learning, and data mining after 1990. The

improvement of machine learning has experienced 16 main processes, as shown in the
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following figure 9. After the 2000s, the machine learning has developed with an explosion. It

can analyze the images and complex datasets [37].

Mechanical
system for
statistical
calculations

Figure 9: The History of Machine Learning [37]

A. Alam proposed that machine learning is a subset of artificial intelligence (Al) that supplies
models with the power to automatically study and evolve from datasets and experiences.
Machine learning has three sorts: supervised learning, unsupervised learning, and
reinforcement learning [38].

¢ Supervised learning

Supervised learning uses a well-classified dataset, which means all the data is tagged with the
right group. Input the labelled data into the machine learning model to train the model and
predict the results to assess the capability. It can solve the regression and classification issues.
The outcome of a regression problem is a true value, like “Weight” and “Height”. For the
classification problem, the output is a category, such as “black” or “yellow” and “Yes” or
“No”.

¢ Unsupervised learning

The unlabelled data is used in unsupervised learning to make the machine self-find the
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regularity of the data and classify the data. Unsupervised learning can deal with more
complex tasks than supervised learning. It can handle clustering and dimension reduction
issues.

¢ Reinforcement learning

Reinforcement learning consists of agents, environments, states, actions, and rewards.

The agent assesses the state of the environment and determines the action to execute.
According to the effect of the action, the agent receives positive or negative rewards. This
process forms a cycle: the agent continues interacting with the environment, receiving
feedback, and adjusting its actions over time. Through repeated interactions, the agent self-
learns to take better actions and continually optimizes its decision-making to maximize the
performance of the model.

A. Alam also mentioned in her research that creating a machine-learning model contains
three key steps: a decision process, an error function, and a model-optimized step. The
decision process uses the dataset for model training and results prediction. The error function
will evaluate the prediction results and the capability of the model. The model tuning step
optimizes the model by changing the parameters and algorithms based on the evaluation

results [38].

2.3.2 Machine Learning Models for Phishing Detection

I. H. Sarker pointed out that supervised learning can solve classification problems. Binary

classification can be applied to resolve phishing detection, and the output can be “spam’ or

“not spam”. He introduced several common and popular classification algorithms [39].

¢ Naive Bayes (NB): It is a member of linear probabilistic classifiers. It assumes that all
features are uncorrelated when classifying the data. This algorithm is simple and can use
a small dataset to assess the necessary parameters quickly.

¢ Logistic regression (LR): Use a logistic function to classify the data. The value of the
function is between 0 and 1, which gives the probability of the results. This algorithm
can be applied to both classification and regression issues.

¢ K-nearest neighbour (KNN): It is a simple machine-learning model. When classifying
the data, it will check all the closest data points, and the user will define the number of
points. The classification results depend on the type of the closest data points. The core
of this method is how to confirm the optimal number of neighbours.

¢ Support Vector Machine (SVM): SVM can handle both linear and nonlinear data by
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using a hyperplane to classify the data. It utilizes different kernel functions, like linear,
polynomial, and radial basis functions (RBF), to adapt to various data types. However, it
may face challenges with noisy datasets, especially when target classes overlap.

¢ Decision Tree (DT): The structure resembles a tree, consisting of three main
components: the root node, decision nodes, and leaf nodes. It starts from the root node,
where the data is divided into two or more groups according to a defined policy. The
decision nodes continue to split these groups until further division is impossible. The leaf
nodes represent the final output of the tree.

¢ Random Forest (RF): It is built by multiple decision trees. Each tree is separate and
independent from the others. The prediction will consider each tree’s output and gain the
result by voting from each tree.

¢ Extreme gradient boosting (XG-boost): It resembles a random forest. The distinction is
that each tree’s prediction depends on the output of the previous tree.

¢ Adaptive Boosting (AdaBoost): This ensemble learning algorithm improves weak
classifiers by iteratively learning from their errors and integrating them to create a robust
classifier. It is best suited for binary classification issues but can be sensitive to noisy

data and outliers.

2.3.3 Machine Learning Classification Process

M. Maan, M. K. Jain, and two other researchers developed a machine-learning classification
model that follows seven steps: data collection, data preprocessing, feature extraction, dataset
splitting, model training, result prediction, and performance evaluation [40].

¢ Data Collection

Identify a suitable dataset from public sources or use specialized tools to collect your own
data.

¢ Data Processing

Filter out irrelevant features and use encoding techniques to convert categorical features into
numerical values. This step helps to prevent overfitting or underfitting Additionally, it
generates new features from the original data and eliminates any redundant or unrelated ones.
¢ Feature Extraction

Optimize feature values to minimize their negative impact on model performance. Apply
feature selection algorithms to rank the features by importance and choose the most relevant

ones for model training.
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¢ Data Splitting

Divide the processed data into training and testing sets to prepare for model evaluation.

¢ Model Training

Feed the training data into the model to allow it to learn and identify patterns.

¢ Result Prediction

Use the testing data to produce predictions and assess the model’s performance.

¢ Performance Evaluation

Evaluate the model’s performance using relevant metrics and determine if further

optimization is required.

The following figure 10 shows the machine learning classification process.

Data collection Preprocessing

Feature
Extraction

Training data Testing data

Model training Prediction Evaluation

Figure 10: Machine Learning Classification Model Process Chart

2.3.4 Naive Bayes (NB) In Phishing Detection
A. Karim, M. Shahroz, and the other three developed an NB model using URL features. They
collected the data from Kaggle with 11054 instances and 33 features. The dataset was split

into 70% training and 30% testing. Before training, the data preprocessing step removed the
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null values from the dataset. Their model achieves 88.39% accuracy. The authors considered
the detection time in their experiment, and the results displayed that this NB model used
about 380 milliseconds to classify the websites. However, the disadvantage of this method is
that the researchers have not applied further feature selection algorithms to select and filter

irrelevant features [41].

R. A. Roni Anagora, R. Rudini and the other four created a Naive Bayes model to detect
phishing websites and use the dataset from the UCI machine learning repository. The dataset
has 11055 instances and 30 features. The features can be categorized into four main sorts:
address bar-based features, abnormal-based features, web content-based features and domain-
based features. They use 10-fold cross-validation to train and test the model, and the model
runs in the WEKA software. As a result, they gain an accuracy of 92.98%. The authors didn’t
apply feature selection algorithms to filter irrelevant features, and no new feature was

generated in their model [42].

2.3.5 Logistic regression (LR) In Phishing Detection
F. Salahdine, Z. El Mrabet, and N. Kaabouch developed a Logistic Regression machine

learning model to discover phishing emails. They collected 4000 phishing emails from the
University of North Dakota and extracted 10 features from the emails. Eight features are
extracted from the email contents, and the other two are from the email header. In data
preprocessing, they converted all the nominal values into numerical values. Additionally, the
dataset underwent a feature scaling process to normalize the data, resulting in a mean of ‘0’
and a standard deviation of ‘1°. The LR model reaches 87.1% accuracy in this experiment. As
a result, the authors do not consider using feature selection algorithms to assess the

significance of every feature used for training the model [43].

2.3.6 K-nearest neighbour (KNN) In Phishing Detection

S. Kapan and E. Sora Gunal trained the K-nearest neighbour (KNN) machine learning model
using various feature combinations. The dataset, collected from the Alexa and PhishTank
platforms, includes 1000 websites with 25 features. Among them, 500 websites are phishing,
and the other 500 are legitimate. The features are divided into three types: 18 from the URL,
5 from the HTML, and 2 from the HTTP headers. These features were categorized into seven
groups: URL, URL+HTML, URL+HTTP, HTML, HTML+HTTP, HTTP, and
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URL+HTML+HTTP. Their experiment result achieves 97% accuracy when using the
URL+HTML+HTTP feature combination. In this research, data preprocessing and feature
selection methods are not considered. However, the authors try various feature combinations

to discover the best performance for the model [44].

E. Kocyigit, M. Korkmaz, O. K. Sahingoz, and B. Diri detect phishing websites with a K-
nearest neighbour machine learning model. The dataset is from PhishTank, containing 51,316
legal websites and 36,173 fake websites collected from 2006 to 2021. The average length of a
legitimate URL is 80, a phishing URL is 62, and a hostname is 19. They use Genetic
Algorithms (GA) for feature selection and reduce the quantity of features from 73 to 44. The
accuracy of this KNN model is 89.77%. The researchers compared their GA feature selection
algorithm with Recursive Feature Elimination (RFE), Removing Features with Low Variance
(RFLV), Sequential Feature Selection (SFS), and Select From Model Feature Selection
(SFMFS). The experiment results show that the proposed GA-based KNN model has a more
robust capacity for phishing detection. However, detailed feature information is not disclosed

in this research [45].

2.3.7 Support Vector Machine (SVM) In Phishing Detection

K. S. R. Subramanian created a support vector machine model using Uniform Resource
Locator (URL) features. The dataset consists of 4000 phishing and legal URLs with 22
features. The author used the feature wrapper method to select 12 features to train the model.
This proposed SVM model achieves 78.24% accuracy. The author developed a User Interface
(UD). The user can input a URL to the Ul, and the SVM model will determine whether the
website is phishing. The Anaconda navigator, which was developed using Python, was used

to analyze the results of this experiment [46].

J. Rashid, T. Mahmood, M. W. Nisar, and T. Nazir used GNU Wget and Python scripts to
collect web page data for their research. The dataset, sourced from the University of
California Irvine (UCI) archive, was processed by removing “Error 404” pages and duplicate
entries. The final dataset consisted of 5000 websites. The features were categorized into three
types based on the URL: lexical, host, and word-based features. Principal Component
Analysis (PCA) was applied to choose the top five most significant features for training the
model and making predictions. Their SVM model achieved an accuracy of 95.66%. However,

the study lacks exhaustive information on the specific features used, and there is potential for
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incorporating more features to improve the model. Additionally, detection time was not

considered in the evaluation [47].

G. Alshammari, M. Alshammari, and their colleagues used a UCI Machine Learning
Repository dataset to train a support vector machine (SVM) model. Feature selection was
performed using the Chaotic Dragonfly Algorithm (CDA), a metaheuristic optimization
method that improves upon the original Dragonfly Algorithm by incorporating chaotic
theory. This enhancement increases the algorithm’s global search ability and randomness,
allowing for better search space exploration and avoiding local optima. The SVM model
achieved a 94.07% accuracy with CDA, representing a 3.58% improvement compared to
results without feature selection. However, the authors did not disclose the quantity of

features selected by CDA and the magnitude of the dataset used [48].

2.3.8 Decision Tree (DT) In Phishing Detection

Ashar Ahmed Fazal and Maryam Daud use a UCI machine learning Repository dataset to
create a decision tree model for phishing detection. Their proposed approach contains three
main steps. (1) Data collection and preprocessing. In this stage, the dataset is gained from a
reliable public repository. Then, the irrelevant or missing values are removed, and the data is
converted into a usable format. (2) Feature selection and engineering: In this step, 30 relevant
features are selected from the dataset. Then, invalid values are deleted, and the values of the
features are normalized. At last, they encoded categorical features into numerical ones and
estimated the importance of every feature. (3) Model selection and evaluation. They used a
decision tree model to train and test the dataset. Accuracy and confusion matrix metrics are
adopted to evaluate the model. This machine-learning model reaches 95.97% accuracy. It
identifies 908 legal websites and 1213 fake websites, but 90 websites are classified into the
wrong group. This model may not be applied to identify complex phishing websites, so more

datasets should be used to test the model’s accuracy [49].

H. Alhamad, T. Alzyadh, and M. A. Badawi created a decision tree based on the C4.5
algorithm for detecting E-bank phishing websites. The following are the steps for making this
model. (1) Preprocessing. This step aims to convert data into an understandable format,
including data clearing, transformation, and reduction. After a reduction, the dataset has

10000 websites, including legitimate and Phishing websites. (2) Apply algorithm. The C4.5
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algorithm was used to build the decision tree for training the model. (3) Experiment
outcomes. Entry the testing data to obtain and evaluate the results. This model shows 98.11%
accuracy. The author will try to combine this model with the Internet and search engines to

detect phishing websites automatically [50].

D. S. Ahmed, A. P. D. K. Q. Hussein, and H. A. A. A. Allah combine a decision tree with
optimal feature selection to create a model for phishing detection. (1) Data collection. They
collect the dataset from the UCI machine learning repository containing 4898 fake websites
and 6157 legal websites. (2) Features. They chose the most suitable features for the decision
tree model. In this step, they use 30 main features after filter and choosing. (3) Feature
selection. This method separately uses two feature selection ways to evaluate the results. One
is Wrapped-based Feature selection (WFS), and the other is Correlation-based Feature
selection (CFS). The two methods have the same aim: to decrease the quantity of irrelevant
features. Twenty features are selected for training after feature selection. (4) Machine
learning Classification. The decision tree trains and classifies the dataset, and the results are
outputted to assess the capability. The results show that DT with WFS methods reaches
98.80% accuracy while the accuracy is 95.76% without feature selection. The accuracy is
97.28% when using the CFS feature selection algorithm. More dataset and feature selection

methods should be adopted to test the accuracy of this model [51].

2.3.9 Random Forest (RF) In Phishing Detection

M. G. Hr, A. Mv, G. P. S, and V. S developed an Embedded Phishing Detection Browser
(EPDB) for phishing detection using a random forest (RF) model and Python. The core
component of this system is the RF machine learning model. The dataset used in this model
contains 11,055 instances and 30 URL-based features. Among them, 6,157 were fake
websites, and 4898 were legal websites. The authors listed the relative importance of each
feature. However, they did not remove any of the least important ones. They used K-fold
Cross Validation to improve the reliability and the traversal method to find the best
hyperparameter for the model. The RF machine learning model reaches 99.36% accuracy and
0% False Negative Rate in this experiment. The authors integrated this RF model into the
browser for real-time examination, and the average response time is four seconds. However,
no feature selection algorithm was applied in this proposed model, although the researchers

listed the importance of each feature. They should try different feature combinations to

38



=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

discover how the features impact the experiment results and the capability of the model [52].

S. Alnemari and M. Alshammari use the random forest to design a machine-learning model
for phishing recognition. Their experiment has five steps: 1) Collect the dataset from the UCI
machine learning repository, which includes 11055 instances, each with 31 features. 2) Miss
values are cleaned from the dataset in data preprocessing. 3) They applied the MinMax
normalization feature algorithm to handle the features to boost the capability of the model. 4)
Split the dataset into training and testing. 5) Train the model and predict the results. Then, the
confusion matrix will be applied to assess the capability of the model. The parameter to
generate the random forest is that the tree number is 100 and uses gini as the split standard.
Their experiment shows that after applying the MinMax normalization feature algorithm, the
accuracy of the model is increased slightly. Before feature normalization, the accuracy is
96.86%. However, the accuracy becomes 97.3% after feature normalization. The researchers
normalized the feature to improve the accuracy. However, they did not use feature selection
algorithms to rank and choose the most related features to train the model. Their model may

be more robust if they remove some less irrelevant features [53].

2.3.10 Extreme Gradient Boosting (XG-boost) In Phishing Detection

N. F. Almujahid, M. A. Haq, and M. Alshehri used two datasets for this experiment. The
primary one (Dataset 1) is from the Mendeley repository, including 10,000 instances, and
5000 of them are phishing websites; the rest 5000 are legitimate websites. This dataset
contains 48 features in each instance. The second dataset (Dataset 2) is from the UCI machine
learning repository with 11,055 records and 31 features. There are 4,898 fake websites and
6,157 legal websites in this dataset. They used the Synthetic Minority Over-sampling
Technique (SMOTE) to oversample the minority class and handle the data in Dataset 2. The
phishing and legitimate websites are balanced after SMOTE, each with 6,157 instances.
Feature selection was calculated using Theil’s uncertainty coefficient (TU) and Point Biserial
Correlation Coefficient (PBCC) techniques. 13 features of Dataset 1 and 11 features of
Dataset 2 were selected to train the model and predict the results. This XG-Boost phishing
detection model reaches 97% accuracy on Dataset 1 and 98% on Dataset 2. They used Tensor
Processing Units (TPUs), a Google product, to run the model, and the training speed is less
than 10 seconds. This experiment compared the results on different datasets and considered

the training speed. However, it still omits the use of different feature combinations [54].
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H. Musa, D. A. Y. Gital, M. G. Bitrus and the other six researchers created an Extreme
Gradient Boosting (XG-Boost) model using the dataset from the UCI machine learning
repository. This dataset was set up by Mohammed, Thabtah and McChushy in 2015. It has
2456 instances with 30 features. They use the function of XG-Boost to rank the features
according to their importance and remove the least important ones. This model reaches
97.41% accuracy after feature selection; the accuracy is 97.29% while using all the features.
Therefore, correct feature selection ways can improve the capability. However, this
experiment does not illustrate the data preprocessing and the detailed information on selected

features [55].

2.3.11 Adaptive Boosting (Ada-Boost) In Phishing Detection

B. Sharma and P. Singh used Adaptive Boosting (Ada-Boost) and Term frequency-inverse
document frequency (TF-IDF) techniques to create a machine learning-driven phishing
detection model. TF-IDF is used to analyze the web pages and extract the features. Then, the
Cosine similarity is used to differentiate between fake and legal websites. The Ada-Boost
machine learning model classifies the websites into phishing or non-phishing due to this
information calculated by TF-IDF and Cosine similarity. The dataset for training the model is
from the PhishTank web repository with 50,000 URL instances. The authors divided the
dataset into ten groups, each with different numbers of instances, from 500 to 50,000. The
accuracy increased with the boost in instance numbers. The model reaches 99.876 accuracy
with 50,000 instances. The model execution time is 5.226 seconds. This research paper does
not describe how many features and what kind of features are used in training and prediction

processes [56].

N. Innab et al. developed an Adaptive Boosting (Ada-Boost) machine learning model to
detect phishing websites. They exploited two datasets in this experiment. The first (Dataset 1)
includes 11,055 instances with 32 features, and 6,157 instances are legitimate; the remaining
4,898 are phishing websites. The second (Dataset 2) includes 10,000 websites with 50
features, and phishing and legitimate websites each accounted for half of the total. They used
Python to build the model. MinMaxScaler technique is used for data preprocessing to scale
the numerical values into the range 0 to 1. The experiment result is that the accuracy on
Dataset 1 is 93.40%, and on Dataset 2 is 100%. Therefore, the average accuracy is 96.7%.

The authors did not use feature selection algorithms to assess the significance of each feature
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and remove the least important ones. Training and detection time were also not calculated in

this experiment [57].

M. K. Pandey, R. Pal, S. Pal and the other three designed an Adaptive Boosting (Ada-Boost)
machine learning model for phishing recognition. They collected the dataset from the UCI
machine learning repository. The dataset includes 4,897 fake websites and 6,157 legal ones.
There are 30 features of each instance in this dataset. They use an Al tool developed by
Python as the experimental platform. To reduce bias as much as possible in imbalanced
datasets, 10-fold Cross-Validation technology is applied in this model. This Ada-Boost model
reaches 94.02 accuracy. However, this research paper did not mention the data preprocessing
and feature selection methods. The researchers did not consider the model running speed

either [58].

2.3.12 Mixed Methods In Phishing Detection

F. S. Bidabadi and S. Wang designed a Naive Bayes (NB) model, a Logistic Regression
model, a K-nearest neighbour (KNN) model and a Random Forest model to detect phishing
websites. They utilized a dataset from Kaggle containing 11,430 URLSs, which included 87
distinct features. The dataset was evenly split, with half the URLSs being phishing sites and
the other half legitimate. The features in the dataset were categorized into three types: 56
derived from the URL, 24 from the web page’s content, and 7 from external services. They
employed the Information Gain (IG) method to enhance feature selection and prioritize the
top 20 most significant features. With this feature selection in place, their Naive Bayes model
achieved an accuracy of 91.56%, whereas without it, the accuracy dropped to 87.40%. With
feature selection their Logistic Regression model achieved an accuracy of 93.04%, whereas
without it, the accuracy dropped to 77.50%. The KNN model achieved 94.93% accuracy with
feature selection; without feature selection, the accuracy dropped to 82.40%. The Random
Forest model achieved an accuracy of 96.11%. Interestingly, without feature selection, the
accuracy was slightly higher at 96.70%. This experiment does not explore the use of varying
numbers of feature combinations. The authors could consider testing with other feature

selection methods to identify the optimal approach for their model [59].

D. S. S. P. Venkat takes the dataset from Kaggle. The dataset consists of 11430 URLs, and
5715 of them are labelled “1” as phishing, and the other 5715 are labelled “0” as legitimate
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websites. The researcher calculated 18 features based on the URL. After data preprocessing,
splitting and feature generation, he created a Logistic Regression machine learning model and
an Extreme Gradient Boosting (XG-Boost) model for phishing detection. His proposed
Logistic Regression model achieves 78.83% accuracy, and the Extreme Gradient Boosting
(XG-Boost) model reaches an accuracy of 96.63%. However, the author has not provided

detailed information about data preprocessing and feature selection in this experiment [60].

In summary, multiple machine learning models can be effectively applied for phishing
detection, many of which deliver high accuracy and strong performance. However, numerous
factors influence the results and the holistic capability of the model, including the dataset, the
features extracted, the type of machine learning model, feature selection algorithms, data
preprocessing techniques, and even the time the dataset was generated. Among these, the
dataset and feature selection algorithms are the most critical factors. Public repositories and
websites offer numerous datasets suitable for machine learning tasks. The features used to
detect phishing websites are typically grouped into three categories: URL-based, webpage-
based, and external services-based. Some studies have shown that the predictive ability of a
model is proportional to the quantity of instances in the dataset. Still, the quantity of features
does not necessarily have a positive effect on the power of a model. Therefore, careful
consideration of the dataset and feature selection is crucial to enhance the capability and

accuracy of the model.

2.3.13 Machine Learning Methods Comparison

The last section introduced multiple machine learning models for phishing recognition with
different datasets and feature selection algorithms. The experiments proved that almost every
model provided a high accuracy and excellent capability. The following table provides an
aggregation of the literature on the machine learning models’ creation time, types of machine
learning models, the dataset, the feature selection algorithm, and the accuracy of the

experiment results.

The following table 3 summarizes the previously mentioned machine learning models for
phishing detection. In the accuracy column, F means with feature selection, and WF means
without feature selection. In the Feature selection & training column, the first content is the

feature selection algorithms, and the second is the number of features.
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ML Author Dataset Feature s_el;:ctmn & Accuracy Detf: ction
tramning time
NB A. Karim et al., 2023 Kaggle(11K, 33F) N/A; 33F 88.39% 380 ms
NB R-A. R"mz’g;;gom ctal, | yciik, 33F) N/A; 30F 92.98% N/A
. University of North . 0
LR F. Salahdine et al., 2021 Dakota(4K, 10F) N/A; 10F 87.10% N/A
S. Kapan and E. Sora Alexa and Different feature o
KNN Gunal, 2023 PhishTank(1K, 25F) | combination; 25F 9T% N/A
KNN E. Kocyigit et al., 2024 PhishTank(87K, 3F) GA; 44F 89.70% N/A
K. S. R. Subramanian, feature wrapper; o
SVM 2020 4K, 22F 19F 78.24% N/A
SVM J. Rashid et al., 2020 UCI(5K, N/A) PCA; 5F 95.66% N/A
SVM G. Alshammari et al., 2023 UCI(N/A, N/A) CDA; N/A F 94.07%; WF 90.49% N/A
Ashar Ahmed Fazal and . o
DT Maryam Daud, 2023 UCI(2K, 30F) N/A; 30F 95.97% N/A
DT H. Alhamad et al., 2020 10K, N/A N/A; N/A 98.11 N/A
WES; 20F 98.80%
DT D. S. Ahmed et al., 2022 UCI(11K, 30F) CFS; 20F 97.28 N/A
without F 95.76%
RF M. G. Hr et al., 2022 11K, 30F N/A; 30F 99.36% 4 seconds
S. Alnemari and M. . o). o
RF Alshammari, 2023 UCI(11K, 31F) N/A; 31F F 97.3%; WF 96.86% N/A
Mendeley .
N. F. Almujahid et al., (10K, 48F) TU & PBCC; 13F 97% <10
XG-Boost 2024 ’ seconds
UCI(11K, 31F) TU & PBCC; 11F 98%
XG-Voost H. Musa et al., 2022 UCI(2K, 30F) XG-Boost; N/A F 97.41%; WF 97.29% N/A
B. Sharma and PhishTank TF-IDF and Cosine o 5.226
Ada-Boost P. Singh, 2022 (50K, N/A) similarity; N/A 99.87% seconds
11K, 32F N/A; 32F 93.40%
Ada-Boost N. Innab et al., 2024 N/A
10K, 50F N/A; 50F 100%
Ada-Boost M. K. Pandey et al., 2023 UCI(11K, 30F) N/A; 30F 94.03% N/A
NB:; IG; 20F F 91.56%; WF 87.40%
: : LR; IG; 20F F 93.04%; WF 77.50%
Mixed E.S. Bldabadézagd Kaggle(11K, 87F) N/A
S. Wang, 2 KNN; IG; 20F | F 94.93%; WF 82.40%
RF; IG; 20F F 96.11%; WF 96.70%
LR; N/A; 18F 78.83%
Mixed D. S. S. P. Venkat, 2023 Kaggle(11K, 18F) XG-Boost: N/A: N/A
1 8F, ’ 96.63%

Table 3: Aggregation of ML Models for Phishing Detection
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Table 3 displays the 24 phishing detection systems according to eight basic machine learning
models with different datasets, features and feature selection algorithms. Among them, the
datasets in six models have less than 10,000 instances, and one has not mentioned the
instance number. Fifteen datasets have more than 10,000 instances or equal to 10,000
instances and less than 20,000, and two datasets have more than or equal to 50,000 instances.
The following shows the relationship between these elements and the accuracy of the

experiment results.

Instance numbers | Average accuracy | Accuracy >=95% | 90% <= Accuracy <=95% | Accuracy <=90%
<10,000 91.90% 66.67% 0% 33.33%
>=10,000 & <=

94.76% 55.56% 33.33% 11.11%
20,000
>= 50,000 94.79% 50% 0% 50%

Table 4: The Relationship Between Instance Numbers and Accuracy

Table 4 illustrates the relationship between instance numbers and model accuracy. When the
instance number is less than or equal to 10,000, the average accuracy is 91.90%, with 66.67%
of models achieving an accuracy greater than or equal to 95% and 33.33% falling below

90%. In the range between 10,000 and 20,000 instances, the average accuracy increases
slightly to 94.76%, but only 55.56% of models achieve an accuracy of 95% or higher, while
33.33% fall within the 90% to 95% range, and 11.11% have an accuracy lower than 90%.
When the instance number exceeds 50,000, the average accuracy is the highest at 94.79%, but
only 50% of models achieve an accuracy greater than or equal to 95%, with the remaining
50% having an accuracy below 90%. Overall, while the average accuracy improves slightly
as the instance number increases, the percentage of models with an accuracy above 95%

tends to decrease, and the distribution of accuracy becomes more varied.
When observing the number of features for training the models and predicting the results, six
models used more than or equal to 20 features but less than 30, eight used more than or equal

to 30 features, six used less than 20 features, and four did not indicate the number of features.

The following table shows the relationship between feature numbers for training the models

and predicting the experiment results.
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Feature numbers | Average accuracy | Accuracy >=95% | 90% <= Accuracy <=95% | Accuracy <=90%
<20 90.21% 57.14% 0% 42.86%
>=20& <30 95.53% 57.14% 42.86% 0%
>=30 94.57% 44.44% 33.34% 22.22%

Table 5: The Relationship Between Feature Numbers and Accuracy

Table 5 shows the correlation between the quantity of features and model accuracy. When the
feature count is less than 20, the average accuracy is 90.21%, with 57.14% of models
achieving an accuracy greater than or equal to 95%, while 42.86% of models fall below 90%.
For feature numbers between 20 and 30, the average accuracy rises to 95.53%, with 57.14%
of models achieving accuracy greater than or equal to 95% and 42.86% falling between 90%
and 95%. However, when the feature count exceeds 30, the average accuracy decreases to
94.57%, with only 44.44% of models reaching an accuracy of 95% or above, 33.34%
between 90% and 95%, and 22.22% below 90%.

Overall, while increasing the number of features initially boosts the average accuracy, using
more than 30 features results in a slight decline in both the average accuracy and the

proportion of models achieving an accuracy greater than 95%.

Let’s analyze how the basic machine learning models impact the experiment results. Eight
machine learning models for phishing detection were introduced in the last section. The

following table and chart show the relationship between these models and accuracy.

ML models Average accuracy | Accuracy >=95% | 90% <= Accuracy <=95% | Accuracy <=90%
NB 90.98% 0% 66.67% 33.33%

LR 86.32% 0% 33.33% 66.67%
KNN 94% 33.34% 33.33% 33.33%
SVM 89.32% 33.34% 33.33% 33.33%

DT 97.37% 100% 0% 0%

RF 97.59% 100% 0% 0%
XG-Boost 97.18% 100% 0% 0%
Ada-Boost 96.87% 66.67% 33.33% 0%

Table 6: The Relationship Between ML Models and Accuracy
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Figure 11: The Relationship Between ML Models and Accuracy

Figure 11 and Table 6 show that different ML models significantly impact phishing detection.
It will directly affect the accuracy and performance of the model. The average accuracy rank
1s RF > DT > XG-Boost > Ada-Boost > KNN > NB > SVM > LR. DT, RF, and XG-boost
perform excellently and have stable capability in phishing detection. The accuracy of all of

them is higher than 95%.

Many researchers applied further feature selection algorithms to boost the accuracy of the
model. Some of them compared the difference in accuracy before and after using the feature
selection algorithm, and the comparison shows that almost every experiment’s accuracy has
increased after applying feature selection methods. Fourteen phishing detection models use
feature selection algorithms; the remaining ten do not use them. The following table shows

the relationship between the feature selection algorithms and accuracy.

Feature selection

Average accuracy

Accuracy >= 95%

90% <= Accuracy <=95%

Accuracy <=90%

14 models use

94.67%

62.50%

25.00%

12.50%

10 models not use

93.28%

45.46%

27.27%

27.27%

Table 7: The Relationship Between Feature Selection and Accuracy

46




=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

Table 7 demonstrates that feature selection is essential for enhancing the accuracy of machine
learning models. The average accuracy increases by about 1.4% when feature selection is
used (from 93.28% without feature selection to 94.67% with it). Notably, the percentage of
models achieving an accuracy of 95% or higher improves significantly, rising from 45.46%
without feature selection to 62.50% with it, a nearly 17% increase. Meanwhile, the proportion
of models with an accuracy below 90% decreases substantially from 27.27% without feature
selection to 12.50% with it. However, the difference is small for models with accuracy
between 90% and 95%, with 27.27% without feature selection and 25% with it. Overall,
feature selection positively impacts both the average accuracy and the proportion of high-
performing models (accuracy > 95%) while reducing the number of low-performing models

(accuracy < 90%).

In conclusion, instance and feature numbers, basic machine learning models, and feature
selection algorithms affect the phishing detection accuracy and the performance of the model
more or less.

¢ Instance numbers

This element slightly impacts the prediction accuracy and capability of the model. As the
quantity of instances rises, detection accuracy will slowly increase. Therefore, a dataset with
a large volume of instances can lead to greater accuracy.

¢ Feature numbers

Our literature review findings suggest that prediction accuracy is not directly proportional to
the number of features. Having too few features may result in insufficient information for the
model to learn from, leading to reduced accuracy. On the other hand, too many features can
cause overfitting, which also negatively impacts detection accuracy. The optimal range for
training phishing detection models is between 20 and 30 features. However, the overall
impact of feature quantity on prediction accuracy is relatively subtle and not significantly
pronounced.

¢ Basic machine learning models

Basic machine learning models are essential for building a machine learning model and
significantly impact detection accuracy and the capability of the model. Different models
may lead to a 10% difference in detection. The top three basic machine learning models are
Random Forest, Decision Tree, and Extreme Gradient Boosting.

¢ Feature selection algorithm
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The feature selection algorithm is a crucial component of the machine learning model. It can
significantly improve the accuracy. It can reduce the probability of low accuracy and

significantly increase the likelihood of producing high accuracy.

2.3.14 The Gap of Existed Machine Learning Models for Phishing Detection

Most machine learning-driven phishing detection systems discussed above demonstrate

strong performance in phishing website prediction. However, several limitations remain.

1. Limited Comparative Analysis of Feature Selection Methods

Among the reviewed models, only 14 studies incorporated feature selection algorithms to
enhance accuracy, and only one study systematically compared two different feature selection
methods. While eight models evaluated prediction accuracy before and after applying feature
selection, one study reported a decrease in accuracy due to the removal of crucial features.
This suggests that different feature selection algorithms may have varying impacts on model
performance, yet there is no comprehensive analysis comparing multiple feature selection
techniques. A more systematic evaluation is needed to identify the most effective feature

selection methods for phishing detection.

2. Neglect of Real-Time Detection Efficiency

Only four models explicitly considered detection time, despite its crucial role in real-world
applications. Since phishing attacks occur in dynamic environments where users interact with
websites and emails in real time, phishing detection models must not only be accurate but
also computationally efficient. Machine learning (ML) and artificial intelligence (AI) have
the potential to improve both accuracy and speed, yet existing studies focus primarily on
accuracy while neglecting latency and efficiency. This highlights the need for phishing

detection systems that strike a balance between performance and real-time applicability [61].

3. Unclear Relationship Between Dataset Size and Model Performance

The impact of dataset size on phishing detection accuracy remains ambiguous. The analysis
of existing studies reveals inconsistent trends regarding the effect of dataset size on model
performance. While some research suggests that larger datasets enhance model accuracy,
others do not report a proportional improvement. Additionally, dataset imbalance issues have

not been extensively addressed, raising concerns about model generalization. A more
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systematic study is required to determine the optimal dataset size and balance for effective

phishing detection.

4. Lack of Hyperparameter Optimization in Existing Studies

Many phishing detection studies do not specify whether hyperparameter tuning was
performed, leading to uncertainty about whether the models were trained under optimal
conditions. Given that phishing detection involves a trade-off between computational
efficiency and classification performance, a systematic evaluation of hyperparameter tuning
techniques (e.g., grid search, Bayesian optimization) is necessary to determine the best

configurations for phishing detection models.

5. Addressing These Gaps

To bridge these gaps, this study investigates:

The impact of different feature selection algorithms on phishing detection performance to
identify the most effective feature selection techniques.

The trade-off between model accuracy and real-time detection efficiency, ensuring that
phishing detection models are practical for real-world deployment.

The relationship between dataset size and model accuracy, analyzing whether larger datasets
consistently improve phishing detection models.

The role of hyperparameter tuning in phishing detection models, optimizing model
configurations for improved accuracy and computational efficiency.

By addressing these issues, this research contributes to the development of a more accurate,

efficient, and scalable phishing detection model.

2.4 Literature Review Summary

Phishing is a form of social engineering attack where attackers send phishing emails
containing malicious links or malware, tricking users into visiting fake sites to steal their
private information. Cybercriminals launch phishing attacks through emails, messages, and
various social media platforms. Nowadays, with the help of Al these criminals can easily
create fake websites that appear legitimate. Phishing has been around for about 28 years,
developing rapidly to become one of the most critical cyberattacks today. It causes huge

financial losses and private data leaks and can even negatively impact mental health.
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To combat phishing, individuals must improve their awareness and skills through training.
Governments should enact laws to fight cybercriminals, while experts recommend technical
measures like blacklists, two-step verification, anti-phishing software, and firewalls. Machine
learning has shown great promise in phishing detection. However, effective prevention
requires collaboration between individuals, governments, and tech companies to create a
strong defence against phishing. Organizations can deploy anti-phishing systems like IDS and
IPS to protect against these attacks. However, traditional tools flounder to catch up with the
ever-changing landscape of phishing, especially as attackers use Al to launch sophisticated

attacks.

On the positive side, Al can also be used to prevent phishing. More organizations are
adopting machine learning techniques to prevent phishing. Machine learning, a branch of Al,
mimics human learning processes to improve over time. Many binary classification models
perform well in phishing detection, with the top three being random forest, decision tree, and
extreme gradient boosting. Several factors impact experimental results and model
effectiveness, including the dataset, feature selection methods, and basic machine learning
models. Larger datasets with more instances positively influence model training. Effective
feature selection significantly impacts model training and prediction, as it ranks features by

importance and removes irrelevant ones.
Phishing websites and emails are encountered frequently during online activity, making real-

time detection crucial. Experiments should consider detection time as a key evaluation metric

while maintaining high accuracy.
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3 The proposed Methodology

The proposed phishing detection system consists of a Ul where users can input a URL to
determine whether it is phishing. This system has a database that contains a blacklist and
whitelist, and there are a lot of known phishing and legitimate websites in these two lists. The
system will check whether the URL is in the blacklist or whitelist. If not in these two lists, the
system will start up the machine learning-based model to confirm the classification of the
URL. Three datasets are used in this machine learning-driven phishing detection system. The
first dataset (dataset 1), PhiUSIILPhishng URL, is from the UCI machine learning
repository, containing 235,795 instances and 54 features. It was uploaded to the UCI on
03/03/2024. The second one (dataset 2), which includes 2,500,000 instances and 15 features,
was collected from Kaggle and published on Kaggle in September 2024. The URLS in
dataset 2 are taken from the main public repository, including PhishTank, Phishing.Database,
OpenPhish-Community, Cisco Umbrella Popularity List, and The Majestic Million. The third
dataset (dataset 3) was uploaded to Kaggle in June 2024. It contains 50,000 instances and 56
features. Three basic machine learning models are utilized to train the model and predict the
experiment outcomes, including decision tree (DT), random forest (RF), and Extreme
Gradient Boosting (XG-boost). Multiple feature selection algorithms are used to boost the
accuracy and capability of the model in phishing detection, such as wrapped-based feature
selection(WFS), correlation-based feature selection(CFS), linear discriminant analysis
(LDA), and principal component analysis(PCA). The string kernel technique will be used in
this experiment to distinguish the difference between two strings in the URLs. The final
machine learning-based model is selected for the phishing detection system through various
comparisons. First, the string kernel is assessed to determine whether this method is suitable
for phishing detection. Second, different feature combinations are applied to discover the
greatest features for the model, such as top 20, top 25 and top 30. Four feature selection
methods iterate over all feature combinations to discover the best quantity of features and
feature selection algorithm. At last, hyperparameter tuning methods determine the best
training parameters for each model. The previous processes are the critical component of this
phishing detection system—a machine learning-driven detection core. The blacklist and
whitelist in the database for phishing recognition is created by the combination of dataset 1,

dataset 2 and dataset 3.

51



=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

In conclusion, the core method of our research is based on comparison to find the best

combination for the phishing detection model.

3.1 Model, Dataset and Feature Selection Justification

The basic machine learning model, dataset size, and feature selection algorithms are based on
the analysis of the current research paper.

¢ Basic machine learning model justification

As mentioned in Chapter 2, Decision Tree (DT), Random Forest (RF) and Extreme Gradient
Boosting (XG-boost) are the top three machine learning models in the 24 models of the
literature review. Therefore, we chose these three models to create the phishing detection
system and determine if the experiment’s results match the current research. This process will
validate DT, RF and XG-Boost performance in phishing detection. The tree-based machine
learning model performs well in binary classification problems. DT, RF and XG-Boost are

the classical models of tree-structured models.

¢ Dataset justification

The literature review reveals that the bigger the dataset is, the better the performance is. All
datasets in this research are obtained from reputable sources, including UCI, Kaggle, and
Phishtank. Therefore, the datasets are reliable and stable. The dataset used in this experiment
is over 200 thousand instances. It is big enough to validate if the bigger dataset can provide
higher accuracy. Furthermore, one stranger dataset will be input to test the model's
performance after selecting the best model. This operation can verify the generalization

ability of the model.

¢ Feature selection justification

Feature selection can improve the performance of the model as mentioned in the literature
review. Therefore, this reseach will adopt Wraped-based Feature Slection (WFS),
Correlation-based Feature Selection (CFS), Principal Component Analysis (PCA), Linear
Discriminant Analysis (LDA) and String Kernel-based PCA for feature selection and
compare which algorithm is best for feature selection.

WES: Uses machine learning models to iteratively select the most relevant features,
improving model accuracy.

CFS: Chooses features highly correlated with the target while reducing redundancy.
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PCA: Reduces dimensionality by transforming correlated features into independent
components.
LDA: Maximizes class separation, enhancing phishing vs. legitimate URL distinction.

String Kernel PCA: Captures complex patterns in URLSs for better phishing detection.

3.2 Scientific Methodology and Justification

This study employs a systematic literature review (SLR), experimental research, comparative
analysis, and hyperparameter tuning to ensure a rigorous, data-driven, and empirically
validated approach. These methodologies collectively facilitate model selection, evaluation,

and optimization, ensuring the development of an effective phishing detection system.

The SLR is the foundation for model selection, ensuring that decisions are based on empirical
evidence rather than arbitrary choices. A comprehensive review of 20 prior phishing
detection studies led to the selection of Decision Tree (DT), Random Forest (RF), and
Extreme Gradient Boosting (XGBoost) as the primary models. These models were chosen for
their proven effectiveness in handling large datasets, non-linear feature interactions, and
binary classification tasks, which align with phishing detection requirements. A traditional
narrative literature review was considered but rejected in favour of SLR, as it ensures a

structured, unbiased, and reproducible selection process.

Experimental research was employed to evaluate model performance systematically under
diverse conditions. A total of 69 model-feature combinations were tested, incorporating
various feature selection strategies and training configurations. This structured experimental
design ensures a robust comparative framework for deriving data-driven conclusions.
Alternative approaches, such as theoretical modelling or heuristic-based detection, were
considered but deemed inadequate due to their lack of empirical validation and

generalizability.

A comparative analysis was conducted to assess model performance using standardized
evaluation metrics, including F-score, Receiver Operating Characteristic Area Under the
Curve (ROC AUC), Precision, Recall, and Gini coefficient. These metrics provide a
comprehensive assessment, balancing trade-offs between classification accuracy, false

positives, and false negatives. A single-model optimization approach, such as focusing only
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on XGBoost, was considered but discarded, as comparative analysis offers a broader
understanding of trade-offs between different models, ensuring an informed selection of the

most suitable approach.

Hyperparameter tuning was applied to 36 DT, 108 RF, and 144 XGBoost configurations to
optimise performance further using a structured grid search process. This tuning minimizes
overfitting and enhances generalizability across different datasets. Alternative tuning

methods, such as random search or default hyperparameters, were considered less effective,

as grid search provides a more structured and exhaustive approach to model optimization.

Since dataset quality significantly impacts phishing detection accuracy, datasets were sourced

from trusted repositories (UCI, Kaggle, PhishTank). Potential dataset biases were addressed

through several mechanisms:

¢ Class Imbalance Handling: Some datasets contained imbalanced phishing-to-legitimate
ratios, which were mitigated using SMOTE (Synthetic Minority Over-sampling
Technique).

¢ Cross-Dataset Validation: The selected model was tested on an unseen dataset to verify
generalization capabilities.

¢ Source Validation: All datasets originate from reputable sources, ensuring data reliability

and minimizing biases.

Integrating these methodologies ensures this research is scientifically robust, reproducible,
and practically relevant to phishing detection applications. By addressing dataset biases,
optimizing feature selection, and systematically evaluating models, this study contributes to

advancing machine learning-based phishing detection techniques in cybersecurity.

3.3 Research Model Design

This section introduces the phishing detection system step by step, especially the critical
component—the machine learning model. The processes contain data collection, data
preprocessing, feature selection, model training, classification prediction, experiment results
evaluation, best model selection, blacklist and whitelist database creation, user interface

generation, and phishing detection system assessment.
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The following chart shows the detailed process of our proposed machine learning-driven

phishing detection system.

Blacklist and Whitelist Database

Use dataset_1, dataset 2 and dataset 3 to create a database, including 2,785,795 URLS, and can add new URLSs to this database after detection

Input Dataset_1 Data
Preprocessing
Collect the
dataset from handle features
Data collection public and add string

Include three
datasets,
Dataset 1,
Dataset 2,
Dataset_3

repository

kemel method

Training Data

80%

Model training

Predict Result

Extraction

Use various
methods to
rank features
and select most

Best Model

Evaluate Result

Use Make Determine the

hyperparameter predictions with S:::Tsleg for best model for
tuning to find the trained e phishing
best parameters model detection

Figure 12: Proposed Machine Learning-driven Phishing Detection System

As shown in Figure 12, this phishing detection system includes ten main steps: data
collection, inputting, data preprocessing, feature selection, dataset splitting, model training,
results prediction, best method chosen through results evaluation, database creation, and user

interface.

3.4 The Components of the Model

3.4.1 Data Collection

Data collection is the preparation aspect of the machine learning platform. The researcher can
collect the dataset from the public repository or through some private database. Many data
formats can be used for machine learning, such as CSV, Excel, JSON, images, SQL
databases and so on. The most comprehensive and straightforward format to deal with is CSV
format. The datasets on the most popular public repository are stored in CSV format because
CSV format is a structured dataset and can be easily loaded by many programming

languages.
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This platform collects three datasets from the public repository in CSV format. The dataset 1
originates from the UCI machine learning repository, containing 235,795 instances and 54
features, and the creation time is in March 2024. Dataset 2 is taken from Kaggle, which
consists of 2,500,000 instances and 15 features, and was created in September 2024.
Dataset 3 is also collected from Kaggle. It contains 50,000 instances and 58 features and was

generated in June 2024. The detailed dataset information will be introduced in chapter four.

3.4.2 Dataset Inputting

The dataset would be input into the machine learning model for further processing after being
collected from the repositories. This step assesses the dataset's fundamental characteristics to
verify its suitability for training a phishing detection model. Specifically, evaluate aspects
such as feature categories, the total number of instances, and the distribution between

phishing and legitimate websites.

Our proposed phishing detection system inputs dataset 1 as the initial dataset for the machine
learning model. Python will handle the dataset to print the instance and feature quantities, the
types of features, and the distribution information of phishing and legitimate websites. This

information will be displayed in chapter four.

3.4.3 Data Preprocessing

Data preprocessing involves data evaluation, filtering, manipulation, and encoding to prepare
the data for the machine learning model, enabling it to understand the data and make
predictions. This step can increase the capability and accuracy of the machine learning model
because data preprocessing can improve the data quality. It has several main components
[62].

¢ Handle missing values

Browse the dataset to find the missing value. There are two approaches to handling missing
values: removing them or filling them using methods such as the mean, median, or mode.

¢ Remove duplicate records

Duplicate records impact the precision of the model. The same instances should be removed
from the dataset.

¢ Feature removal and generation

Browse the dataset manually to find the irrelevant features and remove them. New features
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with significant relationships for the experiment can be generated and added to the dataset.

¢ Data normalization

Machine learning models can not handle non-numerical data. Therefore, all data should be
converted into numerical values. Distanced-based models can not deal with data with widely
varied values. Scaling must be applied in some situations to make the values in a small range.
The popular scaling ways are the Min-Max Scaler, Standard Scaler, Robust Scaler, and Max-

Abs Scaler.

The proposed machine learning phishing detection model first deals with the missing value
and duplicate instances. Then, Delete all the original features except the URL information
and classification label. Thirty-seven new URL-based features are generated to train the
model. Value scaling will be applied after new features are generated. The value of these new
features can be divided into three kinds.

¢ Numerical features

These features can be used directly with conversion.

¢ Boolean features

It is a binary classification feature that includes true or false information. It can be converted
into “1” or “0”.

¢ Categorical features

These features include text content and should be converted into numerical values using
encoding methods.

The detailed data preprocessing will be described in chapter five.

3.4.4 Feature Selection

Use some further selection algorithms to rank the features due to their importance and choose
the most important ones to train the model. Feature selection is significant for machine
learning model creation. There are many features in the dataset, and each feature has a
different proportion of influence on the improvement of model performance and accuracy.
An excessive number of features increases the sophistication of the model and may lead to
overfitting. However, fewer features may cause underfitting because the model can not

capture enough information from the dataset to train the model.

This phishing detection model uses several feature selection algorithms combined with three

basic machine learning models to find the most optimal one. Wrapped-based feature
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selection(WEFS), correlation-based feature selection(CFS), principal component
analysis(PCA), linear discriminant analysis (LDA), and string kernel-based PCA are used for
feature selection. Each feature selection algorithm will use three feature combinations (Top
20, Top25, Top30) to find the most suitable feature quantities. Chapter 6 will introduce the

feature selection process in detail.

3.4.5 Dataset Splitting

The dataset will be split into two sections: training data and testing data. The training data is

exploited to train the model.

This model divides the Dataset 1 into 80% training and 20% testing. Dataset 1, Dataset 2
and Dataset 3 will be integrated into a new dataset after using Dataset 1 to train the model
and find the most robust one. The new dataset will also be divided into 80% training and 20%
testing and applied to train the most optimal machine learning model again to enhance the

generalization ability of the model.

3.4.6 Model Training

Use the preprocessed training data with the selected features to train the machine learning

model. The model learns the correlation between the features and targets in this process.

Decision Tree, Random Forest, and Extreme Gradient Boosting are applied in this experiment
to find the best one for phishing detection. These three models are similar and have excellent
ability to deal with classification issues. They all have a tree structure, and the difference is
that DT is a single tree, RF consists of a lot of separate trees, and the tree in XG-Boost has a

strong relationship with the previous tree. More information will be mentioned in chapter 7.

3.4.7 Results Prediction

Input the testing data with the selected features to the trained model to predict the experiment

results.
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3.4.8 Best Model Chosen Through Results Evaluation

Use several norms and functions to evaluate the capability of the model, like Confusion
Matrix, Receiver Operating Characteristic(ROC), Area Under the Curve(AUC), Gini, and
operation time. The core component—machine learning-based phishing detection model is
created after this evaluation step. After the results evaluation, the highest performance model

will be selected and integrated into the phishing detection system.

3.4.9 Database Creation

The traditional way—blacklist and whitelist are applied in this phishing detection system to
boost the detection speed and accuracy. The three datasets will be combined into one sheet

and stored in the database. The phishing detection system will check if the target URL is in
the database and output the detection results. The machine learning component starts to

classify the URL if the suspicious URL is not in the database.

3.4.10 User Interface

This component is a graphical interface that interacts with the user. Users can input the target
websites in the UI to check whether the URL is malicious and can add the new URL to the

database after detection using the machine learning component.

In conclusion, the main steps of the process are dataset collection, data preprocessing, feature

selection and performance evaluation.
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4 Dataset Analysis and Preprocessing

Many public repositories offer datasets for researchers to create machine learning models.

The most popular ones are the UCI machine learning repository, Kaggle and PhishTank.

The newer dataset can capture more features of the recent development of phishing because
new phishing websites appear every day, and phishing tricks improve rapidly with the help of
Al The latest dataset could make the machine learning-driven phishing detection system
more powerful and keep up with the recent phishing attack situation. All the datasets used in

this research were generated in 2024.

As mentioned in the literature review, the bigger the dataset, the higher the accuracy and
capability that can be gained in the machine learning model training and testing. Dataset 1
with 235,795 instances is used to train and select the model with the most significant
capability. Then, a larger Dataset new with 2,785,795 instances (combined with Datatset 1,
Dataset 2, and Dataset 3) is used to retrain the selected optimal phishing detection model to
improve the accuracy and capability of the model. This way could also determine whether a

dataset with huge instances can improve the performance of the model.

Various combinations, including different feature selection methods, feature combinations,
and model hyperparameters, are used in this research to select the optimal model. It needs a
lot of calculation resources and time to train the model. Therefore, dataset 1 decreases the
optimal model selection time and reduces the resource requirements. Dataset new is used to

robust the selected machine model and offer higher generalization.

4.1 UCI Machine Learning Repository

4.1.1 Overview

The whole name of the UCI Machine Learning Repository is the UCI Irvine Machine
Learning Repository. It was founded as FTP storage in 1987 by UCI PhD student David Aha.
The current version of this repository was set up in 2023. This public repository is a
collection of databases throughout various industries, containing medicine, biology, social
sciences, physics, engineering, and more. UCI maintains 670 datasets as of September 28,

2024. The public can donate the dataset to UCI, and after the relevant team audits the dataset,
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it will be displayed on the website [63].

4.1.2 The Pros and Cons of the UCI Dataset

Pros:

¢ Search easily

The researcher can quickly discover the dataset meets their requirements on the UCI. Users
can customize their search options by keyword, data type, project domain, machine learning
model type, number of instances, feature type, and more [63].

¢ Complete information

The datasets on the UCI machine learning repository contain all the detailed information,
including instance numbers, feature numbers and types, research areas, and recommended

ML models.

Cons:
¢ Single function
The UCI machine learning repository only supplies the dataset. It lacks some case studies and

tutorials about how to deal with the dataset in machine learning models.

4.2 Kaggle

4.2.1 Overview

Kaggle is a popular platform for data science and machine learning. Anthony Goldbloom
founded it in April 2010. About 1 million users registered on Kaggle as of June 2017. Google
acquired Kaggle On March 8, 2017 [64]. Kaggle contains 381,801 datasets as of September
28, 2024. Individuals and organizations can upload the datasets to Kaggle, and the datasets

will be displayed online after verification [65].

4.2.2 The Pros and Cons of the Kaggle Dataset

Pros:

¢ Vast number of datasets and rapidly updated speed

Kaggle has a public repository, including a considerable number of datasets. These datasets

are involved in almost every industry. The dataset quantities increased by nearly 60,000 from
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June 2024 to September 2024.

¢ Useful function

Kaggle is not only a dataset repository but also has several other functions. It offers machine
learning competitions to help advance the development of machine learning and data science
technology. Kaggle also provides guidelines for beginners to create machine learning-based

models.

Cons:
¢ Dataset quality
There are some duplicate datasets on Kaggle, and some lack core detailed information, such

as instance and feature numbers.

4.3 PhishTank

4.3.1 Overview

PhishTank is not an open dataset repository. It is a public anti-phishing platform. Users can
input the URL and check the legitimacy. PhishTank was created by entrepreneur David
Ulevitch in October 2006 and is owned by Cisco. Many famous companies, such as Mcafee,
APWG, CMU, ST Benard, and Mozilla, use PhishTank to fight against phishing. The data of
PhishTank can be visited or downloaded through an application programming interface (API)
[66]. Thousand suspicious websites are submitted every day on PhishTank. After verification,
the websites will be marked as phishing and stored in the database. This platform shows

91,372 online and valid phishing websites on September 28, 2024 [67].

4.3.2 The Pros and Cons of the PhishTank Dataset

Pros:

¢ Real-time update

The database of PhishTank is updated in real-time, with URLs added immediately upon
verification as phishing.

¢ Phishing detection

Individuals and organizations can verify the validity of the web page whenever and wherever

through PhishTank.
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Cons:

¢ Complexity of dataset extraction

The phishing website information cannot be downloaded directly from PhishTank. The data
should be extracted from an API with an unorganized format. Users must convert the data

into the required format by themselves.

4.4 The Dataset Used In This Research

As mentioned above, three datasets are applied in this machine learning-based phishing
detection platform. Dataset 1 is sourced through the UCI Machine Learning Repository.
Dataset 2 is taken from Kaggle, and some parts of the original data are extracted from

PhishTank. Dataset 3 is also from Kaggle.

As mentioned above, cybercriminals and hackers can create a new phishing website in
several minutes using Al tools. Some experts estimate that about 1.4 million phishing
websites are created monthly, which equals about 46,000 new phishing websites appearing
daily [68]. Therefore, the newer the dataset, the better for training the phishing detection
model because a dataset from a long time ago cannot contain features of today's phishing
sites. The three datasets used in this phishing detection system were published in 2024. As
discussed in the literature review, datasets with more instances can boost the accuracy and
capability of the model. The total instance quantities in this experiment are 2,785,795. In
summary, the datasets used in this machine learning-driven phishing detection system are the

latest ones with a substantial volume of instances.

Dataset 1 is employed to train all the basic machine learning models using various feature
selection methods. All three datasets will be integrated into one new dataset (Dataset new).
Dataset new trains the selected optimal machine learning model again to robust the
capability. Dataset new will be split into two datasets: blacklist and whitelist. The blacklist
contains all the phishing websites from the three datasets and is stored in the phishing
detection system database. The whitelist represents all the legitimate websites and is also

stored in the database.

4.4.1 Dataset 1: PhiUSIIL Phishing URL
PhiUSIIL Phishing URL dataset was created in 2024, with 235,795 instances and 54 features.
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The features can be divided into three categories: 25 of them are URL-based features, 23 are
web content-based features, and the remaining 6 are external Resource-based features. As

shown in the following Figure 13, Dataset 1 comprise 134,850 legal and 100,945 fake URLs.

4.4.2 Dataset 2: Phishing URL Detection

Phishing URL Detection is downloaded from Kaggle. The data in this dataset is from main
phishing URL repositories (PhishTank, Phishing.Database, OpenPhish-Community) and
URL ranking sites (Cisco Umbrella Popularity List, The Majestic Million). Phishing URL
Detection is a large dataset containing 2,500,000 instances and 15 features. The data in this
dataset is evenly distributed; half is phishing, and half is legitimate websites. The following
Figure 14 shows the data distribution.

4.4.3 Dataset 3: Crawling2024

Crawling2024 is collected from Kaggle with 50,000 instances and 56 features. This dataset
was published on Kaggle in June 2024. Among the 50,000 instances, 25,000 are phishing,
and the other 25,000 are legitimate websites. The following Figure 15 displays the data

distribution.

4.4.4 Dataset new

Dataset new consists of Dataset 1, Dataset 2, and Dataset 3. It contains 2,785,795

instances. The data distribution is shown in the following figure 16.

Dataset_1 Dataset_2
Phishing vs Legitimate Websites Phishing vs Legitimate Websites
Total Instances: 235795 Total Instances: 2500000

Legitimate (1250000)

Legitimate (134850)

Phishing (100945)

Phishing (1250000)

Figure 13: Dataset 1 Data Distribution Figure 14: Dataset 2 Data Distribution
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Dataset_3 Dataset_new
Phishing vs Legitimate Websites Phishing vs Legitimate Websites
Total Instances: 50000 Total Instances: 2785795

Legitimate (25000) Legitimate (1409850)

Phishing (25000) Phishing (1375945)

Figure 15: Dataset 3 Data Distribution Figure 16: Dataset new Data Distribution

4.5 Data Preprocessing

The data preprocessing in this proposed platform contains five steps: original feature
removal, missing and invalid value verification and handling, new feature generation, data

balancing, feature value conversion and encoding, and feature value scaling.

4.5.1 Original Feature Removal

Users can only gain URL information in real-life scenarios. All features will be removed
from the dataset except the URL and label information to emulate a real-world scenario.
Then, all the legitimated instances are marked as “1”. On the other hand, the phishing
instances are marked as “0”. Two datasets exist after this step. One is Dataset 1, with
235,795 instances and two columns, which trains and selects the optimal phishing detection
model. Another is Data_new, with 2,785,795 instances and two columns, which is used to
robust the selected model because the dataset with more instances can increase the accuracy

of the model, as mentioned above.

4.5.2 Missing and Invalid Value Verification and Handling

No missing value is found after checking all the instances in the Dataset 1 and Dataset new.
Some invalid URLs are found in Dataset new. Therefore, eight phishing URL instances are

removed from Dataset new because they carry the special string “[-randomstring1-]”, which
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impacts the new feature generation. After removing these instances, Dataset new has

2,785,787 instances; 1,375,937 are phishing, and 1,409,850 are legitimate websites.

4.5.3 New Feature Generation

The following list displays the 37 URL-based new features.

Number | Feature Description
1 URLLength Total length of the URL (quantity of characters)
2 DomainLength Length of the domain (quantity of characters)
3 IsDomainIP Whether the domain is in IP address format (1 for yes, 0 for
4 TLDLength Length of the top-level domain (TLD)
5 NoOfSubDomain Quantity of subdomains
6 NoOfLettersInURL Quantity of letter characters in the URL
7 LetterRatiolnURL Ratio of letter characters in the URL
8 NoOfDigitsInURL Quantity of digits in the URL
9 DigitRatiolnURL Rates of digits in the URL
10 NoOfEqualsInURL Quantity of equals signs (=) in the URL
11 NoOfQMarkInURL Quantity of question marks (?) in the URL
12 NoOfAmpersandInURL Quantity of ampersands (&) in the URL
13 NoOfOtherSpecialCharsInURL | Quantity of other special characters (e.g., @, #, $) in the URL
14 SpacialCharRatioInURL Rates of special characters in the URL
15 IsHTTPS Whether the URL uses HTTPS (1 for yes, 0 for no)
16 url_digits Quantity of digits in the URL
17 url_special chars Quantity of special characters in the URL
18 path_length Length of the URL path
19 path_digits Quantity of digits in the path
20 path_special chars Quantity of special characters in the path
21 TLDType Type of TLD (1 for common, such as .com, .org, 0 for
22 NoOfSlashes Quantity of slashes (/) in the URL
23 IsShortenedURL Whether the URL is shortened (1 for yes, 0 for no)
24 HasSensitiveKeyword Whether the URL contains sensitive keywords (e.g., login,
25 NoOfHyphens Quantity of hyphens (-) in the URL
26 NoOfDots Quantity of dots (.) in the URL
27 HasRedirection Whether the URL contains redirection (1 for yes, 0 for no)
28 PathDepth Depth of the URL path (quantity of slashes)
29 IsURLEncoded Whether the URL is URL-encoded (1 for yes, 0 for no)
30 QueryLength Length of the URL query (quantity of characters)
31 IsIPAddress Whether the URL contains an IP address (1 for yes, 0 for no)
32 NoOfQueryParams Quantity of query parameters in the URL
33 DomainAge Age of the domain (in days)
34 SubDomainLength Length of the subdomain (number of characters)
35 NoOfRepeatedChars Quantity of repeated characters in the URL
36 SuspiciousFileExtensions Whether the URL contains suspicious file extensions
37 DomainNameLength Length of the domain name (quantity of characters)

Table 8: URL-based 37 Features
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This process generates 37 URL-based new features for training the machine learning model.
The above table 8 shows the information on each feature. These new 37 features are
calculated depending on the URL address without considering other facts. Hackers often send
malicious URL addresses to users to trick them into clicking and visiting fake websites.
Therefore, obtaining the features directly from the URL can help improve the detection speed

and easily deploy the phishing detection model.

The values of 37 new features are all numerical, including length-based, count-based, ratio-

based, and binary features. Machine learning models can directly handle them.

4.5.4 Feature Value Conversion and Scaling

Machine learning models can handle well at numerical values. After generating new features,
the string feature values should be converted into numerical values. All the 37 URL-based
new feature values are numerical. Therefore, the feature value conversion step can be

skipped.

Standardization method is used for data scaling to decrease the distribution range of the data.
The distribution proportions will remain unchanged after data standardization. This method
can avoid the large value numbers impacting the training and prediction too much. Data
scaling is significant for distance-based basic machine learning models, like SVM and KNN.
However, Tree-based models like decision trees and random forests are insensitive to feature
value scaling because they don't rely on comparing feature values in a way that would be
affected by their magnitude or scale. Instead, they work by splitting data at certain threshold
values for a particular feature at each node. These splits are based on sorted values of the
feature, so the model simply needs to determine if a value is above or below a certain

threshold without comparing values across different features [69].
The proposed phishing detection model does the data scaling to observe whether the data

scaling will impact the experiment results. Before data scaling, the largest value is ‘6097,

and the smallest is ‘0°. After data scaling, the biggest value is ‘194’ and the smallest is ‘-8’.

4.5.5 Data Balancing

The phishing and legitimate instances should be balanced by quantity to boost the accuracy of
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the model. Data balance can make the results of the experiment more reliable. The Synthetic
Minority Over-sampling Technique (SMOTE) method balances the data between phishing
and legal websites. The phishing quantities are less than those of legitimate websites in both
Dataset 1 and Dataset new. SMOTE supplements the number of phishing websites with

synthetic instances.

After applying SMOTE methods, the Dataset 1 has 269,700 instances. Phishing and
legitimate URLs each have 134,850 instances. The Dataset new has 2,819,700 instances.

Phishing instances are 1,409,850, and the legitimate ones have the same quantities.
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5 Feature Selection

The feature is a crucial part of the machine learning system. It can remove the least important
features and increase the efficiency and operation speed of the model. Five feature selection
algorithms are used in this proposed model, including wrap-based feature selection(WFS),
correlation-based feature selection(CFS), principal component analysis(PCA), linear
discriminant analysis (LDA), and string kernel-based PCA. Every feature selection algorithm
traversals all the hyperparameter combinations with 5-fold cross-validation to figure out the

best top 20, top 25, and top 30 feature combinations.

5.1 Wrap-based Feature Selection(WFS)
5.1.1 Concept of WFS

Wrapped-based Feature Selection (WFS) involves training various feature subsets from the
dataset to identify the most significant features. This method can be computationally
intensive, as it requires significant resources to evaluate multiple combinations of features.
Additionally, it carries the risk of overfitting, particularly if the dataset is small or the model
is too complex. In WFS, an inductive classifier assesses the significance of every feature
subset by individually training them. The classification error rate helps score each subset, and
a search algorithm is used to explore different feature combinations. While WFS is resource-
heavy, especially for large datasets, it usually yields highly relevant features and improves
the capability of the classifier tailored to the specific dataset. The force of WFS comes from
its ability to optimize feature selection for a given classifier. Still, the downside is that it
demands extensive computation because a new classifier must be trained for each feature

subset. This makes it less efficient for very large datasets [51].

5.1.2 WEFS In Proposed Phishing Detection Model

The selected features are outlined in the following table after using DT, RF, and XG-Boost
with 5-fold cross-validation. All the top 20, top 25, and top 30 feature combinations have the
same results on DT, RF and XG-Boost machine learning models. The table 9 shows the

feature selection results of WFS.
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The Results of Wrapped-based Feature Selection (WFS)

Category Feature

['URLLength', 'DomainLength', NoOfLettersInURL', 'LetterRatiolnURL',
'NoOfDegitsInURL', 'DigitRatiolnURL', NoOfQMarkInURL',
'SpacialCharRatiolnURL', TsHTTPS', 'url_digits', 'url_special chars',
'path_length', 'path_special chars', 'TLDType', NoOfSlashes',

Top 20

'HasSensitiveKeyword', NoOfHyphens', 'PathDepth’, 'SubDomainLength’,
'DomainNameLength']

['URLLength', 'DomainLength', NoOfLettersInURL', 'LetterRatiolnURL',
'NoOfDegitsInURL', 'DigitRatiolnURL', NoOfQMarkInURL',
"NoOfAmpersandInURL', 'SpacialCharRatiolInURL', 'IsHTTPS', 'url digits',

Top 25 'url_special chars', 'path_length', 'path_special chars', " TLDType',
'NoOfSlashes', 'HasSensitiveKeyword', 'NoOfHyphens', NoOfDots',
'PathDepth’, 'QueryLength’', 'NoOfQueryParams', 'SubDomainLength',
"NoOfRepeatedChars', 'DomainNameLength']

['URLLength', 'DomainLength’', "TLDLength', NoOfLettersinURL',
'LetterRatiolnURL', NoOfDegitsInURL', 'DigitRatiolnURL',
'NoOfEqualsInURL', NoOfQMarkInURL', 'NoOfAmpersandInURL',
'SpacialCharRatiolnURL', TsHTTPS', 'url_digits', 'url_special chars',
'path_length', 'path_digits', 'path_special chars', "TLDType', 'NoOfSlashes',
'HasSensitiveKeyword', NoOfHyphens', NoOfDots', 'PathDepth’,
'IsURLEncoded', 'QueryLength', 'IsIPAddress', 'NoOfQueryParams',
'SubDomainLength', 'NoOfRepeatedChars', 'DomainNameLength']

Top 30

Table 9: The Results of Wrapped-based Feature Selection (WFS)

5.2 Correlation-based Feature Selection(CFS)
5.2.1 Concept of CFS

Correlation-based Feature Selection (CFS) is a technique that chooses features according to
their relationship with the target arguments while reducing redundancy by removing highly
correlated features. The goal is to retain features that are strongly associated with the target
category but unrelated to one another, ensuring that each feature provides unique and relevant
information. Irrelevant features are discarded due to their poor correlation with the target,

while redundant features are filtered out because other selected features already capture their
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information. Although CFS is computationally efficient, it might miss complex nonlinear

relationships between features and the target [51].

5.2.2 CFS In Proposed Phishing Detection Model

The following table 10 displays the CFS feature selection outcomes after traversing the DT,
RF, and XG-Boost hyperparameters and using 5-fold cross-validation. In the CFS feature
selection method, originally, we decided to select the top 30, but only the top 26 were
selected, probably because after CFS removed redundant features and features with very low

target relevance, only 26 features were left.

The Results of Correlation-based Feature Selection (CFS)

Category Feature

['URLLength', 'DomainLength’, TsDomainlP', 'TLDLength', NoOfSubDomain',
'LetterRatiolnURL', NoOfEqualsInURL', 'NoOfQMarkInURL',
'NoOfAmpersandInURL', 'NoOfOtherSpecial CharsInURL',
'SpacialCharRatiolnURL', TsHTTPS', 'path_length', "TLDType', 'NoOfSlashes',
'IsShortenedURL', 'HasSensitiveKeyword', NoOfDots', 'HasRedirection',
'IsURLEncoded']

Top 20

['URLLength', 'DomainLength’, TsDomainlIP', 'TLDLength', NoOfSubDomain',
'LetterRatiolnURL', NoOfEqualsInURL', 'NoOfQMarkInURL',
'NoOfAmpersandInURL', 'NoOfOtherSpecial CharsInURL',

Top 25 'SpacialCharRatiolnURL', TsHTTPS', 'path_length', "TLDType', 'NoOfSlashes',
'IsShortenedURL', 'HasSensitiveKeyword', NoOfDots', 'HasRedirection',
'IsURLEncoded', 'QueryLength', '[sIPAddress', 'DomainAge’,
'SubDomainLength', 'NoOfRepeatedChars']

['URLLength', 'DomainLength’, TsDomainlP', 'TLDLength', NoOfSubDomain',
'LetterRatiolnURL', NoOfEqualsInURL', 'NoOfQMarkInURL',
'NoOfAmpersandInURL', 'NoOfOtherSpecial CharsInURL',

Top 26 'SpacialCharRatiolnURL', TsHTTPS', 'path_length', "TLDType', 'NoOfSlashes',
'IsShortenedURL', 'HasSensitiveKeyword', NoOfDots', 'HasRedirection',
'IsURLEncoded', 'QueryLength', '[sIPAddress', 'DomainAge’,
'SubDomainLength’, 'NoOfRepeatedChars', 'SuspiciousFileExtensions']

Table 10: The Results of Correlation-based Feature Selection (CFS)

71



=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

5.3 Principal Component Analysis(PCA) Feature Selection
5.3.1 Concept of PCA

Principal Component Analysis (PCA) is a dimensionality decreasing technology generally
applied in machine learning and statistics. It transforms the raw features of a dataset into a set
of new, unrelated variables called principal components. These components catch the
maximum variance in the data, with each subsequent component explaining less variance.
PCA is primarily used to simplify datasets, making it easier to visualize and process by

reducing the quantity of features while keeping the most significant information [70].

The key benefit of PCA is its ability to remove redundancy by addressing correlations
between features. When features are highly correlated, PCA consolidates them into fewer
components, helping boost the performance of machine learning models by decreasing
overfitting and computational costs. It is advantageous in domains such as image recognition,

bioinformatics, and finance, where datasets tend to have many variables [70].

However, PCA assumes linear relationships between features, meaning it might not perform
well when the data involves complex, nonlinear interactions. Additionally, while PCA
reduces dimensionality, it may also lead to a loss of comprehensibility since the principal
components are linear combinations of the raw variables, rendering it tough to understand the
role of each individual feature. PCA also requires data to be standardized or normalized

beforehand, as it is sensitive to the scale of the features [70].

In summary, PCA is an effective tool for reducing data dimensionality, minimizing
redundancy, and improving computational efficiency, though it has limitations when dealing

with nonlinearity and interpretability.

5.3.2 PCA In Proposed Phishing Detection Model

As mentioned earlier, PCA transforms the original features into principal components. While
the PCA-based feature selection algorithm ranks the top 20, 25, and 30 principal components,
it does not provide detailed information about the specific features. As a result, the exact

features selected cannot be listed.
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5.4 Linear Discriminant Analysis (LDA) Feature Selection

5.4.1 Concept of LDA

Linear Discriminant Analysis (LDA) is a supervised dimensionality decreasing and
classification method. Its main goal is to discover a projection that maximizes the separation
between distinct classes by maximizing the between-class variance and minimizing the

within-class variance [71].

¢ Maximizing the between-class variance: Maximizing the distance between distinct
classes.

¢ Minimizing the within-class variance: Minimizing the distance between data points
within the same class.

LDA reduces the dimensionality of data by discovering linear combinations of the raw

features that best capture class separability [71].

Application scenarios of LDA [71]:

¢ C(lassification Tasks: LDA is often used in classification problems, especially when the
dataset clearly distinguishes between classes. It works well when the data is linearly
separable.

¢ Dimensionality Reduction: LDA decreases the dimensionality of a dataset by projecting
it into a subspace with fewer dimensions, which helps improve the efficiency of machine
learning models while retaining important discriminative information.

¢ Preprocessing for Other Models: LDA can be used to preprocess data before feeding it

into machine learning models.

Advantages and Disadvantages of LDA [71]:

¢ Advantages:

1) Simplicity and Interpretability: LDA is a simple and easy-to-understand technique,
especially in low-dimensional cases where results can be visually interpreted.

Effective for Linearly Separable Data: LDA works well when the classes are linearly

separable, meaning the relationship between classes can be described using straight lines or

planes.

2) Improves Computational Efficiency: By reducing dimensionality, LDA can enhance the

capability of algorithms by decreasing the number of features needed for training.
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¢ Disadvantages

1) Limited to Linearly Separable Data: LDA assumes that the data is linearly separable,
which limits its effectiveness in complex, non-linear datasets.

2) Assumption of Gaussian Distributions: LDA presumes that the data within each category
follows a Gaussian distribution with the same covariances across categories. If these
assumptions are not met, LDA’s performance may degrade.

3) Sensitivity to Outliers: Outliers can significantly impact the results, as LDA is based on

variance and covariance estimates.

Number of generated features:
The quantity of features generated by Linear Discriminant Analysis (LDA) depends on the
quantity of categories in the classification problem. Specifically, LDA can generate a

maximum of k - 1 features, where k is the quantity of target labels in the dataset [72].

5.4.2 LDA In Proposed Phishing Detection Model

The core component of the raised machine learning-based phishing detection system is a
binary classification model. The answer is phishing or legitimate. Therefore, after using
Linear Discriminant Analysis (LDA) feature selection algorithms, only one new feature was

generated through dimensionality reduction.

5.5 String Kernel-based PCA Feature Selection

5.5.1 Concept of String Kernel-based PCA

String Kernel is a kernel function applied in machine learning, particularly in Support Vector
Machines (SVMs), to measure the similarity between two strings (sequences of characters).
Unlike traditional methods that rely on word-based features, string kernels operate at the
character level, making them useful for capturing patterns and structures within strings, such

as URLs, domains, or text in documents [73].

A string kernel computes the similarity between two strings by identifying shared
subsequences of characters, even if these subsequences are not contiguous. The more
subsequences that two strings share, and the longer those shared subsequences are, the higher

their similarity score will be. This method can be used in text classification to compare
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documents or text-based features without requiring exact matches between words [73].

For example, in the context of a phishing detection dataset, string kernels could be applied to

textual features such as URLs, domain names, or website titles. By analyzing these features at

the character level, string kernels could capture subtle differences between phishing websites

and legitimate websites according to patterns in the text.

1y

2)

3)

1y

2)

3)

Advantages of String Kernels [73]:

Handle non-contiguous subsequences: String kernels are capable of identifying shared
subsequences even if they are interrupted by other characters, allowing them to detect
patterns that traditional word-based methods might miss.

No need for predefined features: Unlike traditional methods, string kernels do not rely on
a fixed vocabulary of words or tokens. This can be particularly useful for tasks involving
noisy data, such as phishing URLs, where patterns may not be consistent.

Effective for small datasets: In situations where training data is limited, string kernels

can capture meaningful character-level patterns without requiring large amounts of data.

Disadvantages of String Kernels [73]:

High computational cost: Calculating string kernels, especially for long strings or large
datasets, can be computationally expensive due to the need to identify and compare all
possible subsequences. This can make them less practical for very large datasets or real-
time systems.

Less effective for numerical or Boolean features: As you correctly mentioned, many
phishing detection features are numerical (e.g., length of URL) or Boolean (e.g.,
presence of HTTPS). String kernels are not inherently designed for these types of
features, limiting their utility in cases where non-textual features dominate.

Difficulty with interpretability: Since string kernels operate at the character level,
understanding and interpreting the specific patterns they capture can be challenging,

especially in comparison to more interpretable methods like decision trees.

All in all, in the context of phishing detection, string kernels might be useful for analyzing

features like URLs and domains but may have a limited impact when most features are

numerical or Boolean. The high computational cost and potential difficulty in interpreting the
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results further reduce their practical applicability in this domain. However, for tasks that
heavily rely on string-based features, such as text classification, string kernels can be a
powerful tool for uncovering hidden patterns or relationships that word-based methods may
not be able to detect. As a result, string kernels can help better understand the complex

relationships in text data [73].

5.5.2 String Kernel-based PCA In Proposed Phishing Detection Model

The proposed model uses 3-grams to capture the string in the ULRs, and each string has three
characters. The String Kernel needs a lot of resources and time; therefore, after splitting the
dataset into training and testing data, organize the training and testing data into groups of
5,394 instances each. Small data groups greatly accelerate the processing speed and reduce
the configuration requirements of the computer. The detailed process of String Kernel-based
PCA has four steps.

1) Divide the training and testing data into smaller batches. The training data is separated
into 40 batches, and the testing data is separated into 10 batches.

2) Each batch generates a 5394x5394 kernel matrix. The rows represent samples (URLs),
while the columns represent features generated by 3-grams. This matrix captures the
similarity between samples based on the n-grams features.

3) Perform PCA for dimensionality reduction on each kernel matrix. The PCA algorithm is
applied to the 5394x5394 matrices, reducing them to matrices based on the top 20, top
25, and top 30 principal components. This step retains the most informative features
from each batch.

4) Use the stacking technique to combine the PCA-reduced matrices from all batches. This
results in the final reduced feature matrix, which is applied to train the machine learning

model.

In conclusion, string kernel-based PCA omits the 37 generated features. It extracts the string
from the URLs and calculates the similarity between them. Therefore, data scaling does not
impact this feature selection algorithm, and the dataset without data scaling is applied to

string kernel-based PCA feature selection.
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6 Machine Learning-based Model Training

Decision Tree (DT), Random Forest (RF), and Extreme Gradient Boosting (XG-boost) are
applied in this phishing detection system to train the model and predict the experiment results
through various feature selection methods and datasets with scaling and not. The
hyperparameter tuning method is used to discover the best parameters on each machine

learning model to achieve higher accuracy and performance.

6.1 Decision Tree

A decision tree is a commonly used classifier that represents the recursive partitioning of the
instance space. It is structured in the form of a tree, with every internal node on behalf of a
test on an attribute and every branch indicating the consequence of the test. The leaves of a
tree correspond to class labels or probabilities for classification. Decision trees are favoured
for their straightforwardness and clarity, making them useful across diverse fields, including

machine learning, data, pattern recognition, and mining statistics [74].

6.1.1 Concept of Decision Trees

A decision tree is constructed by recursively dividing the data using attributes that most
effectively partition the instance space. Each node in the tree represents an attribute, and the
branches stemming from the node indicate the possible values or ranges for that attribute. The
attribute values guide the classification path as the tree is traversed from the root to a leaf.
Each path from the root to a leaf can be interpreted as a decision rule. For example, if a
decision tree is employed to classify phishing websites by determining whether they are
legitimate, it might have branches that split based on factors such as URL Length and TLD
Length [74].

6.1.2 Application of Decision Trees

Decision trees are talented and can be applied in both classification and regression missions.
They can deal with both categorical and numerical data, rendering them suitable for various
applications. In classification tasks, the tree categorizes data points into discrete labels, while
in regression tasks, it predicts continuous values. Decision trees are also highly effective in
situations where interpretability is crucial. For instance, businesses often use decision trees to

understand customer behaviour, as the models are easy to interpret and visualize [74].
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6.1.3 Algorithms for Decision Trees

¢ ID3 (Iterative Dichotomiser 3): This is one of the simplest algorithms that uses
information gain to split the dataset. It continues splitting until all instances belong to a
single class or when no further information gain can be achieved [74].

¢ (C4.5: An evolution of ID3, C4.5 uses gain ratio instead of information gain to handle
cases where the dataset contains numerical attributes or missing values. It also applies
post-pruning to reduce overfitting [74].

¢ CART (Classification and Regression Trees): Unlike ID3 and C4.5, which can create
multi-way splits, CART constructs binary trees. It uses the Gini index as its splitting
criterion and supports both classification and regression tasks [74].

¢ CHAID (Chi-squared Automatic Interaction Detection): This method performs statistical
tests to identify the best splits, focusing on creating homogeneous groups based on the
target attribute. It is often used for nominal data [74].

¢ QUEST: A more recent algorithm, QUEST, aims to create unbiased and efficient
decision trees by using statistical tests such as the Analysis of Variance F-test for

continuous attributes and Pearson’s chi-square for categorical attributes [74].

6.1.4 Pros and Cons of Decision Trees

¢ Advantages of Decision Trees

1) Interpretability: Decision trees are intuitive and can be easily visualized. The simplicity
of the model makes it comprehensible even to non-experts [74].

2) Handling Missing Values: Certain algorithms like C4.5 can deal with missing data
effectively, which makes them robust in real-world applications [74].

3) Flexibility: Decision trees could deal with both categorical and numerical attributes and
could be adapted to classification and regression missions [74].

4) Non-parametric: Decision trees do not make suppositions about data distribution, making

them suitable for a wide variety of issues [74].

¢ Disadvantages of Decision Trees

1) Greedy Splitting: Decision trees use greedy algorithms to discover the optimal split at
every node, which might not result in the globally optimal tree. This can limit their
performance in complex scenarios where interactions between multiple attributes are

important [74].
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2) Instability: Minor changes in the data can cause significantly distinct trees, which affects

the model’s robustness [74].

3) Overfitting: Decision trees can become overly complex, especially when allowed to

grow without constraint. This makes them susceptible to overfitting, causing the model

to fit the training data too precisely and perform poorly on unseen data [74].

In summary, decision trees are a strong and interpretable approach for both classification and

regression. While they are prone to overfitting and instability, techniques like pruning and

ensemble methods (such as random forests) can mitigate these issues.

6.1.5 Decision Tree In Proposed Phishing Detection Model

This study constructs a phishing website detection system according to machine learning

using CART decision trees (DT) and determines the best hyperparameters for DT, including

max_depth, min_samples_split, and min_samples_leaf, by utilizing grid search.

Model Data scaled or Featu_re Feature Hyperparameters
not selection numbers
top20 {'max_depth" 20, 'min_samples_leaf': 1, 'min_samples_split': 2}
WEFS top25 {'max_depth": 15, 'min_samples_leaf': 1, 'min_samples_split': 2}
top30 {'max_depth": 15, 'min_samples_leaf': 1, 'min_samples_split': 2}
top20 {'max_depth": 20, 'min_samples_leaf': 1, 'min_samples_split': 2}
CFS top25 {'max_depth": 20, 'min_samples_leaf": 1, 'min_samples_split': 10}
top26 {'max_depth" 20, 'min_samples_leaf": 1, 'min_samples_split": 10}
without scaled top20 {'max_depth': 15, 'min_samples_leaf": 2, 'min_samples_split': 2}
PCA top25 {'max_depth": 15, 'min_samples_leaf': 1, 'min_samples_split": 5}
top30 {'max_depth': 15, 'min_samples_leaf": 1, 'min_samples_split': 5}
LDA {'max_depth'": 20, 'min_samples_leaf': 1, 'min_samples_split": 2}
top20 {'max_depth": 10, 'min_samples_leaf': 1, 'min_samples_split": 5}
DT StrinPgCKAernel top25 {'max_depth": 10, 'min_samples_leaf": 1, 'min_samples_split": 10}
top30 {'max_depth": 10, 'min_samples_leaf': 2, 'min_samples_split": 10}
top20 {'max_depth'": 20, 'min_samples_leaf': 1, 'min_samples_split': 2}
WEFS top25 {'max_depth'": 15, 'min_samples_leaf': 1, 'min_samples_split": 2}
top30 {'max_depth': 15, 'min_samples_leaf': 1, 'min_samples_split': 2}
top20 {'max_depth" 20, 'min_samples_leaf': 1, 'min_samples_split': 2}
CFS top25 {'max_depth": 20, 'min_samples_leaf" 1, 'min_samples_split": 10}
sealed top26 {'max_depth': 20, 'min_samples_leaf": 1, 'min_samples_split': 10}
top20 {'max_depth": 15, 'min_samples_leaf': 1, 'min_samples_split": 2}
PCA top25 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 5}
top30 {'max_depth": 20, 'min_samples_leaf': 1, 'min_samples_split': 2}
LDA {'max_depth'": 20, 'min_samples_leaf': 1, 'min_samples_split': 2}

Table 11: Selected Hyperparameters of Decision Tree (DT)
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The above table 11 shows the selected hyperparameters for the decision tree model. The
specific hyperparameter configuration used in the grid search is as follows: max_depth =[5,
10, 15, 20], min_samples_split =[2, 5, 10], and min_samples_leaf = [1, 2, 4] to find the best
configuration for the model. The DT model will traverse all 36 (4 x 3 x 3) hyperparameter
combinations to obtain the best parameters for training and testing the phishing detection

system.

6.2 Random Forest

6.2.1 Concept of Random Forests

A random forest is essentially an aggregate of decision trees, where each tree is trained on a
unique random subset of the data. Randomness is introduced in two ways: by using bootstrap
samples from the training data (bagging) and by selecting a random subset of features at each
split in the tree. This method helps lower the model’s variance and minimizes the risk of
overfitting, a common problem with single decision trees. For classification missions, the
random forest algorithm combines the predictions of all the trees through most voting. In
regression missions, it averages the outputs from all trees. This results in a model that is
generally more accurate and stable than individual decision trees, thanks to the reduced

overfitting risk [75].

6.2.2 Application of Random Forests

Random forests are widely used in both classification and regression problems. They are
especially effective for high-dimensional datasets with numerous features, as the model could
efficiently handle vast amounts of data and ignore irrelevant features. Common applications
include:
1. Classification tasks: Random forests are often used for spam detection, image
classification, and medical diagnosis.
2. Regression tasks: They are also used to predict continuous outcomes such as stock
prices, sales forecasting, and environmental modelling.
3. Handling missing data: Random forests could deal with datasets with missing values
by estimating them using proximities between observations [75].
4. Variable importance: The algorithm provides a natural way to rank the significance of

various variables in the dataset, which is useful in feature selection [75].
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6.2.3 Algorithms for Random Forests

The random forest algorithm is founded on two core concepts:

1) Bagging (Bootstrap Aggregating): This approach trains multiple trees on various subsets
of the training data, with each subset generated by sampling the initial data with
substitution. This technique reduces the variance of the model by ensuring that every tree
is trained on a slightly distinct dataset [75].

2) Random Feature Selection: At every node, only a random subset of features is taken into
account when splitting the data. This ensures that the trees are decorrelated, reducing

variance and preventing overfitting [75].

The default parameters for random forests in classification tasks typically use the square root
of the quantity of features at every split, while in regression tasks, one-third of the features
are considered. The quantity of trees in the forest is another important parameter; generally,
increasing the quantity of trees improves the capability of the model but also increases

computational cost [75].

6.2.4 Pros and Cons of Random Forests

¢ Advantages of Random Forests

1) Robustness to overfitting: Owing to the ensemble method, random forests are less
susceptible to overfitting than standalone decision trees, especially when there are many
trees [75].

2) Handle high-dimensional data: They perform effectively even when the quantity of
features greatly exceeds the quantity of samples.

3) Internal error estimation: The algorithm has a built-in mechanism for estimating the
generalization error using out-of-bag (OOB) samples, which can be used instead of
cross-validation [75].

4) Versatility: Random forests can deal with both classification and regression tasks and are
also robust to missing data. Additionally, they provide an effective measure of variable
importance, making them useful for feature selection [75].

¢ Disadvantages of Random Forests

1) Interpretability: While decision trees are easy to interpret, a random forest, being an
aggregate of numerous trees, can be more difficult to understand and visualize [75].

2) Computationally expensive: Training a large number of trees requires significant
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computational resources and memory, particularly for large datasets [75].

3) Sensitivity to noisy data: Though random forests are generally robust, noisy data can still

affect them, especially if the noise is present in many features [75].

In conclusion, random forests are a forceful and talented machine-learning algorithm. They

combine the advantages of decision trees with the robustness of ensemble learning, rendering

them appropriate for a broad range of scenarios [75].

6.2.5 Random Forest In Proposed Phishing Detection Model

This research establishes a random forest model for phishing recognition, with

hyperparameters optimized through grid search. The tuned hyperparameters include

n_estimators, max_depth, min_samples_split, and min_samples_leaf.

Model Data scaled or Featqre Feature Hyperparameters
not selection numbers

top20 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators': 200}

WES top25 {'max_depth": 20, 'min_samples leaf: 1, 'min_samples_split": 5, 'n_estimators': 200}

top30 {'max_depth": 20, 'min_samples_leaf": 1, 'min_samples_split': 2, 'n_estimators': 200}

top20 {'max_depth': 20, 'min_samples leaf': 1, 'min_samples_split": 5, 'n_estimators" 200}

CFS top25 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators': 200}

Top26 {'max_depth" 20, 'min_samples_leaf": 1, 'min_samples_split": 5, 'n_estimators': 50}

without scaled top20 {'max_depth'": 15, 'min_samples_leaf': 1, 'min_samples_split" 2, 'n_estimators': 200}
PCA top25 {'max_depth': 15, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators": 200}

top30 {'max_depth": 20, 'min_samples_leaf": 2, 'min_samples_split': 2, 'n_estimators" 100}
LDA {'max_depth": 20, 'min_samples_leaf": 2, 'min_samples_split': 2, 'n_estimators": 200}

top20 {'max_depth': 20, 'min_samples_leaf": 2, 'min_samples_split': 2, 'n_estimators": 200}

RF Strinlégclrrnel top25 {'max_depth": 20, 'min_samples_leaf': 1, 'min_samples_split": 5, 'n_estimators": 200}
top30 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 5, 'n_estimators": 200}

top20 {'max_depth": 20, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators" 200}

WES top25 {'max_depth": 20, 'min_samples_leaf": 1, 'min_samples_split': 2, 'n_estimators': 200}

top30 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators': 200}

top20 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 5, 'n_estimators": 200}

CFS top25 {'max_depth": 20, 'min_samples_leaf': 1, 'min_samples_split": 2, 'n_estimators": 200}

sealed Top26 {'max_depth": 20, 'min_samples_leaf": 1, 'min_samples_split': 2, 'n_estimators': 200}
top20 {'max_depth'": 20, 'min_samples_leaf": 1, 'min_samples_split": 5, 'n_estimators': 100}

PCA top25 {'max_depth': 20, 'min_samples_leaf': 1, 'min_samples_split": 5, 'n_estimators": 200}

top30 {'max_depth": 20, 'min_samples leaf: 1, 'min_samples_split": 5, 'n_estimators': 200}

LDA {'max_depth': 20, 'min_samples_leaf": 2, 'min_samples_split": 2, 'n_estimators": 200}

Table 12: Selected Hyperparameters of Random Forest (RF)
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The above table 12 shows the selected hyperparameters for the random forest model. The
specific configuration for grid search is as follows: n_estimators = [50, 100, 200], max_depth
=[5, 10, 15, 20], min_samples_split=[2, 5, 10], and min_samples_leaf =[1, 2, 4]. This
process identifies the optimal settings for the model. The RF model will traverse all 108 (3 x
4 x 3 x 3) hyperparameter combinations to find the most suitable hyperparameters for the

proposed phishing detection system.

6.3 Extreme Gradient Boosting

XG-Boost is a powerful machine learning algorithm that utilizes the concept of gradient
boosting. It has become highly popular because of its strong performance and efficiency in a
wide range of data science tasks, particularly in competitions like Kaggle. XG-Boost is
known for being scalable and highly optimized for both speed and accuracy, rendering it

well-suited for intricate datasets and large-scale machine learning problems [76].

6.3.1 Concept of XG-Boost

XG-Boost constructs an ensemble of decision trees in a sequential manner, with each new
tree trained to rectify the errors of the preceding ones. At each step, XG-Boost fits the
residuals (the discrepancy between the actual and predicted values) from the previous model,
effectively reducing errors iteratively. XG-Boost imports a regularization item to the loss
function, which helps reduce the complexity of the trees and prevent overfitting. This makes
XG-Boost more robust than traditional gradient boosting algorithms. Additionally, XG-Boost
can efficiently handle sparse data and missing values using a sparsity-aware algorithm during

split finding [76].

6.3.2 Application of XG-Boost

XG-Boost is extensively utilized in various machine learning applications, including:

1) Classification tasks: XG-Boost is commonly used for classification problems such as
spam detection, sentiment analysis, and fraud detection.

2) Regression tasks: It can also be used to predict continuous outcomes, including financial
modelling, energy usage prediction, and sales forecasting.

3) Ranking tasks: XG-Boost can be applied in ranking tasks, such as search engine ranking
or recommendation systems.

4) Structured/tabular data: XG-Boost excels in handling structured or tabular data, which is
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a common data format in business and research [76].

6.3.3 Algorithms for XG-Boost

XG-Boost is a specific implementation of gradient boosting that incorporates several

enhancements:

1) Gradient Boosting: XG-Boost fundamentally relies on gradient boosting, where trees are
added sequentially to minimize the errors of previous models. Each tree is built using the
gradients or residuals of the loss function [76].

2) Regularization: One of the key features of XG-Boost is its regularization mechanism,
which adds terms to the loss function to penalize model complexity. This reduces
overfitting and improves model generalization [76].

3) Sparsity-aware split finding: XG-Boost employs a sparsity-aware algorithm to handle
missing data efficiently. This allows it to process sparse datasets without compromising
performance [76].

4) Parallel computation: XG-Boost uses parallel and distributed computing techniques to
optimize the training process, significantly speeding up model training, especially for

large datasets [76].

6.3.4 Pros and Cons of XG-Boost
¢ Advantages of XG-Boost

1) High performance: XG-Boost has consistently demonstrated superior accuracy in various
machine learning competitions and applications. Its ability to minimize errors by
iteratively improving models makes it highly effective [76].

2) Regularization: The built-in regularization helps prevent overfitting, a common issue in
gradient boosting models. This leads to a better generalization of unseen data [76].

3) Processing missing data: XG-Boost can natively deal with missing data, which is a
significant advantage when handling real-world datasets that often include incomplete
information [76].

4) Speed and efficiency: XG-Boost is highly optimized for speed and memory usage,
making it much faster than traditional gradient boosting implementations. It can leverage
hardware capabilities for parallel and distributed computing [76].

5) Flexibility: XG-Boost is suitable for both classification and regression jobs, and its

versatility enables it to be applied to a broad range of problems across industries [76].
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¢ Disadvantages of XG-Boost

1) Parameter tuning: XG-Boost is sensitive to hyperparameter settings, and finding the
optimal configuration often requires extensive tuning, which can be time-consuming.
Without proper tuning, the model’s performance may degrade [76].

2) Computational cost for large datasets: Although XG-Boost is fast compared to other
gradient boosting implementations, training large-scale models can still be
computationally expensive, especially when performing hyperparameter optimization
[76].

3) Not always the best choice: In some cases, XG-Boost may not outperform simpler
models like random forests, particularly when the dataset is noisy, or the data structure

doesn’t benefit from boosting techniques [76].

All in all, XG-Boost is an extremely efficient and powerful machine learning approach that
has become a go-to tool for data scientists, especially in classification and regression
missions. Its advantage comes from its capacity to handle intricate datasets efficiently and
accurately, while also utilizing regularization to mitigate overfitting. However, XG-Boost
requires careful hyperparameter tuning to achieve optimal performance, and it might not
always be the optimal option in every scenario. Despite these challenges, XG-Boost remains

a top choice for high-performance machine learning tasks [76].

6.3.5 XG-Boost In Proposed Phishing Detection Model

This research constructs a phishing detection platform based on XG-Boost utilizing 5-fold
cross-validation and hyperparameter tuning. The hypermeter to optimize the XG-Boost
includes: n_estimators =[50, 100, 200], max_depth = [3, 5, 7, 10], learning_rate =[0.01, 0.1,
0.2], subsample = [0.8, 1.0], and colsample bytree = [0.8, 1.0]. The XGBoost model will try
all 144 (3 x 4 x 3 x 2 x 2) hyperparameter combinations to obtain the best parameters to train
and test the proposed phishing detection model. The following table 13 lists the selected
hyperparameters for XG-Boost.
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Model Data scaled or Feature Feature Hyperparameters
ode not selection numbers yperp
20 {'colsample_bytree': 1.0, 'learning_rate": 0.2, 'max_depth": 10, 'n_estimators': 50,
top 'subsample': 1.0}
{'colsample bytree'": 0.8, 'learning_rate': 0.2, 'max_depth": 10, 'n_estimators": 100,
WES top25 'subsample': 1.0}
{'colsample_bytree": 0.8, 'learning_rate': 0.1, 'max_depth": 10, 'n_estimators': 200,
top30 'subsample': 1.0}
{'colsample bytree': 1.0, learning_rate': 0.2, 'max_depth': 7, 'n_estimators": 200,
top20 'subsample': 1.0}
{'colsample_bytree": 0.8, learning_rate": 0.2, 'max_depth": 5, 'n_estimators': 200,
CFS top25 'subsample': 1.0}
{'colsample_bytree': 0.8, 'learning_rate': 0.2, 'max_depth': 5, 'n_estimators": 200,
Top26 'subsample': 1.0}
. 20 {'colsample bytree': 0.8, 'learning_rate': 0.1, 'max_depth'": 7, 'n_estimators": 200,
without scaled top. 'subsample’: 0.8}
{'colsample_bytree" 0.8, 'learning_rate': 0.2, 'max_depth": 10, 'n_estimators': 200,
PCA top25 'subsample': 1.0}
{'colsample_bytree'": 0.8, 'learning_rate': 0.2, 'max_depth" 10, 'n_estimators": 100,
Top30 'subsample': 1.0}
{'colsample bytree" 0.8, 'learning_rate': 0.01, 'max_depth'": 3, 'n_estimators': 200,
LDA 'subsample': 1.0}
t0p20 {'colsample bytree": 0.8, 'learning_rate": 0.1, 'max_depth" 10, 'n_estimators': 200,
. 'subsample': 1.0}
XG- String {'colsample_bytree": 0.8, 'learning_rate": 0.1, 'max_depth" 10, 'n_estimators': 200,
Boost Kernel top25 'subsample': 1.0
PCA p }
{'colsample_bytree" 1.0, 'learning_rate': 0.2, 'max_depth" 5, 'n_estimators': 200,
top30 'subsample': 1.0}
ton20 {'colsample_bytree": 1.0, 'learning_rate": 0.2, 'max_depth": 10, 'n_estimators': 50,
P 'subsample': 1.0}
{'colsample_bytree'": 0.8, 'learning_rate': 0.2, 'max_depth": 10, 'n_estimators": 100,
WES top25 'subsample': 1.0}
20 {'colsample bytree": 0.8, learning_rate'": 0.1, 'max_depth" 10, 'n_estimators" 200,
top 'subsample': 1.0}
{'colsample bytree'": 1.0, learning_rate': 0.2, 'max_depth'": 7, 'n_estimators" 200,
top20 'subsample': 1.0}
{'colsample_bytree" 0.8, 'learning_rate': 0.2, 'max_depth": 5, 'n_estimators': 200,
scaled CFS top25 'subsample’: 1.0}
{'colsample_bytree': 0.8, 'learning_rate': 0.2, 'max_depth": 5, 'n_estimators': 200,
Top26 'subsample': 1.0}
{'colsample_bytree" 1.0, 'learning_rate': 0.2, 'max_depth": 5, 'n_estimators': 200,
top20 'subsample': 1.0}
PCA {'colsample_bytree': 0.8, 'learning_rate': 0.2, 'max_depth": 7, 'n_estimators": 100,
top25 'subsample': 1.0}
Ton30 {'colsample bytree': 1.0, 'learning_rate': 0.2, 'max_depth': 3, 'n_estimators": 200,
op 'subsample': 0.8}
LDA {'colsample bytree" 0.8, 'learning_rate': 0.01, 'max_depth': 3, 'n_estimators': 200,

'subsample': 1.0}

Table 13: Selected Hyperparameters of XG-Boost

6.4 The Distinguish Between DT, RF and XG-Boost

The key difference between Decision Tree (DT), Random Forest (RF), and Extreme Gradient

Boosting (XG-Boost) lies in their structure and how they build their models.

A Decision Tree (DT) is a model that consists of a single tree, which classifies data by

making a sequence of decisions based on feature values. It can readily overfit the training
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data since it continues splitting until all leaves are pure [74] [75].

In contrast, Random Forest (RF) is a collective approach made up of numerous decision trees.
Every tree in a random forest is built independently and trained on distinct random samples
of the data using bootstrapping, and a random subset of features is used at every split. The
independence among trees in RF aids in minimizing overfitting and enhances the
generalization of the model. The final outcome is determined by averaging the outputs of all

trees for regression models or using most voting for classification models [75].

XG-Boost also uses multiple trees, but the trees are built sequentially, unlike in the Random
Forest. Each tree in XG-Boost is trained to address the mistakes offered by the preceding
trees, meaning that the trees are dependent on each other. This method is called boosting,
where every new tree attempts to minimize the residuals and errors of the preceding trees.
XG-Boost also introduces regularization to manage the complexity of the model, reducing

overfitting [76].

In summary, DT is a single tree prone to overfitting, RF is a collection of independent trees,
and XG-Boost is a collection where each tree depends on the predictions of the previous one
[74][75][76].

The following chart 17 shows the structure of the DT, RF, and XG-Boost models.
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Figure 17: Structure of DT, RF, and XG-Boost [77]
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6.5 Results Prediction

The previous chapters covered data collection, cleaning, normalization, scaling, feature
removal, generation, and selection. After data preprocessing, hyperparameter tuning is
applied to train the model for optimal performance. In the prediction phase, 20% of the

testing data is input into the pre-trained model to obtain the experimental results.

The following chart 18 shows the course of training the machine learning model.
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Figure 18: Machine Learning Model Training Process
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7 Experiment Result Evaluation

After training the model and predicting the classification results, the model should use some
standards to evaluate its capability and choose the best machine learning-based model for the
phishing detection platform, including Confusion matrix, Receiver Operating

Characteristic(ROC), Area Under the Curve(AUC), Gini, and detection time.

7.1 Evaluation Norms

Confusion matrix: It will assess the model using four metrics: True Positive (TP), False

Positive (FP), False Negative (FN), and True Negative (TN).

TP: True positive on behalf of the quantity of rightly classified phishing.

TN: True negative on behalf of the quantity of rightly classified legal websites.

FP: False positive on behalf of the quantity of legal websites classified as phishing.
FN: False negative on behalf of the quantity of phishing classified as legal websites.

The figure 19 below is the confusion matrix.

Predicted values

Confusion matrix sheet

Postive Negative

Positive TP

Actual values
Negative

Figure 19: The Confusion Matrix Sheet

This Research will use the following formulas to assess the model's capability: accuracy,
precision, recall and F-score [78].

Accuracy: This is the right prediction ratio of the classification model.

TP+TN
TP+TN+ FP+FN

Accuracy =

Precision: This is the right prediction ratio for the discovered phishing.

TP

P . s —
recision TP + FP
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Recall: This is the right prediction ratio for all the phishing in the dataset.

Recall = —TP
T TPYFN
F-score: This is the harmonic mean of the precision and recall.

Precision X Recall
F —score =2 x

Precision + Recall

ROC: It is among the most adopted norms to assess the capability of the model and uses
two metrics to plot relationships, including True Positive Rate(TPR) on the y-axis and False

Positive Rate(FPR) on the x-axis. The two metrics have a positive relationship [79].

TPR = TPT-I—PFN TPR represents the cases predicted correctly in all positive cases.
FPR = FPF+PTN FPR represents the cases predicted incorrectly in all negative cases.

AUC: It is applied to measure the capability of the classification model. The value of AUC

is between 0 and 1. The closer to 1, the better the classification ability of the model.

Gini: It is an adjusted AUC value. It is between -1 and 1. A value less than 0 means the

model is worse than the random classification. The closer to 1, the better the model is.

Gini =2 xXAUC—-1

Detection time: It represents the time spent by the model to predict an outcome in the

testing data. As highlighted earlier, detection time is critically important for a phishing
detection system, as it must operate in real-time environments. The system should be able to
quickly analyze and judge whether a target website is legal or malicious, providing users with
timely feedback to prevent potential threats. Rapid response is essential to ensure users are

protected before any harm can occur.

7.1.1 Real-time Phishing Detection

Users visit websites and exchange emails anytime in the real-time environment. Therefore,
real-time phishing detection technology is very important. The system should filter the

phishing websites or emails before users browse them. Machine learning(ML) and artificial
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intelligence(Al) are vital in phishing recognition. They can increase the detection accuracy
and time after using massive data for training [80]. Therefore, this research uses various
machine learning models with different kinds of feature selection algorithms to create a

phishing detection system.

7.1.2 How Real-time Detection Works?

The requests of websites or emails will be input into the detection system for analysis and
checking when the users send or receive the requests. The websites or emails will be
prevented and added to the blacklist if it is determined as phishing. The logs will be sent to
SIEM for storage and analysis. On the other hand, the websites or emails will be released and
added to the whitelist if they are not phishing. Then, the terminal users can browse the

websites or emails.

The following figure 20 is the real-time detection process.

Phishing

Blacklist

Whitelist

Send logs in SIEM

Terminal users

Figure 20: Real-time Detection Process

7.2 Experiment Results of Proposed Model

This part introduces the experimental outcome based on the previously defined norms. The

evaluation metrics are prioritized in the following order: F-score > ROC AUC > Recall >
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Accuracy > Precision > Gini. However, detection time remains a key factor when choosing
the most appropriate machine learning model for phishing detection. The F-score reflects the
model's effectiveness in identifying phishing websites. ROC AUC indicates the model's
performance to differ between phishing and legal sites. Recall measures the proportion of
correctly detected phishing websites, highlighting the model’s capacity to decrease false
negatives. Accuracy reflects the model's holistic classification capability. Precision quantifies
the proportion of correctly identified phishing websites among all predicted phishing sites,
indicating the model's capacity to decrease false positives. Gini, like ROC AUC, serves as a

measure to differentiate phishing from legitimate sites.

7.2.1 Experiment Results of Decision Tree

The following table 14 lists the experiment results of the Decision Tree on various feature
selection algorithms. The CFS-based Decision Tree model reaches the highest F-score
(0.9976) on both the top 25 and top 30 features. When considering the detection time, CFS
with the top 25 is the best one in the DT model, and the data without scaling can reflect the

real situation of the dataset.

The performance of various feature selection algorithms on DT is as follows: CFS > WFS >

PCA > LDA > String Kernel PCA. Data without scale is better than data with scale.

Operation time is very similar on data scaled or without data scaled.

¢ Operation time: Data scaling has little impact on the runtime of the model and can
generally be ignored because scaling does not reduce the dataset's complexity but only
modifies the feature values.

¢ Data scale: Tree-based models like DT do not require data scaling, as they split data
based on feature thresholds rather than absolute values. While scaling does not
inherently impact the model's logic, it may alter the distribution or relative importance of
features, such as reducing URLLength from 100 to 10, which can indirectly affect splits
and potentially decrease the model's performance. Therefore, scaling is generally
unnecessary and may negatively impact tree-based models.

¢ Feature selection: PCA and LDA rely heavily on strong linear relationships for feature
selection, while String Kernel PCA captures complex non-linear relationships. CFS and
WES, on the other hand, can handle weak linear correlations and adapt to non-linear data

depending on the model used. Therefore, PCA, LDA, and String Kernel PCA perform
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worse than CFS and WFS because the dataset applied in this machine learning system

shows weak linear correlations overall but includes a few significant linear correlations,

as shown in Figure 21. This prevents PCA and LDA from effectively capturing strong

linear relationships, and String Kernel PCA fails to fully capture the non-linear

relationships in the dataset. CFS outperforms WFS in the DT model because it

effectively removes redundant features and selects those with weak linear correlations to

the target variable, whereas WFS's performance depends on the specific model used and

may not fully leverage weak linear correlations.

Model Z]Cj{lllt% sif:(:‘[‘?iroil rili?l%ler:s Accuracy | Precision | Recall SCIZ)-re igg Gini time
top20 | 0.9974 | 0.9957 | 0.9992 | 0.9974 | 0.9978 | 0.9956 | 13.2703

WFS | top25 | 0.9975 | 0.9956 | 0.9994 | 0.9975 | 0.9984 | 0.9967 | 15.5492

top30 | 0.9975 | 0.9956 | 0.9995 | 0.9975 | 0.9982 | 0.9964 | 17.9153

top20 | 0.9971 | 0.9954 | 0.9989 | 0.9971 | 0.9975 | 0.9949 | 4.9427

CFS top25 | 0.9976 | 0.9959 | 0.9993 | 0.9976 | 0.9981 | 0.9961 | 5.9753

. Top26 | 0.9976 | 0.9959 |0.9993 | 0.9976 | 0.9981 | 0.9961 | 6.2653
Vléii‘éﬁt top20 | 0.9969 | 0.9947 | 0.9991 | 0.9969 | 0.9970 | 0.994 | 40.2271
PCA | top25 | 0.9968 | 0.9949 | 0.9986 | 0.9968 | 0.9966 | 0.9933 | 65.514

Top30 | 0.9967 | 0.9950 | 0.9985 | 0.9967 | 0.9967 | 0.9934 | 80.2894

LDA 0.9929 | 0.9891 | 0.9967 | 0.9929 | 0.9919 | 0.9838 | 6.7575

Sting |_10p20 | 09878 | 09761 | 1.0000 | 0.9879 | 0.9923 | 0.9845 | 173.115

DT Kernel | top25 | 0.9873 | 0.9754 | 0.9998 | 0.9875 | 0.9913 | 0.9825 | 217.8356
PCA 1 op30 | 09873 | 09753 | 0.9998 | 0.9874 | 0.9913 | 0.9826 | 268.0714

top20 | 0.9974 | 0.9957 | 0.9992 | 0.9974 | 0.9978 | 0.9956 | 11.8935

WFS | top25 | 0.9975 | 0.9956 | 0.9994 | 0.9975 | 0.9984 | 0.9967 | 16.0559

top30 | 0.9975 | 0.9956 | 0.9995 | 0.9975 | 0.9982 | 0.9964 | 18.1306

top20 | 0.9971 | 0.9954 | 0.9989 | 0.9971 | 0.9975 | 0.9949 | 4.592

g | CTS top25 | 0.9976 | 0.9959 | 0.9993 | 0.9976 | 0.9980 | 0.9961 | 5.5559
Top26 | 0.9976 | 0.9959 | 0.9993 | 0.9976 | 0.9980 | 0.9961 | 6.1604

top20 | 0.9969 | 0.9948 | 0.9989 | 0.9969 | 0.9969 | 0.9939 | 54.1293

PCA | top25 | 09967 | 0.9946 | 0.9988 | 0.9967 | 0.9966 | 0.9933 | 68.3925

Top30 | 0.9968 | 0.9947 | 0.9989 | 0.9968 | 0.9966 | 0.9932 | 80.8717

LDA 0.9929 | 0.9891 | 0.9967 | 0.9929 | 0.9919 | 0.9838 | 7.0232

Table 14: Experiment Reults of DT
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Figure 21 Dataset Heatmap

7.2.2 Experiment Results of Random Forest

The following table 15 presents the experimental results of Random Forest using various
feature selection algorithms. The WFS with the top 25 features, both with and without data
scaling, the CFS with the top 26 features without data scaling, and the CFS with the top 25
features with data scaling all achieved the highest F-score (0.9978). The CFS model with the
top 25 features and the WFS model with the top 25 features after data scaling achieved the
highest ROC AUC value (0.9988). However, the WFS with the top 25 features and data
scaling achieved a higher Recall (0.9977) than the CFS model. The detection time for RF
methods is consistently longer than for DT models due to the greater computational demands

of Random Forest.
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Feature | Feature .. F- ROC .. .
Model | scaled . Accuracy | Precision | Recall Gini time
or not selection | numbers score AUC

top20 0.9973 0.9952 | 0.9995 | 0.9973 | 0.9986 | 0.9973 | 879.2846

WFS top25 0.9978 0.9959 | 0.9997 | 0.9978 | 0.9987 | 0.9974 | 1057.448

top30 0.9977 0.9959 | 0.9996 | 0.9977 | 0.9987 | 0.9974 | 1073.295

top20 0.9973 0.9952 | 0.9994 | 0.9973 | 0.9986 | 0.9973 | 566.9282

CFS top25 0.9977 0.9959 | 0.9995 | 0.9977 | 0.9988 | 0.9975 | 618.5454

Top26 0.9978 0.9959 | 0.9996 | 0.9978 | 0.9986 | 0.9973 | 613.3675

st(igizgt top20 0.9976 0.9957 | 0.9995 | 0.9976 | 0.9986 | 0.9972 | 2413.76
PCA top25 0.9977 0.9957 | 0.9996 | 0.9977 | 0.9986 | 0.9973 | 2913.889

Top30 0.9976 0.9958 | 0.9995 | 0.9976 | 0.9987 | 0.9973 | 2914.864

LDA 0.9927 0.9896 | 0.9958 | 0.9927 | 0.9977 | 0.9954 | 1313.302

String top20 0.9893 0.9790 1.000 | 0.9894 | 0.9970 | 0.9939 | 7652.005

RF Kernel top25 0.9893 0.9790 1.000 | 0.9894 | 0.9968 | 0.9935 | 9609.868
PCA top30 0.9892 0.9787 1.000 | 0.9893 | 0.9967 | 0.9934 | 9695.764

top20 0.9974 0.9953 | 0.9995 | 0.9974 | 0.9986 | 0.9973 | 918.5892

WFS top25 0.9978 0.9960 | 0.9997 | 0.9978 | 0.9988 | 0.9975 | 1079.136

top30 0.9977 0.9959 | 0.9996 | 0.9977 | 0.9987 | 0.9974 | 1095.269

top20 0.9973 0.9952 | 0.9994 | 0.9973 | 0.9986 | 0.9972 | 571.2075

caled CFS top25 0.9978 0.9960 | 0.9995 | 0.9978 | 0.9988 | 0.9975 | 604.1941

Top26 0.9977 0.9960 | 0.9995 | 0.9977 | 0.9987 | 0.9974 | 588.4013

top20 0.9974 0.9956 | 0.9993 | 0.9974 | 0.9986 | 0.9971 | 2466.573

PCA top25 0.9974 0.9956 | 0.9993 | 0.9974 | 0.9986 | 0.9972 | 3066.508

top30 0.9975 0.9957 | 0.9993 | 0.9975 | 0.9987 | 0.9973 | 3035.258

LDA 0.9927 0.9896 | 0.9958 | 0.9927 | 0.9977 | 0.9954 | 1363.695

Table 15: Experiment Results of RF

The performance of various feature selection algorithms on RF is as follows: WFS > CFS >

PCA > LDA > String Kernel PCA. Data with scale is better than data without scale.

Operation time is very similar on data scaled or without data scaled.

¢ Operation time: As mentioned in the DT section, data scaling has little impact on the
runtime of the model and can generally be ignored.

¢ Data scale: The RF model is not inherently affected by data scaling, as its logic relies on
the relative order of feature values rather than their absolute magnitude. However, data
scaling balances the range of feature values, which can indirectly affect feature
importance calculations and, consequently, the performance of the model.

¢ Feature Selection: As mentioned in the DT section, the dataset used in this machine
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learning model exhibits weak linear correlations overall, but contains some significant
correlations. Therefore, PCA, LDA, and string kernel PCA perform poorly compared to
WES and CFS. WEFS performs slightly better than CFS because it leverages the feature
importance evaluation and nonlinear modeling capabilities of random forests to capture
complex relationships in the data, allowing it to select more important features. In
contrast, CFS is efficient and model-independent, relying on the correlation between
features and the target variable, but is inferior to WFS in capturing nonlinear
relationships. Therefore, WFS has an advantage over CFS in identifying key features,

especially in datasets with nonlinear relationships.

7.2.3 Experiment Results of XG-Boost

The table 16 displays the experimental outcome of the XG-Boost on different feature
selection algorithms. The WFS with the top 25 or top 30 features with data scaling or without
scaling, the CFS with the top 25 and top 26 features with data scaling or without scaling all
achieved the highest F-score (0.9978). The most optimal model is WFS with the top 30
features and without data scaling when considering the ROC AUC values, and dataset
without scaling can reflect the real situation. The detection time of XG-Boost is significantly

shorter than that of RF, but still a little bit longer than that of DT models.

The performance of various feature selection algorithms on XG-Boost is as follows: WFS >

CFS > PCA > String Kernel PCA > LDA. Data without scale is better than data with scale.

Operation time is very similar on data scaled or without data scaled.

¢ Operation time: The operation time in XG-Boost is also very similar to the DT and RF
models.

¢ Data scaling: Tree-based models like XG-Boost do not inherently require data scaling, as
splits are based on feature thresholds determined by relative order rather than absolute
values. While scaling does not directly impact the model's split logic, it can alter the
relative distribution of features, potentially influencing feature importance calculations
or the numerical stability of gradient updates. Therefore, scaling is generally unnecessary
for XG-Boost.

¢ Feature selection: The reason why WFS outperforms the other 4 feature selection

methods in the XG-Boost model is similar to that in the RF model, as it leverages the
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gain-based feature importance and nonlinear modelling capabilities of XG-Boost to
capture complex relationships in the data. As the model complexity improves from DT to
RF and then to XG-Boost, the ability of the model to utilize features selected by
algorithms like PCA, LDA, and String Kernel PCA increases, allowing these algorithms
to perform better. However, their inherent limitations, such as reliance on linear
assumptions (PCA and LDA) or high computational costs (String Kernel PCA), may still

restrict their overall performance compared to WFS.

Model i?%[% sif:(:‘[‘?iroil rili?l%ler:s Accuracy | Precision | Recall sclj)_re ig(é Gini time
top20 | 0.9974 | 0.9952 | 0.9996 | 0.9974 | 0.9987 | 0.9974 | 149.991

WFS | top25 | 0.9978 | 0.9959 | 0.9997 | 0.9978 | 0.9987 | 0.9974 | 190.3931

top30 | 0.9978 | 0.9959 | 0.9997 | 0.9978 | 0.9988 | 0.9976 | 212.3723

top20 | 0.9973 | 0.9953 | 0.9994 | 0.9973 | 0.9987 | 0.9973 | 187.9505

CFS top25 | 0.9978 | 0.9958 | 0.9998 | 0.9978 | 0.9987 | 0.9974 | 205.5774

. top26 | 0.9978 | 0.9958 | 0.9999 | 0.9978 | 0.9987 | 0.9974 | 208.517
V‘S’g‘égt top20 | 0.9977 | 0.9958 | 0.9996 | 0.9977 | 0.9987 | 0.9975 | 263.7625

PCA | top25 | 09977 | 0.9959 | 0.9995 | 0.9977 | 0.9986 | 0.9971 | 311.4808

top30 | 0.9976 | 0.9957 | 0.9995 | 0.9976 | 0.9987 | 0.9974 | 360.5623

LDA 0.9864 | 0.9793 | 0.9937 | 0.9865 | 0.9956 | 0.9913 | 92.1076

. Sting |_10P20 | 09898 | 0.9801 1| 09899 | 0.9970 | 0.9941 | 344.1435
Boost KPG(I;IIAGI top25 | 0.9894 | 0.9793 | 0.9999 | 0.9895 | 0.9973 | 0.9946 | 384.5872
top30 | 0.9891 | 0.9786 1| 09892 | 0.9970 | 0.9941 | 444.8963

top20 | 0.9974 | 0.9952 | 0.9996 | 0.9974 | 0.9987 | 0.9974 | 169.1779

WFS | top25 | 0.9978 | 0.9959 | 0.9997 | 0.9978 | 0.9987 | 0.9974 | 199.6588

top30 | 0.9978 | 0.9959 | 0.9997 | 0.9978 | 0.9988 | 0.9976 | 226.9304

top20 | 0.9973 | 0.9953 | 0.9994 | 0.9973 | 0.9987 | 0.9973 | 182.9742

e | CTS top25 | 0.9978 | 0.9958 | 0.9998 | 0.9978 | 0.9987 | 0.9974 | 196.6053

top26 | 0.9978 | 0.9958 | 0.9999 | 0.9978 | 0.9987 | 0.9974 | 203.3049

top20 | 0.9976 | 0.9957 | 0.9994 | 0.9976 | 0.9987 | 0.9974 | 259.6259

PCA | top25 | 09976 | 0.9957 | 0.9994 | 0.9976 | 0.9987 | 0.9975 | 287.0245

top30 | 0.9977 | 0.9958 | 0.9996 | 0.9977 | 0.9987 | 0.9975 | 331.8205

LDA 0.9864 | 0.9793 | 0.9937 | 0.9865 | 0.9956 | 0.9913 | 129.2377

Table 16: Experiment Results of XG-Boost
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7.2.4 Experiment Results Summarize

After careful consideration and evaluation of the optimal machine learning models for
phishing recognition—DT, RF, and XG-Boost—the XG-Boost model with the top 30
features and without data scaling was selected for the proposed phishing detection system.
This selection is based on various criteria despite the fact that the RF-based WFS method
performs better in precision compared to the XG-Boost-based WFS. However, the Gini
coefficient of the XG-Boost-based model surpasses that of the RF-based WFS, and the
operation time of XG-Boost is significantly better than that of the RF model. The detailed

results are provided in the following table.

After comparing the models trained based on DT, RF and XG-Boost, the model combining

XG-Boost and WES feature selection algorithm is the best. The details are as follows: XG-

Boost > RF > DT.

¢ Because DT is a single tree, it is not robust and may lead to overfitting. RF and XG-
Boost are the assembly of trees. Every tree attends the prediction and increases the
capability of the model. Therefore, the performance of the DT model is lower than that
of RF and XG-Boost. However, the operation time of DT is faster because the DT model
is simpler than RF and XG-Boost.

¢ The performance of RF and XG-Boost are significant close because they both improve
the weakness of the DT. However, the operation time of XG-Boost is significant shorter
than RF. XG-Boost is faster due to its incremental tree construction, efficient split point
search, feature and sample sampling, and parallelization and memory optimization,

significantly reducing redundant computations and resource usage.

In conclusion, the best model for the phishing detection system is WFS based XG-Boost with
the top 30 features and without data scaling, as shown in table 17. Although XG-Boost
performs similarly to RF, its training speed is significantly faster due to its efficient
optimization techniques. While DT is faster than XG-Boost, its predictive capability is
weaker. Moreover, XG-Boost's training speed remains within an acceptable range, making it

a better balance between performance and efficiency.
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Model

Data scaled | Feature | Feature .. ROC . . .
. Accuracy | Precision | Recall | F-score Gini time
or not selection | numbers AUC

DT

without
scaled CFS top25 0.9976 0.9959 0.9993 0.9976 | 0.9981 | 0.9961 6.2753

{'max_depth'": 20, 'min_samples_leaf': 1, 'min_samples_split': 10}

['URLLength', 'DomainLength', 'IsDomainlP', "TLDLength', NoOfSubDomain', 'LetterRatiolnURL',
'NoOfEqualsInURL', ' NoOfQMarkInURL', NoOfAmpersandInURL', 'NoOfOtherSpecial CharsInURL',
'SpacialCharRatioInURL', 'IsHTTPS', 'path_length', "TLDType', 'NoOfSlashes', TsShortenedURL',
'HasSensitiveKeyword', NoOfDots', 'HasRedirection', 'IsURLEncoded’, 'QueryLength', 'IsIPAddress',
'DomainAge', 'SubDomainLength', 'NoOfRepeatedChars']

scaled WFS top25 0.9978 0.9960 0.9997 | 0.9978 | 0.9988 | 0.9975 | 1079.136

{'max_depth": 20, 'min_samples leaf': 1, 'min_samples_split" 2, 'n_estimators': 200}

['URLLength', 'DomainLength', NoOfLettersInURL', 'LetterRatiolnURL', 'NoOfDigitsInURL',
'DigitRatiolnURL', 'NoOfQMarkInURL', 'NoOfAmpersandInURL', 'SpacialCharRatiolnURL', 'IsHTTPS',
'url_digits', 'url_special chars', 'path_length', 'path_special chars', " TLDType', NoOfSlashes',
'HasSensitiveKeyword', NoOfHyphens', 'NoOfDots', 'PathDepth’, 'QueryLength', NoOfQueryParams',
'SubDomainLength', NoOfRepeatedChars', 'DomainNameLength']

XG-
Boost

without
scaled WEFS top30 0.9978 0.9959 0.9997 0.9978 | 0.9988 | 0.9976 | 212.3723

{'colsample bytree': 0.8, 'learning_rate': 0.1, 'max_depth': 10, 'n_estimators': 200, 'subsample': 1.0}

['URLLength', 'DomainLength', 'TLDLength', NoOfLettersInURL', 'LetterRatiolnURL', 'NoOfDigitsInURL',
'DigitRatiolnURL', "NoOfEqualsInURL', NoOfQMarkInURL', NoOfAmpersandInURL',
'SpacialCharRatiolnURL', 'IsHTTPS', 'url digits', 'url special chars', 'path length', 'path digits',
'path_special chars', "TLDType', NoOfSlashes', 'HasSensitiveKeyword', 'NoOfHyphens', NoOfDots',
'PathDepth', 'IsURLEncoded', 'QueryLength', 'IsIPAddress', 'NoOfQueryParams', 'SubDomainLength',
'NoOfRepeatedChars', 'DomainNamelength']

Table 17: Selected XG-Boost Model

7.3 Experiment Results Analysis

This section analyzes the reason for selecting this XG-Boost model through machine learning

basic models, data scaling situations, and feature selection methods.

7.3.1 Performance on Basic Machine Learning Model

DT, RF, and XG-Boost are all tree-based models, but they differ in structure. DT is a single

tree, while RF consists of multiple independent trees. On the other hand, XG-Boost

comprises numerous trees, and each tree's prediction depends on the previous one. This

characteristic is also reflected in the experimental results. The following bar chart 22 of the
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proposed model shows that RF and XG-Boost significantly outperform the DT model. While
RF and XG-Boost demonstrate similar capabilities, RF performs better overall, but XG-Boost
has a higher excellence rate. The difference in performance between RF and XG-Boost arises
from their core mechanisms. RF uses independently built trees and aggregates their results,
providing more stability and better average performance, especially in noisy datasets. In
contrast, XG-Boost builds trees sequentially, correcting previous errors, which allows it to
capture complex patterns more effectively and achieve higher peak performance. Therefore,
XG-Boost is more suitable for phishing detection, as each tree in XG-Boost rectifies the

mistakes of the previous one, resulting in higher capability consistency.

Performance on Basic ML Model

0.999 0.9988 0.9987
0.998 0.9978

0.9984 0.9982 0.9
0.9 976 0.9
0.997 0.9
0.9961
0.996
0.995 I '
0.994

Highest F-score  Average F-score Median F-score Highest ROC AUC Average ROC AUC Median ROC AUC

E DT mRF mXG-Boost

Figure 22: Performance of Basic Machine Learning Model

7.3.2 Performance on Data Scaling Situation

The experimental results align with the earlier chapter, showing that data scaling does not
significantly impact tree-based classification models because these models split and classify
data based on a specific threshold rather than relying on distance-based calculations. The
following bar chart 23 illustrates that the performance remains the same with or without data
scaling. Although data scaling can slightly reduce computation time, we chose the non-scaled

dataset because it better reflects the real-world characteristics of URLs. For example, some
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URLSs can be hundreds of characters long, and scaling these values into a smaller range may

obscure important information about their actual length.

Performance on Data Scaling or Not
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Figure 23: Performance on Data Scaling or Not

7.3.3 Performance on Feature Selection

The performance of WFS, CFS, and PCA is much better than that of LDA and string kernel
PCA. Because LDA assumes the feature values have a linear relationship when handling the
feature values, but the values between URL-based features may not have a strong
relationship. The string kernel PCA considers the similarity between the URL strings.
However, the URL strings might not be the direct measure of phishing. WFS and CFS are a
little bit more powerful than PCA in phishing detection. Because PCA might not perform
well when facing complex data with non-relationship, but after dimensionality reduction and
integration, most of the critical features are still retained, so its performance is also relatively
good. WFS and CSF perform equally well because WFS choose the most useful features
through training model methods, and CFS remove the least relevant and redundant features.
In conclusion, the best feature selection algorithm for the raised machine learning-driven
phishing detection system is WFS. The following bar chart 24 shows that the WFS is slightly
ahead of the CFS by one metric.
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Figure 24: Performance on Feature Selection

7.3.4 Performance on Feature Quantities

The top 26/30 and top 25 features perform better than the top 20 features because the top 20
features may omit some relevant features for phishing detection. The top 26/30 and top 25
features almost have the same performance because they remain the most relevant features
and remove the irrelevant ones. This proposed machine model selects the top 26/30 features
because it performs a little bit better on the Median F-score, as shown in the following bar

chart 25.
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Figure 25: Performance on Feature Quantities
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7.3.5 Reasearch Outcomes Assessment

This study systematically evaluated 69 model-feature combinations and approximately 100
hyperparameter configurations, focusing on their impact on phishing detection performance.
The experimental results provide a comprehensive analysis of how feature selection methods,
dataset scaling, and model complexity influence phishing detection accuracy and efficiency.
The findings confirm and expand upon previous literature, offering deeper insights into

model performance and optimization strategies.

Key Findings:

¢ XGBoost and RF Achieve the Best Performance:

Both XGBoost and RF achieved an F-score of 0.9978 and ROC AUC of 0.9988, making
them the most effective models for phishing detection. However, XGBoost's computation
time (212.37 seconds) is significantly lower than RF (1079.13 seconds), making it a more

practical choice for large-scale or real-time applications.

¢ Decision Tree Offers a Computationally Efficient Alternative:

DT achieved a comparable accuracy (0.9976) but required only 6.27 seconds, making it the
most efficient model in terms of speed. This suggests that DT could be useful in low-resource
environments where computational efficiency is prioritized over marginal accuracy

improvements.

¢ Feature Selection Enhances Model Performance:

WEFS-based models consistently outperformed those using CFS, indicating that WFS is more
effective for phishing detection, especially in complex models such as XGBoost and RF.
While DT using CFS performed well, it may be less effective when handling complex feature
interactions, suggesting that more advanced feature selection methods are beneficial for high-

performance models.

¢ Dataset Scaling and Size Impact Model Performance:
RF used scaled data, while XGBoost and DT did not.
The fact that XGBoost and DT performed well without scaling suggests that these models are

less sensitive to feature scaling, making them more robust across different datasets.
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¢ Alignment with Literature Review and Additional Insights:

These results validate prior research indicating that XGBoost, RF, and DT are among the
most effective phishing detection models. The findings confirm that feature selection
significantly enhances model performance, with WFS proving to be the most effective
method. Unlike some prior studies advocating for data normalization, our results indicate that
XGBoost and DT perform well without scaling, demonstrating greater robustness to raw
feature distributions. While existing research has examined feature selection, few studies
compared different selection techniques. Our study confirms that WFS provides superior

results over CFS in high-complexity models.

¢ Implications of Findings:

XGBoost is the optimal choice for phishing detection due to its high accuracy, robust feature
selection, and significantly lower computation time compared to RF. DT remains a viable
alternative for resource-constrained environments where rapid predictions are required.
Feature selection plays a crucial role in phishing detection, with WFS outperforming CFS in
high-complexity models. Future research could explore ensemble methods combining DT,

RF, and XGBoost to further enhance phishing detection robustness.

In conclusion, this research validates prior literature while offering new insights into feature
selection strategies, dataset scaling, and computational efficiency. The findings contribute to
the development of a more robust and practical phishing detection framework, emphasizing

the importance of systematic feature selection, rigorous hyperparameter tuning, and efficient

model deployment.

7.3.6 The Best Optimal Phishing Detection Model
After comparing various norms and parameters, the best optimal phishing detection model is
WES-based XG-Boost, which has the top 30 features and does not have data scaling. The

comprehensive details of this model are presented in Table 17.

The next step is to use Dataset new to train the selected model to increase its generalization
ability and make it more robust. Dataset new is more than ten times larger than Dataset 1.
Therefore, Data_new has more instances, which can improve the power of the phishing

database and increase the capability of the model.
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7.4 Phishing Detection System Creation

This part trains the selected XG-Boost again to enhance its capability and increase
generalization ability. Users can easily check the classification of the target websites through

a user interface.

7.4.1 Train the Selected XG-Boost Model

Two steps are applied to train and assess the capability of the model, including using a large

dataset to train the model and assessing the model on an unknown dataset.

¢ First, use the Dataset new to train the selected XG-boost phishing detection model again
to enhance its capability. The Dataset new consists of more than 2.7 million various
URL-based instances. Such a huge number of instances can significantly boost the
generalization capability of the selected model. The outcome shows that the selected
XG-boost model performs well on large datasets. It reaches 0.9929 F-score and 0.9929
ROC AUC value. The detailed results are shown in the following table 18.

ROC

Model Accuracy | Precision Recall F-score Gini time
AUC

XG-Boost 0.9929 0.9925 0.9933 0.9929 0.9997 0.9994 0.88s

Table 18: XG-Boost Perform on Dataset new

¢ Second, an unknown dataset will be input to assess the capability of the model. The test
dataset (Dataset _test) is collected from Kaggle, created in 2024, with 89,732 instances.
The data preprocessing of Dataset_test is the same as that of Dataset 1.

1) Remove all original features except the URL and label.

2) Generate 37 new URL-based features for the dataset.

3) Check and modify the balance of the dataset.

The distribution of Dataset test is shown in the following chart 26.
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Dataset_test
Phishing vs Legitimate Websites
Total Instances: 89732

Legitimate (44866)

Phishing (44866)

Figure 26: Dataset _test Data Distribution

¢ Third, use the preprocessed Dataset_test to gain the prediction directly through XG-
Boost machine learning model. Two XG-Boost models predict the Dataset_test,
including originally selected XG-Boost model based on Dataset 1 and the further
training XG-Boost model based on Dataset new. The comparison results can display
whether the more complex and huge dataset can enhance the robustness of the model.
The experiment results indicate that the raised model has a certain detection ability on
unknown datasets. The original XG-Boost model achieves a 0.6790 F-score and 0.9319
ROC AUC. Further training XG-Boost model reaches 0.7018 F-score and 0.9500 ROC
AUC. The prediction results are provided in the following sheet.
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Confusion . ROC . )
Model Accuracy | Precision | Recall F-score Gini time
Matrix AUC
Original XG- [[44840 26]
0.5275 0.5142 0.9994 0.6790 0.9319 0.8638 0.40s
Boost 42368 2498]]

Further training

[
[[44602 264]
: 0.5576 | 0.5432

0.9941 0.7018 0.9500 0.9000 0.50s

XG-Boost 37643 7223]]
Table 19: Direct Prediction Results on Dataset test
Original XG-Boost Further Training XG-Boost
ROC Curve on Dataset_test ROC Curve on Dataset_test
1.0 4 1.0 4
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Figure 27: ROC Curve on Dataset test

7.4.2 Analysis of Direct Prediction Results

Further training XG-Boost model is more robust than the original one, as shown in Table 19

and Figure 27.

¢ Accuracy: 0.5275 (Orginal XG-boost) < 0.5576 (Further training XG-Boost)

The accuracy has increased by about 3% after using the colossal dataset to train the model.

The model with a complex dataset performs better on the holistic classification accuracy of

the model.

¢ Precision: 0.5142 (Orginal XG-boost) < 0.5432 (Further training XG-Boost)
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A lower precision suggests an increased false positive rate. The original XG-Boost model
judges more legitimate websites as phishing websites. The model with a colossal dataset has

better classification precision.

¢ Recall: 0.9994 (Orginal XG-boost) > 0.9941 (Further training XG-Boost)

The original XG-Boost model performs a little bit better than the further training one. A
lower recall indicates a higher false negative rate. That is to say, the former will detect more
phishing sites. Models with large datasets are at a slight disadvantage in recall, but only by
0.005%.

¢ F-score: 0.6790 (Orginal XG-boost) < 0.7018 (Further training XG-Boost)
The F-score considers both precision and recall. The further training XG-Boost model leads
the original one by about 2.3%. The model based on large and complex datasets performs

better when the overall performance of the model is considered.

¢ ROC AUC: 0.9319 (Orginal XG-boost) < 0.9500 (Further training XG-Boost)
Both models perform well in the ROC AUC norm. ROC AUC value is between “0” and “1”".
The closer the value is to 1, the stronger the classification ability of the model. The further

training XG-Boost model leads about 1.8% compared to the original one.

¢ Gini: 8638(Orginal XG-boost) < 0.9000 (Further training XG-Boost)

The Gini coefficient indicates the capability of the model to differ between positive and
negative classes, and its value is between “-1” and “1”. The closer the value is to 1, the more
ideal the capability of the model. The outcomes display that further training the XG-Boost

model has a better distinguishing ability than the one without a huge and complex dataset.

All in all, a dataset with more instances can improve the model's capability and enhance its
generalization ability. This is because a larger dataset provides the model with more
information about phishing patterns, allowing it to better capture the underlying features and

relationships, thus making the model more robust and accurate.

7.4.3 User Interface and Operation Mechanism Introduction

A Ul is created to allow users to check whether the target website is phishing easily. The
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operation mechanism of this phishing detection platform relies on XG-Boost machine
learning model and phishing database. The proposed XG-Boost phishing detection system
can self-learn and self-grow. Because the system can use the database train itself again after
the new data is added to the database.

The following chart shows the mechanism of this machine learning-driven phishing detection

system.

In the database, the
process ends

P—
000 OO

@ u Check suspicious
URLs in the DB

Users input suspicious
URLs

Legitimate site, the

Use the latest DB train
process ends

the XG-Boost again

t

Phishing site, added
to DB

Not in the database,
run XG-Boost

Figure 28: Phishing Detection System Operation Mechanism

This XG-Boost-based phishing detection system includes five main operation steps, as shown

in Figure 28.

1) The user inputs the suspicious URLSs to the platform through a UL

2) The system checks if the suspicious URLs are in the database. The process ends if the
objective URL exists in the database, otherwise, the system will run the XG-Boost model
to determine the classification of the URL.

3) The core component of this system is the XG-Boost machine learning model. It runs the
trained XG-Boost model to anticipate the classification of the suspicious URL.

4) The process ends if the prediction outcome is legitimate websites. Otherwise, the fishy
URL is sorted as a phishing website and added to the database.

5) The updated database will be inputted into the machine learning model, and the XG-
Boost model will be trained again. This mechanism can enhance the ability of the model

and ensure it stays updated with the latest developments in phishing.

109



=

Te Pakenga Enhancing Phishing Detection through Machine Learning

U

Unitec

All in all, the proposed XG-Boost phishing detection has excellent capability in phishing

detection and can self-grow after detecting new phishing URLs.
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8 Conclusion and Future Work

8.1 Research Summary

Cyber refers to the online space connecting people worldwide through the Internet, while
cybersecurity focuses on protecting data and preventing unauthorized disclosures and theft. In
recent years, cybersecurity has encountered significant challenges, as cyberattacks lead to
substantial financial losses, with the figures increasing annually. Phishing is among the most
serious threats, leveraging human psychology to launch attacks through fake emails and
websites. These phishing attacks result in extensive data breaches and financial losses, which
can further cause physical and mental health issues. With the advancement of Al,
cybercriminals and hackers can now create fake websites within minutes, amplifying the

threat.

Regulation, training, and technology are the three primary approaches to combating phishing.
Various organizations and governments have established standards and frameworks to
prevent attacks and safeguard data, such as the CIA triad, HIPAA, COBIT, GDPR, CVE, and
CVSS. Numerous technical tools have also been developed to protect networks from
intrusions. However, traditional tools have difficulty keeping up with the constantly changing

phishing techniques as new phishing websites and methods emerge daily.

Al and machine learning not only assist in launching cyberattacks but also offer the potential
for developing advanced anti-phishing platforms. Many companies already use or plan to use
machine learning to combat phishing. This research focuses on utilizing Decision Trees (DT),
Random Forests (RF), and XG-Boost, combined with various feature selection algorithms, to
build a machine learning-centric phishing recognition platform. The proposed platform
provides a user interface (UI) where users can input suspicious URLs to determine the
classification of target websites. The platform incorporates both blacklist and whitelist
databases, allowing new URLs to be added after machine learning models predict their
classification. This mechanism allows the system to learn and evolve consistently, enhancing

its effectiveness in phishing detection.

8.2 Research Conclusion

The experimental outcome demonstrates that the suggested XG-Boost machine learning
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method performs effectively in phishing detection. During model training and selection, three
basic machine learning models were evaluated, with XG-Boost combined with the WFS
algorithm and the top 30 features achieving the best results. It attained an F-score and
accuracy of 0.9978 and a ROC AUC value of 0.9988. The recall rate for phishing website
detection reached 0.9997. After selecting XG-Boost as the model for the phishing detection
system, a greater dataset was used to retrain the model to enhance its generalization
capability. The retraining on the larger dataset yielded an F-score and accuracy of 0.9929, an
ROC AUC value of 0.9997, and a recall rate of 0.9933. These results indicate that the

selected XG-Boost model performs excellently on the known dataset.

Since new phishing websites emerge daily, assessing the performance of the model on
unknown datasets is crucial. An unknown dataset was tested on both the original selected
model and the retrained model with the larger dataset to evaluate their capability. The
outcomes indicated that the retrained model performed better on the unknown dataset,
achieving an F-score of 0.7018, an accuracy of 0.5576, a ROC AUC value of 0.9500, and a
recall rate of 0.9941. While the overall accuracy was moderate, the phishing website
detection rate remained high. Therefore, the retrained XG-Boost model, trained on a larger
dataset, demonstrates high efficiency in phishing detection and serves as the core component

of the proposed phishing detection system.

8.3 Research Limitation

Although the proposed XG-Boost model demonstrates strong performance in phishing
detection, there are still some limitations that can be improved:

¢ Moderate Accuracy On Unknown Datasets:

While the model has a high phishing detection rate, it struggles with unknown datasets, often
misclassifying legitimate websites as phishing sites, resulting in moderate holistic accuracy.
This issue can be linked to multiple factors, such as the selected features, the machine

learning algorithm, the quality of the dataset, and other model configuration aspects.

¢ System Convenience:
The phishing detection system currently provides a user interface where users can input
suspicious URLs and receive classifications for target websites. However, many malicious

links are embedded in emails or messages, and some users may unknowingly click on these
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links, which can be highly dangerous. To enhance safety and convenience, an ideal
improvement would be integrating the system directly into web browsers. This function
would allow the phishing detection system to automatically check links before they are

opened, offering real-time protection regardless of when or where users click on links.

¢ Automatic Database Updates

The proposed phishing detection platform allows for the addition of newly classified URLs
into its database after verifying the classification of the websites. However, the current
platform does not support automatic database updates, which may lead to delays in
maintaining up-to-date phishing data. In future versions, the platform could integrate with
online databases, such as PhishTank, to continuously sync with the latest phishing
information. This enhancement would significantly improve the model's effectiveness and

ensure it remains current with emerging phishing threats.

8.4 Future Work

There are some limitations in the proposed phishing detection system that should be
addressed in future work. Additionally, exploring different machine learning models may

reveal other suitable methods for improving phishing detection.

¢ Exploring Other Machine Learning Models

This research utilizes three tree-based machine learning models for phishing detection and
achieves high performance. However, future research could explore other models, such as
distance-based models, deep learning, and neural networks. By comparing their strengths and
weaknesses, we can better understand which models perform well in phishing detection.
Combining multiple models into an ensemble machine learning model could also help

improve the moderate accuracy observed on unknown datasets.

¢ Expanding Feature Selection

Currently, the system relies on 30 URL-based features to train the XG-Boost model. Future
work should incorporate additional web content-based and external resource-based features to
further enhance model accuracy while maintaining real-time detection capabilities. By
including more diverse features, the system could reduce classification errors for legitimate

websites while maintaining a high detection rate for phishing sites.
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¢  Obfuscation Techniques

With the increasing use of advanced techniques like Al and machine learning in phishing
detection, hackers have begun leveraging obfuscation techniques to evade detection. This
poses a significant challenge to phishing detection systems. Key obfuscation techniques
include:

1) URL Obfuscation:

Attackers often manipulate URLs to make them appear legitimate while redirecting users to
phishing sites. Techniques include using similar-looking characters (e.g., replacing the letter
"O" with zero), inserting the "@" symbol to confuse browsers and security systems, or using
URL shortening services. This makes it hard for users and some automated tools to detect the
malicious intent behind the URL. For example, a URL might appear as "microsoft.com" but

actually direct users to a completely different site [81].

2) JavaScript Obfuscation:

This technique hides malicious code within scripts, making phishing pages more difficult to
detect by security tools. Attackers use methods like Base64 encoding, content escaping, and
variable name obfuscation to disguise phishing content. These techniques have become
increasingly common, especially during the COVID-19 pandemic when phishing attacks
surged [82].

All in all, phishing detection systems face increasing challenges due to the rise of obfuscation
techniques. Significant work is needed to strengthen detection systems and counteract the

evolving, covert nature of phishing attacks.

In conclusion, although this research has developed an efficient XG-Boost model for
phishing detection, there are still several areas for improvement in adapting to emerging
phishing threats. Completely eliminating phishing attacks may be impossible, but we can
minimize the threat through the combined efforts of individuals, organizations, and
governments. Technology companies, in particular, play a vital role in accelerating the

exploitation of new detection methods to combat ever-evolving phishing attacks.
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