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Abstract

With the rise of Al (Artificial Intelligence), people can already utilise Deepfakes tech-
nology to generate fake pictures and videos increasingly. Similar to all technologies,
while bringing benefits, this technology also has its downsides, such as spreading false
information and endangering public interests. In order to combat the harm of fake-face
videos, researchers have proposed a variety of different deep forgery detection algo-
rithms, and have achieved remarkable results. However, a common problem regarding
these detection methods are that in-library detection can normally achieve high accu-
racy, but the performance severely degraded in cross-library detection. That is to say,

there is a serious problem of insufficient generalisation ability.

The current mainstream detection method is to train a binary classification model on
real videos and fake videos, and classify real videos and tampered videos through a
classifier to distinguish true and false. In other words, Deepfakes detection is based on
the evaluation criteria of the binary classification model to evaluate the performance
of various detection methods. However, each evaluation criteria will have a differ-
ent emphasis on different application scenarios and technical requirements. That is to
say, using only some kind of single evaluation criteria cannot effectively compare the
performance of different detection methods. In current literature, Deepfakes detection
usually uses only the Area Under Curve (AUC) in the binary classification model as
the evaluation standard. Nevertheless, AUC focuses on only the relative size of the
probability value, and it does not consider the absolute size of the threshold and prob-
ability value. Moreover, when the data is very uneven, AUC may not properly assess

the performance of the detection method.
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To better compare the performance differences between various detection methods,
this thesis provides analysis and comparison on the six Deepfakes detection methods
of Two-stream, MesoNet, HeadPose, FWA, VA and Multi-task. To assess generalisation
ability of these methods, I conduct intra-library and cross-library tests on the existing
three fake face video datasets. For this purpose, accuracy (ACC) and error rate are
used as evaluation criteria in this thesis and I will focus on analysing the impacts of
three factors (dataset partitioning, data augmentation operations, and the detection

threshold selection) on the generalisation ability of the Deepfakes detection methods.

Thus, the principal contributions of this thesis outline as follows: 1) an analytical cross-
library platform for comparison of Deepfakes detection methods; 2) proposing new
evaluation metrics based on data partitioning, augmentation, and threshold selection;
3) providing an overall performance indication of detection methods based on their

generalisation performance on different data types.
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Chapter 1

Introduction

1.1 Overview of Deepfakes

Deepfakes is a blend of the words, and its inspiration is derived from “deep learning”
and “fake”. Deepfakes is a technology that can superimpose the target person’s fa-
cial image on the source person’s video, which realise the target person doing things
the source person did in the video. Nowadays, deep learning models such as auto-
encoders and generative adversarial networks have been widely used in the field of
computer vision to solve different problems, such as image segmentation, face recogni-
tion, and multi-view facial image synthesis. The Deepfakes algorithms are also utilised
to check a person’s facial expressions and movements and synthesise facial images of

another person carrying out similar facial expressions and movements [1].

Deepfakes technology was firstly proposed at the end of 2017. At that time, the Encoder-
Decoder self-encoding and decoding structure was used when constructing the model
to restore those faces that were twisted arbitrarily during the test phase. The entire

process involved five steps that is shown in Figure 1.1.
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FIGURE 1.1: Encoder-Decoder self-encoding and decoding process

With the development of Deepfakes technology, GAN (Generative Adversarial Net-
works) technology was introduced based on the Encoder-Decoder framework. Making
use of optimisation principle in game theory, the GAN algorithm not only decreases
the number of model parameter and reduces model complexity under the same condi-
tions but also makes the generated face extremely realistic, which can greatly reduce
the dependence on the original photo and significantly improve the effect of changing

faces, even mistaking the spurious one as the genuine one [2].
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1.2 Impacts of Deepfakes

Deepfakes is arguably the fastest-growing Al technology [3] but it has become noto-
rious because it was used to create fake videos. For instance, some people utilise this
technique to fabricate pornographic contents or forge public speeches by politicians
and so on. In fact, in addition to damaging the authenticity of the video, Deepfakes
technology may also be used to create false evidence. For example, criminals can pro-
duce fake videos about enterprise leaders” misbehaviour in order to threaten and black-
mail the company. What is worse, leading to the serious consequence that nobody be-
lieves the real videos as the continuous spread of videos generated by Deepfakes tech-
nology [4], [5]. Two law professors, Danielle Citron and Robert Chesney [6] call these
effects as the scammer’s bonus. Due to the fact that many people start to be aware of
the harmfulness of Deepfakes, they would be sceptical of ordinary real videos, and it is

easier to think them as fake videos.

However, Deepfakes also has its positive aspects, for instance, helping people who
have lost their voice to create sounds, or updating movie clips without re-filming [1].
Yet, given current situation, we have to admit that the number of malicious uses of
Deepfakes is still dominant to a large extent. With advanced deep neural networks
(DNN) improved and a vast number of available data generated, leading humans, and
even sophisticated computer algorithms have both difficulties in identifying forged

images and videos [7].

Nowadays, producing forgery photographs and videos is becoming much simpler, and
it only needs an identity picture or a brief video from the target person to achieve
forgery. Thus, Deepfakes affects not only public celebrity but also common people [8].
For instance, in one fraud case occurred in March 2019, a group of criminals success-
fully imitated the voice of the CEO from the German parent firm of a British energy
corporation, and cheated many colleagues and partners for 220,000 Euros scam just
in one day [9]. Another case occurred in June of the same year, spies utilised Al to
generate a non-existent portrait and profile, deceiving numerous contacts on LinkedIn,

including government officials and political experts [10].
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1.3 Overview of Deepfakes Detection

Given abused Deepfakes, some detection methods have been proposed by the researchers.
Early methods were evolved around finding inconsistencies in the synthesis process.
As research continued, the detection method gradually turned to extract automatically

its distinction and discrimination by deep learning for detecting Deepfakes [11].

Deep forgery detection is generally considered to be a binary classification issue. Clas-
sifiers are utilised to distinguish real and tampered videos. This approach demands a
massive database full of real and forgery videos for training model classification. Al-
though the amount of forgery videos is increasing, it is limited in setting benchmarks
for verifying varied detection approaches yet [12]. In order to resolve the problem, Mar-
cel and Korshunov [13] created a Deepfakes database, including six hundred twenty
videos based on a GAN model, adopting open-source Faceswap-GAN. The videos
from a public VidTIMIT database is employed to produce high-quality and low-quality
deep fake videos that effectively simulate blinks, mouth shapes and facial expressions
[14]. In addition, UAFDYV, FaceForensics, FaceForensics ++ and Celeb-DF databases are

also used to test various deep fake detection.

CVPR 2020 received a paper by researchers from Microsoft Research Asia [15]. The pa-
per proposed a new detection method, which neither needs the image data of changed
faces nor masters its algorithm. The detection method could identify whether it is a
composite picture just via means of doing X-Ray of images, and then it can also point
out its synthetic boundary. This detection method has both recognisable and interpre-
tive characteristics. At present, most face-changing algorithms can be separated into
three components: detect, manipulate and blend. However, Face X-Ray by Microsoft
Research Asia [15] is different, aiming to detect the errors in the third stage. In other
words, previous studies have been detecting errors caused by changing faces, but the
purpose of Face X-Ray is to detect the syncretic boundaries. The experimental out-
comes show that Face X-Ray’s accuracy is above ninety-five per cent, even without
training around the corresponding dataset. Certainly, there is no perfect face-changing

detection model. If the image is synthesised as a whole, then it is difficult to detect the
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result by the Face X-Ray. In short, swapping face and face-swapping detection are like
the relationships between spear and shield, and they promote and develop each other

[16].

1.4 Purpose of Deepfakes Detection

Deepfakes has begun to hinder people’s trust in information, because what people see
is not entirely true, and the target group will be hurt by the fake content that brings
various negative impacts. Deepfakes” abuse will increase the amount of false informa-
tion, aggravate hatred comments, even cause political unrest, trigger public discontent,

especially riots or wars [6].

Nowadays, the technology for creating Deepfakes is becoming more and more popu-
lar and can quickly spread through social media network. It is unnecessary for some
Deepfakes to spread to considerable audiences, just passing them to the target audience
would cause terrifying effects. For instance, intelligence agencies can harness false in-
formation created by Deepfakes to influence a politician or an official’s decisions in the
crucial department of a state agency, thereby endangering international and national

security [6].

In the interest of addressing numerous problems caused by Deepfakes, many research

efforts have been done by researchers to introduce effective detection algorithms.

1.5 Thesis Structure

Within this thesis, I look into the state of the art Deepfakes technologies with respect to
creation and detection; I also put forward a framework for comparison and analysis of

Deepfakes detection systems.

The rest of this thesis is arranged as follows: In Chapter 2, I will discuss several com-
monly used face-changing software and its merits and demerits, and will also outline
two technical classifications for adopting Deepfakes to forgery face; Then, I will ex-

pound the classification based on Deepfakes detection methods and further discuss
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forgery photograph and video detection algorithm, subsequently, I will study the gap
existing in Deepfakes detection methods; In Chapter 3, I will demonstrate some current
commonly used Deepfakes datasets and analyse them; In Chapter 4, I will describe rele-
vant datasets used in the study and expound the methodology adopted in the research;
In Chapter 5, I propose some criteria and methods and will verify them experimentally.
In other words, I will analyse and compare according to these experimental results to
compare to determine which method can detect Deepfakes relatively effectively un-
der the different circumstances; In Final Chapter, I will do a conclusion regarding the

research.



Chapter 2

Literature Review

2.1 Deepfakes Creation

Deepfakes is an associative Al technique, and its face and sound are processed by
cloning. The video generated by using Deepfakes technique is very realistic, which
even can make someone mix the spurious with the genuine. The technology itself does
not have any malice, and the value of its development lies in meeting the specific needs
of the public. In the first section of this chapter, I will review some software applications
currently used for creating Deepfakes, whose key point is similar to other mobile/web
apps, namely, these applications can be used by anyone without requiring much tech-

nical knowledge.

2.1.1 Software Applications Used for Deepfakes Creation

Currently, many deep face-changing programs are developed by Python programming
language based on Tensorflow [17]. The advantages and disadvantages of several

frequently-used face-changing programs are listed in the following.

2.1.1.1 Fakeapp

Fakeapp is a software of video face changer, those varied online face-changing small
videos are completed by this software [18]. The features of this software are listed as

below [19]:

* A powerful, diverse dataset that can easily create thousands of images from im-

age sets and videos just in a few minutes.

7
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* You can easily observe the progress of trained artificial intelligence by publishing

frequent loss values and training previews.

¢ Through automatically segmenting, converting and stitching video frames, the

task of converting faces in a video into a single button is reduced.

The software uses three steps to change the face, the process is listed as follows [19]:

e GET DATASET: In this step, the material video will be cut into photographs frame
by frame. The program will automatically recognize and extract the facial data of

the people in the picture.

e TRAIN: Training the model. According to a dataset generated during the first
step, the machine will automatically help the user train the model to perform

face replacement.
¢ CREATE: Generating video, completing the whole operation.

Advantages: it is easy to use, integrated GUI graphical interface, simple environmental

installation. The users only need to download the main program and core files [20].

Disadvantages: error-prone, low efficiency, and slow updates [20].

2.1.1.2 Faceswap

FaceSwap can operate on multiple operating systems, such as Windows, Linux, and
macOS. FaceSwap is an instrument that identifies and exchanges faces in photographs

and videos via deep learning and the whole steps are implemented as follows [21]:

Collect photos and/or videos

Extract faces from the original photos

Train a model with faces extracted from photos/videos

¢ Use a trained model to change own face/videos
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Advantages: Github open-source software, fast update, high efficiency, seldom make
mistakes, easy to debug after making errors, the latest version integrates GUI graphical

interface [22].

Disadvantages: The user needs to be provided with a certain programming founda-
tion. Firstly, install python. Secondly, use Python to compile and download various

library files. Thus, the matching environment is more complicated [22].

2.1.1.3 Openfaceswap

Openfaceswap is a customized graphical interface version based on the open-source

software Faceswap [18]. The software’s basic face-changing steps are as follows[23]:

Cutting the video into many pictures.

Extracting faces from pictures.

¢ Training models with faces.

Changing faces in the picture through the model.

Integrating the pictures finishing face-changing into a video.

Advantages: Customized graphical image interface version based on Faceswap, inte-
grating of required library files and environment, overlaying sub-folder to finish up-

date by downloading Faceswap [23].

Disadvantages: it is difficult to solve problems after an error [23].

2.1.14 DeepFaceLab

DeepFaceLab as a tool which recognizes and exchanges face in photographs and videos

by utilising deep learning [24]. The software has the following functions and features:
Functional characteristics [24]:

¢ Easy installation, almost zero environmental dependence, download and pack-

age the app and decompress it to run immediately (the biggest advantage).

9
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* Added many new models.
* New structures for accessible to model experiments.

* Face pictures are reserved by the format of JPG, saving space and improving effi-

ciency.

¢ CPU mode, the 8th generation Intel core can complete H64 model training in two

days.
¢ Brand-new preview window for direct observation.
¢ Extract in parallel.
e Parallel conversion.
* DEBUG option is available in all stages.
¢ Supports multiple extractors such as MTCNN, DLIBCNN, S3FD.
¢ Support manual extraction, more accurate face area, better results.

Advantages: Customized Bat processing batch version based on Faceswap, low hard-
ware requirements, 2G video memory can run, support manual capture of faces, inte-

gration of required materials and library files, is a powerful tool [25].

Disadvantages: complex and processing too many batches, facial data are not-general

with other Deepfakes, and need to be re-screenshot [25].

2.1.2 Face-swapping

After introducing the software application that creates Deepfakes, next, I will focus on
the main techniques for generating fake faces via Deepfakes, which generally divide
into two categories, namely, face-swapping and face-reenactment. Face-swapping is
to substitute automatically a face in the video or photograph for another face, and the
identity also changes. Firstly, according to fake faces generated by Face-swapping, to

discuss various Deepfakes methods.
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2.1.2.1 Original Deepfakes

FIGURE 2.1: Utilising encoder and decoder for creating a deepfake
model [26]

The face-changing video used this method had been uploaded by Reddit user "u" /
Deepfakes in the post "r" / Deepfakes in 2017 [27] (the post has been blocked). This
method as shown in Figure 2.1 adopts two pairs of encoder-decoders, and the two en-
coders share parameters during the period of training, but the decoders were trained
separately. In use, input the original face A into the Encoder, and then connect to the
Decoder of face B. The means of decoding can realise the replacement of B’s face with
A’s face [26]. This method has the disadvantages of labor-intensive pattern and con-
suming a lot of computing resources. Thus, this method only can achieve relatively
ideal results if there are a large number of target figure photographs and video materi-

als (300 to 2000) as training data.
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2.1.2.2 Faceswap-GAN

Adding perceptual and adversarial loss to a previous method based on Autoencoder
can utilize GAN to achieve face replacement. The method has the following character-

istics [28]:

1. The perceptual loss of VGGface: Perceptual loss improves the direction of the eye-
ball, making it more realistic and more consistent with the input face. It also smooths

the artefact in the segmentation mask, which improves output quality.

2. Attention mask: The model predicts an Attention mask, which can help to han-
dle shelter, eliminate human interference, and eventually create a skin tone that looks

natural.

3. The resolution of input and output can be set: Supporting output range of resolution:

64 x 64, 128 x 128 and 256 x 256.

4. Face tracking/ calibration using MTCNN and Kalman filter during video conversion:
MTCNN is introduced for more stable detection and reliable face calibration. Kalman
filter is utilized to obtain the location of the border box on each frame, eliminating facial

jitter. (Kalman Filter is a classic method for motion model detection research)

5. Eye-aware training: Edge loss and reconstruction loss are introduced in an eye region

to channel off the model to produce lifelike eyes.

Figure 2.2 indicates the Adversarial loss and Perceptual loss. The MAE loss above
refers to the loss of the auto-encoding network of the Generator in the GAN network.
In general, the lower the loss is, the better the encoder training of the self-encoding

network is.
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FIGURE 2.2: FacesWap-GAN objective function (adding adversarial loss
and perceptual loss, which GAN can be used to change faces) [28]

2.1.2.3 Fast Face-swap Using CNN [29]

Affected by artistic style transfer, this method takes A’s face expression and posture as
the content and B’s identity as the style, maintaining A’s content while generating B’s
style. Input a single content image when it is training, at first, perform face alignment
and face segmentation. The network transformation is an image of pyramid structure
with different branch operations, and zero-padded convolution is performed in each
branch. The loss function is defined in the feature space of the pre-trained VGG19
network, which principally comprises three parts - content loss, light loss, and style
loss, and defines total variation regularization to ensure spatial smoothness. During
the process of training, 200,000 content photographs and 120 style photographs are
utilized to calculate Euclidean distance Loss of activation in the VGG-19 intermediate

layer, which can achieve face replacement in almost actual time, as shown in Figure 2.3.
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FIGURE 2.3: A schematic illustration of the fast face-swap using convo-
lutional neural networks [29]

2.1.24 On Face Segmentation, Face Swapping, and Face Perception [30]

This approach based on the full convoluted neural network (FCN) face segmentation
algorithm to implement face replacement. To this reason, the investigator uses 2D face
landmarks to suit a 3D form. After that, split the face from the background and the
shelter through pre-trained FCN and cover it to the corresponding 3D face. Finally,
blend it to the target to complete the procedure of face-changing. The LFW dataset
is utilized to test, and the impact of Inter-subject and Intra-subject face-changing on

recognition is tested, as shown in Figure 2.4.

FIGURE 2.4: Overview of the method for face segmentation, face swap-
ping, and face perception [30]
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2.1.2.5 FSGAN: Subject Agnostic Face Swapping and Reenactment [31]

FSGAN is also from the previous laboratory. It is distinct from prior work, the FSGAN
has unknowable characteristics, which can be implemented to pairs of faces, and do
not need to train these faces. The network adopts a kind of new Poisson Blending Loss,
which realises a combination of Poisson optimization and perceptual loss mutually
that is shown in Figure 2.5. Finally, the investigator makes qualitative and quantitative
comparisons. The outcomes indicate that the FSGAN method is better at the aspect of
quality and quantity than their previous paper.

FIGURE 2.5: Overview of the FSGAN approach [31]

2.1.2.6 FaceShifter: Towards High Fidelity and Occlusion Aware Face Swapping
[32]

The researchers proposed a new two-stage framework called FaceShifter [32]. This
frame can complete the high-fidelity face-changing process and still work well when
the face has some veils. Unlike those frameworks that utilize only limited information
to complete the face change task, the first part of this framework integrates adaptively
all the attributions of the target image, then generates a high-fidelity face change pic-
ture. In the interest of achieving vivid face exchange outcomes, in the first phase of the
framework, the researchers design one GAN-based network for total and adaptive inte-
gration of target attributions and call it the Adaptive Embedding Integration Network
(AEI-Net).

Besides that, researchers propose a new type of attribution encoder to extract multi-

level attributions of face photographs. Meanwhile, they also propose a new type of
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generator based on Adaptive Attentional Denormalization (AAD), which adaptively
integrates characteristics and attributions of facial synthesis that is shown in Figure 2.6

[32].

To solve the problem of face shelter, the researchers added the second part - Heuristic
Error Acknowledging Refinement Network (HEAR-Net) to the framework. This net-

work repairs abnormal areas through self-supervised means without manual labeling.

FIGURE 2.6: AEI-Net for the first stage of FaceShifter [32]

2.1.3 Face-reenactment

Face-reenactment is shifting the posture and expression from the source role to the tar-
get video, while the identity of the target subject retains unchanged. Various Deepfakes

methods are discussed below based on the Face-reenactment.

2.1.3.1 Face2face: Real-time face capture and reenactment of rgb videos [33]

Face2Face implements instant face reconstruction, whose aim is to make the facial
countenance of the objective video active by a root actor, and render again those pro-
cessed output video in a vivid way. Firstly, the face detector detects the face in original
picture and finds the key points on the face with the aid of Dlib and OpenCV, then fits
the two 3D models. After that, adopting the face-targeted pix2pix conversion model to
turn the key marking points over into the target face image that shows in Figure 2.7.
Maybe it is because this method does not leave enough room for deep learning, so its

effect is just alright, but many later paper authors use it as a comparative experiment.
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FIGURE 2.7: Face2Face real-time facial reconstruction [33]

2.1.3.2 Headon: Real-time reenactment of human portrait videos [34]

The method is from the same lab that launched Face2Face. The target actor’ given
short RGB-D video can construct a personalized geometric agent automatically which
embeds parameterized eye, head, as well as kinematic torso models. Then, use inten-
sive face trackers and model-to-frame to iterate the closest point (ICP), tracking source
participants at the same time, finally render them into real-time videos. In other words,
when tracking the primitive torso and face, investigators enabling the target person’s
mesh to deform. Utilising the deformed proxy of the concerned target individual’s
physique, investigators adopt novel view-based textures to create the lifelike output

works that show in Figure 2.8.

FIGURE 2.8: HeadOn technique [34]
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2.1.3.3 Synthesising obama: learning lip sync from audio [35]

This paper principally studies a sequence mapping from the audio to the video. To
simplify the problem, so the paper only focuses on the content of the area around the
synthetic mouth, and other eyes, head, upper body, background etc. are fully retained.
Given an audio sequence, the investigator first extracts feature as input to the RNN.
Then, the RNN outputs a sparse mouth size corresponding to each frame of output
videos. For each sparse mouth shape, the texture of the mouth and the lower part of
the face is synthesized. And they are blended into the original video as output that

shows in Figure 2.9.

FIGURE 2.9: Implementation steps of learning lip sync from audio [35]
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2.1.3.4 Deep video portraits [36]

Researchers have proposed a new method for synthesizing targets” full realistic photo
video portraits in general static background. First, low-dimensional parameter repre-
sentations of the two videos are obtained through monocular face rebuilding. The head
poses, expressions or eye gazes can be shifted to the parameter space now (see the cen-
ter in Figure 2.10). As the investigator is only interested in reproduction, so no attention
is paid here to the modification of character and scene lighting (shadow background).
Finally, the conditional input image is rendered on the input image and converted into

a realistic video portrait of the target person (see right in Figure 2.10).

FIGURE 2.10: Deep video portraits capacitate the source actor to com-
pletely control a target video portrait [36]

2.1.3.5 Few-Shot Adversarial Learning of Realistic Neural Talking Head Models
[37]

The characteristics of this method is that learning a new head model requires only a
small amount of training material (8 frames of images or even a single frame of image)
and a small amount of training time. The system did not demand a vast number of

training cases, which needs to look at the picture only once to run.

Obtain an input source image and simulate a certain person’s the motion in the target
output video, thereby converting the initial image into a short video of the person talk-
ing. As can be seen from Figure 2.11, the researchers have adopted a "meta-learning"
architecture. First, the embedded network maps the eye, nose, mouth size and other
information in the input image and converts it into vectors. Second, the generative net-
work draws portraits by face landmarks to copy human facial expressions in the video.
Third, the discriminator network pastes the embedding vector from the input image
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onto the landmark of the target video so that the input image can simulate motion in
the video. Finally, the "authenticity score" is calculated. This score is used to check how

well the source image matches the pose in the target video.

FIGURE 2.11: Meta-learning architecture involves the embedder net-
work [37]

2.1.3.6 Text-based Editing of Talking-head Video [38]

Preset a text and an input video, the researchers implement text-based editing. Firstly,
In Figure 2.12, bring the phonemes and the input audio into alignment, tracking per
input frame for building the parameterized head model. After that, edit and operate
the given text (such as correcting a spider into a fox), the investigator finds a snip-
pet with a similar lip shape as the new word in the input video. Based on the above
instance, researchers use viper and ox to build a fox. The researchers adopted mixed
head parameters from homologous video frames and a re-timing background sequence
to create a composite photograph, which creates a realistic frame utilising face-drawing
methods. During the final video, the female seems to be talking about “fox”, although

she never said the word in the initial recording.
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FIGURE 2.12: Overview of text-based editing of talking-head video [38]

2.1.4 Summary

This section first reviewed some current popular Deepfakes software applications and
analysed their characteristics. Subsequently, the two types of fake faces generated by
Face-swapping and Face-reenactment were discussed separately. In the next section, I

discuss Deepfakes detection methods.

2.2 Deepfakes Detection

The methods of Deepfakes Detection are divided into two categories: false image detec-
tion and false video detection, as shown in Figure 2.13. The reason for this classification
is that most picture detection algorithms cannot be utilized directly towards video de-
tection because of the substantial degradation caused by video compression. Further-
more, videos have timing characteristics that alters with diverse frames, so they are
difficult to detect by static picture detection algorithms [39]. The following discussion

is in terms of fake image detection and fake video detection algorithms sequentially.
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FIGURE 2.13: The classification of Deepfakes detection methods

2.2.1 Fake Image Detection

Existing image forgery fusion detection algorithms generally directly employ feature
fusion or decision fusion technology. Among the images generated by deep learning,
the images synthesized by the GAN model may be the most difficult to detect because
they are synthesized based on GAN ability to learn about complicated input data dis-
tributions, as well as produce newly outputs with resembled input distributions. Thus,
it has a good sense of reality and high quality. Due to this situation, researchers de-
veloped a variety of detection methods for fake image detection, and the section will

review and discuss fake image detection in detail.

2.21.1 Automated face swapping and its detection [40]

The article in 2017 means the first essay for solving the problem of face-changing image
detection via classical machine learning methods. The investigator used grid partition-
ing or SURF (speeded up robust features) [41] to extract key point descriptors, and used
the K-means method to generate a bag of words features (see Figure 2.14) to obtain a

code book histogram, and then use SVM [42], Random forest (RF) [43], MLP [44] and
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other classifiers perform binary classification. The best experimental results reached 92
percent accuracy in their own fake face database created by the researchers based on

LFW dataset [45].

FIGURE 2.14: An illustration outlining BoW extraction [40]

2.2.1.2 Two-Stream Neural Networks for Tampered Face Detection [46]

For the sake of avoiding concentration on particular tampering evidence, as well as
realise strong tamper detection, researchers have proposed the dual-stream network
structure, which catches tampering evidence and local noise residual proof that shows
in Figure 2.15. One of the streams is the CNN-based face classifications stream. The
other stream is a triplet stream based on perdue characteristics. First face classifications
stream based on the GoogleNet [47] train through real and tampered images, becom-
ing a two-classifier. The second is a patch triplet stream based on a patch level with
hidden characteristics, which can catch patterns like CFA [48] and Low-level camera
feature such as local noise residuals. The investigator did not directly utilize the reces-
sive analysis feature. But they trained a triplet network after extracting the recessive
analysis feature so that this model could define the recessive analysis feature. Com-
bining these two-streams could not only discover the high-level tampering proof but
also obtain low-level noise residual features, which provides a good performance for
face tampering detection. Researchers finally train and test by creating new datasets

themselves.
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FIGURE 2.15: An illustration outlining two-stream network [46]

From the experimental results in Figure 2.16, by combining the detection score in terms
of the two streams, the researchers” approach achieved more excellent performance

than the single stream.

FIGURE 2.16: Using Face-level ROC comparing two-stream network and
other methods [46]
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2.2.1.3 Multitask Learning for Detecting and Segmenting Manipulated Facial Im-
ages and Videos [49]

Researchers have developed a multitask learning method, different from other single-
target methods [50], [51], and this method is adopted to classify and segment the con-
trolled facial picture simultaneously. In other words, the investigator offered a method
outputs both the possibility of input being spoofed, as well as segmentation charts of
a manipulated areas in each frame of the input, as showed Figure 2.17. Researcher’s
auto-encoder contains an encoder and a Y-decoder and is trained in a semi-supervised
way. The activation of coding features is for classification. That is to say, the output
from a branch of decoder is utilized to segment, while the output of the other branch
is utilized to reconstruct the input data. The information obtained from these tasks
(classification, segmentation, and reconstruction) is shared among them, thereby im-
proving the overall performance of the network. Experiments utilising FaceForensics
[52] and FaceForensics ++ [53] dataset demonstrate the effectiveness of the network on
face-swapping attacks and face exchange attacks, and its capability is to handle mis-
matching conditions for previously seen attacks. More significantly, adopting only a
small quantity of data for a slight adjustment can enable the network to tackle invisible

attacks. In addition, this method can also be utilized in the fake video detection.

FIGURE 2.17: Input and output being spoofed probability, as well as
segmentation pictures of the manipulated areas in every frame of the
input. [49]

2.2.2 Fake Video Detection

At the present stage, the detection of fake video can be divided into temporal features

across frames, which usually use recursive classification methods and visual artifacts
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within the frame, commonly, after extracting specific features, use deep or shallow

classifiers to complete the detection.

2.2.2.1 Temporal Features Across Frames

Temporal features across frames utilize time-related characteristics such as human blink
frequency and mouth shape in a video to make judgments, usually through recursive

classification methods. Next, I will discuss other related detection methods.

2.2.2.1.1 Deepfake Video Detection Using Recurrent Neural Networks [54]

Researchers proposed the end-to-end system. During the given video sequence, the
previous CNN network uses ImageNet to train InceptionV3 model in advance [55]
but it will remove the ultimate completely connected layer to create 2048-dimensional
characteristic vector of per frame. The characteristic vector is input into the LSTM
network. Followed by the 512-dimensional completely connected layer, the probability
of authenticity and counterfeit is finally calculated using softmax, as shown in Figure

2.18.

The researchers collected 300 Deepfakes videos from the website and experimented
with videos of different lengths of frame. From the outcomes, we can see that in less
than two seconds of video (forty frames of video are sampled at twenty-four frames
per second), this system can precisely forecast whether an analyzed segment is from a
deeply faked video, which has an accuracy rate of up to 97 percent. However, it also
has a disadvantage that it requires real and fake pictures as training data, thus it is

inefficient.

FIGURE 2.18: Summary of end-to-end trainable recurrent Deepfakes
video detection system [54]
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2.2.2.1.2 InIctu Oculi: Exposing AI Created Fake Videos by Detecting Eye Blinking
[56]

The training samples based on the deep fakes synthetic video rarely have closed eyes,
which is detected by the blink frequency of the video face detection. First, detect the
face of each frame, locate the face area, and extract key points from a face, for instance,
the tip of eyes, the mouth, the nose and the contours of cheeks. Next, resist interference
caused by changes in head movement and face orientation in video frames, and use
the landmarks-based face alignment algorithm to align a face area into the uniform
coordinate space. Then, locate and extract the human eye to form a steady sequence,

and send it for the LRCN network.

FIGURE 2.19: Summary of LRCN method [56]

LRCN network: determine the state of the eye, first, extract human eye features through
VGG16 [57], input RNN in combination with LSTM unit, send the output to the com-
pletely connected layer, which figure out the state probability of open or closed eyes.
Finally, use two-category classification cross-entropy loss function to train the CNN

network, LSTM-RNN, and fully connected layers separately, as known in Figure 2.19.

The researchers also replace the LRCN method [58] with a two-category classification
network of VGG16 and the eye aspect ratio (EAR) based technique in an experiment.
As a consequence, compared with CNN 0.98 and EAR 0.79, LRCN presents the most
excellent performance (0.99) based on the region under ROC (AUC). Finally, the blink-
ing frequency of 34:1/min can be detected in the real video, but only 3.4 / min blinks in
the false video, then I set a normal person’s blinking frequency threshold as 10 / min,

whether this video is fake can be distinguished by us, as shown in Figure 2.20.
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FIGURE 2.20: Comparison for real video and fake video blink detection
[56]

2.2.2.1.3 Recurrent Convolutional Strategies for Face Manipulation Detection in

Videos [59]

The essay draws on the fact that there are many methods processing videos through
time information in the field of behavior recognition. First, perform face crop and align-
ment, and use ResNet [60] or DenseNet [61] as the backbone. Then, adopt one RNN
network for end-to-end training. Researchers experimented with the combination of
ResNet / DenseNet + one-way RNN / two-way RNN and tested on the FaceForensics
++ dataset, finding the structure of the two-way RNN + DenseNet reach state-of-the-

art, as shown in Figure 2.21.

FIGURE 2.21: Entire pipeline means a two-step process [59]

Based on the FF ++ dataset, the researchers configured different CNN + RNN for ex-
periments. The experimental results depict that DenseNet with alignment function and

bidirectional recursive network performs best, as shown in Table 2.1.
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ResNet50 DenseNet ResNet50 DenseNet
Manipulation | Frames | FF++ | ResNet50 | DenseNet . . +Alignment | +Alignment
+Alignment | +Alignment i i
+BiDir +BiDir
Deepfakes 1 93.46 94.8 94.5 96.1 96.4 - -
5 - 94.6 94.7 96.0 96.7 949 96.9
Face2Face 1 89.8 90.25 90.65 89.31 87.18 - -
5 - 90.25 89.8 924 93.21 93.05 94.35
FaceSwap 1 92.72 91.34 91.04 93.85 96.1 - -
5 - 90.95 93.11 95.07 95.8 954 96.3

TABLE 2.1: Accuracy for manipulation detection across all manipulation
types [59]

2.2.2.2 Visual Artifacts within Frames

In the previous section, I reviewed the methods of adopting temporal modes in cross-
video frames, chiefly based on the deep recursive network models, which detect radical
forgery videos. Next, I will study visual artifacts within the frame, which utilizes the
defects on the edge of the image and the unnatural details such as facial features and
facial shadows to judge, extract the specific features and complete the detection with
deep or shallow classifiers. Then, these features are distributed into shallow or deep
classifiers, which could distinguish videos between real and fake. Therefore, in this
section, methods are grouped according to the type of classifier, namely, deep classifier

or shallow classifier.

2.2.2.2.1 Deep Classifiers

Deepfakes videos usually have limited resolution, thus we must adopt the method of
affine surface distortion (e.g. scaling, rotation and clipping). Since the distorted face
areas are not consistent with the surrounding environment, which leaves fake shadow
that can be detected by the CNN model. Next, let us first discuss the related detection

methods based on the deep classifier.
* Mesonet: a compact facial video forgery detection network [62]

Indeed, micro-analysis based on image noise cannot apply to compressed video en-

vironments where picture noise is forced to reduce. Likewise, upon a higher level
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of semantics, especially when a picture describes the human face, it is hard to recog-
nize forgery images for the naked eye. Therefore, the researchers offer an intermediate

method of adopting the deep neural network (DNN) with few layers.

Meso-4 network: there are four convoluted neural networks in succession, each layer
is plus with Batch Normalisation [63] and Max pooling [64], and finally classify them

by relying on two fully connected layers and sigmoid, as shown in Figure 2.22.

FIGURE 2.22: Network architecture for Meso-4 [62]

Mesolnception-4: The two convoluted neural networks in front of Meso-4 were re-
placed with the variant inception-vl module. The investigator notes that substituting

more than a couple of layers with the Inception module will not bring more approving
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consequences for classification. The design idea regarding this module is to superim-
pose outputs of two convoluted layers with diverse kernel forms, thereby enhancing

the function space for model optimization, as shown in Figure 2.23.

FIGURE 2.23: Network architecture for Mesolnception-4 [62]

The researchers conducted experiments on the dataset about Deepfakes and Face-2Face
created by themselves. In order to promote generalisation and robustness, input patches
to operate several slight random transformations, consisting of scaling, rotation, hori-

zontal flip, brightness and hue alterations.

The experimental outcomes exhibited in Table 2.2 and Table 2.3. Considering each
frame respectively, the average detection rate of this method for Deepfakes video is 90
percent, and the average detection rate of Face2Face video under real diffusion condi-

tions of the network is 95 percent.
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Network

Deepfakes classification score

Class

forged

real

total

Meso-4

Mesolnception-4

0.882
0.934

0.901
0.900

0.891
0.917

TABLE 2.2: The average detection rate of Deepfakes video [62]

Network Face2Face classification score
Compression level 0 23 (light) 40 (strong)
Meso-4 0.946 0.924 0.832
Mesolnception-4 0.968 0.934 0.813

TABLE 2.3: Face2Face video average detection rate [62]

¢ Exposing Deepfake Videos by Detecting Face Warping Artifacts [65]

This method is based on following properties in Deepfakes video that show in Figure
2.24 as a result of the restriction of production time and computing resources, Deep-
fakes algorithm can just synthesize face photographs with limited resolution, and it
must be under affine transformation to match the source face configuration. Because
the resolutions of the warped surface region and near surroundings are inconsistent,
this distortion leaves unique fake shadows in the generated Deepfakes video, and these
artifacts can be effectively captured by classical deep neural network models (such as

VGG, ResNet, and so on).

FIGURE 2.24: Summary of Deepfakes productive pipeline [65]

Figures: When obtaining training data about negative samples, considering the time
and resource consumption in terms of the Deepfakes algorithm. Another aspect, since
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the aim of this essay is to detect artifacts introduced by affine face warping step in the
Deepfakes pipeline, the researcher directly simulates the affine surface warping step to

simplify the negative sample generation process, as shown in Figure 2.25.

FIGURE 2.25: Rapid generation of negative samples [65]

When training, the investigator clipped the ROI regions of negative and positive sam-
ples to train the VGG16 [57], ResNet50, ResNet101 and ResNet152 [66] networks, and
finally evaluated the performance of the algorithm on the UADDV [67] and Deepfakes-

TIMIT datasets [68].

Methods UADFV DeeptakeTIMIT
LOQ HQ
Two-stream NN 85.1 83.5 73.5
Meso-4 84.3 87.8 68.4
Mesolnception-4 82.1 80.4 62.7
HeadPose 89.0 - -
Ours-VGG16 84.5 84.6 57.4
Ours-ResNet50 97.4 99.9 93.2
Ours-ResNet101 95.4 97.6 86.9
Ours-ResNet52 93.8 99.4 91.2

TABLE 2.4: AUC performance of the detecting face warping artifacts and

other methods on UADFV and DeepfakeTIMIT datasets [65]

From these results, as shown in Table 2.4, it can be observed that classic deep learning

models can effectively detect the existence of these artifacts, and these artifacts can be

used to determine whether these videos are synthesized by Deepfakes algorithm.

Advantages: Creating negative samples as training data is just a straight-forward pic-

ture processing operation, hence, economizes a lot of computing resources and time.

33




Chapter 2. Literature Review

Disadvantages: It may be easy to over-fitting the Deepfakes video with a specific dis-

tribution.

2.2.2.2.2 Shallow Classifiers

Shallow classifiers require a feature extractor that can excellently solve selectivity—

invariance dilemma. One beneficial feature extractor can generate one feature, that is,
can extract information that is meaningful for identifying the content of the picture,
while ignoring irrelevant information, such as the pose of the animal. I discussed deep
classifiers during the prior section, and the section is going to discuss related methods

based on shallow classifiers.
* Exposing Deep Fakes Using Inconsistent Head Poses [69]

This method is based on the observation that stitching the synthesized face area into
the original photograph to create Deepfakes. It will introduce errors when estimating
the three-dimensional head pose (such as head direction and location) from the 2D face
image. Researchers conduct experiments to prove the phenomenon, as well as classify

this feature with the SVM classifier [42].

Specifically, researchers compare estimated head poses by coordinate points of the
whole face that show in Figure 2.26 with head poses evaluated only by the central face
area, finding they would be very similar in the real face. But for fake faces, because
the middle face area comes from the synthetic face, the error will be relatively large

between these two faces.
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FIGURE 2.26: Sixty-eight facial landmarks [69]

In order to simplify the problem, the researchers only consider the head direction vec-
tor, and obtain two head three-dimensional unit vectors estimated from the full face
and the center face respectively, and compare the cosine distances, as shown in Figure

2.27.

FIGURE 2.27: Summary of Deepfakes work-flow (Left) and method of
exposing deep fakes using inconsistent head poses (Right) [69]

As noted in the experimental results from Figure 2.28, the cosine distance of a couple of
head pose vectors estimated from real faces is centralized on a small range (up to 0.02).

However, for Deepfakes’s two vector cosine distance values is distributed in the range
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of 0.02-0.08, so two different distributions indicate that they can be distinguished from

each other in this way.

FIGURE 2.28: Distribution of cosine distance between two head three-
dimensional unit vectors for real and fake face pictures [69]

The researchers further trained the SVM classifier in the UADDYV dataset and the DARPA
GAN Challenge dataset. The final AUROC (Area Under ROC) value is exhibited in Fig-

ure 2.29 below.

FIGURE 2.29: ROC curves regarding the SVM classification outcomes
[69]
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* Exploiting Visual Artifacts to Expose Deepfakes and Face Manipulations [70]

In view of the extant video generation methods, unique artificial visual artifacts [71]
can be generated. These features can be easily detected by checking eyes, teeth, and
facial contours. Researchers divide these artificial visual artifacts into the following

divisions:

Global Consistency: it refers to inconsistent colour of left and right eye iris. Heterochro-
mia is quite rare in reality, but the severity regarding this phenomenon in the generated

face has great variance, as shown in Figure 2.30.

INlumination Estimation: During the method of Face2face [33], illumination estimation,
geometric estimation and rendering pattern are explicitly used to model, but in the face
created by deep learning, the error or inaccurate estimation of incident light is likely to
cause related artifacts. This artefact regularly appears in the region around the nose,
for instance, rendering extremely dark on one side. Likewise, the specular reflection in
the eyes is either lost or simplified white spots in the face created by deep learning, as

shown in Figure 2.30-2.31.

Geometry Estimation: the human face’s inaccurate geometric estimation causes distinct
boundaries, also high-contrast artificial artifacts to appear on boundaries of the human
face and mask. In addition, partly blocked facial fraction, for instance, an incorrect
hairstyle is going to lead to "hollowness". Moreover, regularly, teeth are not modeled
at all, which is obvious in many videos. Teeth appear as small white dots rather than

individual tooth in these videos, as shown in Figure 2.31-2.32.
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FIGURE 2.30: Global consistency and illumination estimation errors [70]

FIGURE 2.31: Illumination estimation and geometric estimation errors
[70]
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FIGURE 2.32: Geometric estimation errors [70]

By extracting these features to form the feature vector groups, the researchers aim at
the full-face generated by GAN, Deepfakes as well as Face2face data, training respec-
tively KNN [72], MLP [73], logistic regression model [74] and other classifiers. Because
features describe specific artificial artifacts, from the results, these miniature classifiers
also achieve classification task. It is also the great virtue of this technique compared to
those using deep classifiers in terms of training data and time, although the effect is not

rather ideal, as shown in Table 2.5-2.8.

Data AUC (k-NN) AUC (Colour) P N
ProGAN 0.852 0.814 424 580
Glow 0.843 0.752 716 580
ProGAN 0.802 0.764 1000 1000
Glow 0.796 0.704 1000 1000

TABLE 2.5: ROC curve AUC values for the classification for the test data
[70]

Classifier Eyes Teeth  Eyes&Teeth Crop
MLP-AUC 0.820 0.625 0.851 0.568
LogReg-AUC 0775  0.625 0.784 0.402

TABLE 2.6: ROC curve AUC values for the classification for Deepfakes
test data [70]
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Classifier Eyes Teeth  Eyes&Teeth Crop
MLP-AUC 0.838 0.727 0.830 0.815
LogReg-AUC 0.832 0.727 0.779 0.692

TABLE 2.7: ROC curve AUC values for the classification for the MesoNet
test data [70]

Classifier Nose Face Border Both Crop
MLP-AUC 0.722 0.738 0.823  0.654
LogReg-AUC 0.710 0.843 0.866  0.770

TABLE 2.8: ROC curve AUC values for the classification for FaceForen-
scics test data [70]

¢ Protecting World Leaders Against Deep Fakes [75]

In this method, the researchers customized this detection technology for national lead-
ers and worldwide celebrities (POls). Specifically speaking, the researchers believe that
a person’s facial expressions and head movements show a unique pattern when they
speak, it is called for soft biometric models. But the fake faces generated by Deepfakes
and face-reenactment will not have this specific pattern, because their expressions are

controlled.

FIGURE 2.33: The results of OpenFace tracking regarding five equally
spaced frames (top), and measure the intensity of an action unit AUO1
(eyebrow lift) on this video clip (bottom) [75]

Method: Given a video clip, adopt the OpenFace2 [76], [77] open-source tool to track
human face and head movements. The movements of facial muscles can encode into

specific motion units (AU) [78]. OpenFace2 provides 17 AUs. The researcher removed
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the blinking AU because the blinking itself has little effect. These AUs generate 20 fea-
ture vectors according to the rotation of the head about the x, z-axis, the 3D horizontal
distance of mouth corner, as well as the 3D vertical distance of upper and lower lips,
after that, utilize a Pearson correlation coefficient, which measures the similarity of the
two vectors of these 20 features. Thus, it can generate C= (20x19)/(2x1) = 190 pairs of
features, and each 10s video clip is compressed into a 190-dimensional feature vector,

after that, adopt SVM to classify the true and false of the video, as shown in Figure 2.33.

FIGURE 2.34: 2D visualisation of 190-D functions [75]

Figure 2.34 is a kind of t-SNE method [79] that converts a 190-dimensional feature vec-
tor into a 2-dimensional visualization. Different colours indicate some celebrities, or ca-
sually look for individuals, Obama who changed face, etc. In this low-dimensional rep-
resentation, POIs can be distinguished from other ordinary people. Here, researchers

use one-class SVM [80] to classify.

Researchers also tested on the video compression, video editing length, and speakers’
context, and found that it is robust enough for video compression, but not accessible
for different text contexts. Researchers suggest collecting more diverse data contexts for
training. Except for this environmental effect, researchers have found that the reliability
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regarding the action unit may be severely affected when POI always looks beyond the

camera.

Similarly, researchers also considered that speech text content would make an effect on
speech style and expression. Experiments with different texts also achieved an average
AUC of 0.91, while other POI test results also reached AUCs of 0.93, 0.96, 0.92 and 0.98,

which notes the method is robust enough to change text content.
¢ Combating Deepfake Videos Using Blockchain and Smart Contracts [81]

Researchers supply a block chain solution and universal framework, which helps users
detect Deepfakes videos. Each video is associated with the smart contract, then it is
linked upon its parent video, and every parent video has a link in its hierarchy to its
children. This chain empowers the user to track and trace the source of digital content
and from historical record to its original source, even if the digital content has been
reproduced many times. The significant attribution concerning smart contracts is a
unique hash value of Interstellar File System (IPFS) [82], whose use is to save videos
as well as their meta data in the content-addressable and decentralized pattern. The
pivotal functions and characteristics of smart contracts were tested to dispose of sev-
eral common security challenges, for instance, the distributed refusal of service, which
ensures the proposed solution to meet security requirements. The researcher’s solu-
tion project concentrates on video content. Meanwhile, this solution framework is ex-
tremely general and universal, which can be applied to other forms of digital content,

for instance, photographs, audios and manuscripts, as shown in Figure 2.35.
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FIGURE 2.35: Track video source origin utilising the suggested solution
[81]

¢ Face X-ray for More General Face Forgery Detection [83]

This technology is different from existing methods, because it can accurately detect
"unknown" images, that is, no matter what kind of algorithm synthesizes those images,

it can also detect without targeted training.

FIGURE 2.36: Summary of generating a training sample in the face X-ray
method [83]

More specifically, it generates a grayscale image that shows whether a given input pic-
ture can be broken down into a mixture of two pictures from diverse sources (see Figure
2.36). After all, most methods for changing faces are to combine the generated images

with existing images.

It means that Face X-Ray cannot only judge whether it is a composite picture but also
point out where is composite, that is, it has both functions of recognition and interpre-

tation.
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FIGURE 2.37: Each image has its own special noise mark [83]

The core ideology from the algorithm is that it can identify a unique mark of each
image. There are many reasons for generating these marks, which may come from
software factors like algorithms, or hardware factors like sensors, as shown in Figure

2.37.

Compared with the existing two-category face-changing detection, Face X-Ray can
more effectively identify the face-changing images that have not been found, and can

reliably predict the mixed regions, as shown in Table 2.9).
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Model Training set Test set AUC
DF BI DF F2F FS NT FF++
Xception v - 99.38 75.05  49.13 80.39 76.34
HRNet v - 99.26 68.25 39.15 71.39 69.51
Face X-ray \ - 99.17 9414 7534  93.85 90.62
v v 99.12 97.64 98.00 97.77 97.97
F2F BI DF F2F FS NT FF++
Xception v - 8756 9953  65.23 65.90 79.55
HRNet A% - 83.64 9950  56.60 61.26 74.71
Face X-ray % - 98.52  99.06 72.69 9149 93.41
v \4 99.03  99.31 98.64  98.14 98.78
FS BI DF F2F FS NT FF++
Xception v - 70.12 6170  99.36  68.71 7491
HRNet \4 - 63.59 6412 9924  68.89 73.96
Face X-ray v - 93.77  92.29 99.20 86.63 93.13
\Y v 99.10 98.16 99.09 96.66 98.25
NT BI DF F2F FS NT FF++
Xception v ) 93.09  84.82 4798  99.50 83.42
HRNet \ - 9405 8726 6410  98.61 86.01
Face X-ray v - 99.14 9843 70.56  98.93 91.76
v v 99.27  98.43 97.85  99.27 98.71
FF++ BI DF F2F FS NT FF++
Xception - v 98.95 97.86 89.29 97.29 95.85
HRNet - v 99.11 9742  83.15 98.17 94.46
Face X-ray - \Y% 99.17 98.57 98.21 98.13 98.52

TABLE 2.9: Comparison of experimental results with two-class detector
[83]

Despite this, researchers also pointed out the deficiency of this method, which relies on
a hybrid step, so it may not be suitable for fully synthesized images, and it maybe be

tricked by adversarial samples.

2.2.3 Summary and Research Gap

In this chapter, I reviewed existing methods in Deepfakes creation and summarised
some current available approaches for Deepfakes detection. It is worth noting that
although the majority of detection methods can achieve great results, the capability

from the detection technique still requires to be enhanced because test datasets as well
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as test benchmarks are neither uniform.

To fight against the harm of fake-face videos, researchers have proposed a variety of
different Deepfakes detection methods. However, a common problem of these detec-
tion methods is that they usually achieve higher accuracy in-library detection, but the
performance seriously degraded in cross-library detections. In other words, there is a

serious problem of insufficient generalisation ability.

Existing Deepfakes detections are usually dependent on the performance of the Area
Under Curve (AUC) [84] as the evaluation standard. As a model evaluation index,
AUC is used to evaluate the binary classification models, and can better reflect the pros
and cons of the classifier when the sample ratio is imbalanced. However, AUC only ex-
hibits the ranking ability and concentrates on the relevant magnitude of the probability
value, which has nothing to do with thresholds and absolute size of the probability
value. Moreover, it is not reflecting a forecast accuracy. This phenomenon depends
on two characteristics of AUC. First, classification-threshold-invariant: AUC measures
the quality of model predictions and has nothing to do with the classification threshold.
The distribution range of the predicted value will not affect AUC. Even if the prediction
value of positive examples is only a little higher than that of the negative examples, it
is also a positive example to the AUC. Second, scale-invariant: AUC measures the pre-
dicted sort results, not absolute values. AUC is based on relative predictions, so any
conversion that retains the relevant sort predictions will not affect AUC. Briefly, if the
values regarding a model are multiplied by 2, the AUC will not change, but the offset
between the model predicted value and the real value enlarged actually. Furthermore,
when the data is pretty uneven, AUC may not be able to assess the performance con-

ditions of the detection method.

In this thesis, while testing the Deepfakes detection method in the intra-library, I also
conduct a cross-library test to discuss the impact of cross-library testing on detection
performance. Meanwhile, I discuss the intra-library and cross-library tests and their
generalisation performance. Then, I compare the influence of these factors on algo-
rithms’ performance in terms of data augmentation, dataset partitioning, and thresh-
old selection. I further compare Deepfakes detection methods based on these criteria
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as an objective framework for performance analysis of Deepfakes detection methods.
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Deepfakes Datasets

With the abuse of Deepfakes and the rapid development of its technology, the re-
search of Deepfakes detection methods has become more challenging. The availabil-
ity from Deepfakes large-scale dataset is an essential contributing factor to the im-
provement regarding Deepfakes detection methods. So far, there are UADFV dataset,
Deepfakes-TIMIT (DF-TIMIT) dataset, FaceForenscics++ dataset, Google Deepfakes
detection (DFD) dataset, FaceBook Deepfakes detection challenge (DFDC) dataset and
Celeb-DF dataset. In this chapter, I will briefly review these datasets.

3.1 UADFV

The UADFV dataset [69] is one of the earliest public databases used to detect Deep-
fakes. The database contains forty-nine real videos from Youtube. These videos are
used to create forty-nine forgery videos via FakeApp mobile devices for target face.
Then utilize Poisson image editing to mix the output of the auto-encoder with the rest

of the images, and the total of dataset is 32752 frames.

3.2 TIMIT

The dataset is composed of real video and tampered video. One is the Vid-TIMIT
audio-video dataset established by the University of Queensland (UQ) in Australia
[85]. The other is from the Swiss Idiap Institue, it structured Deepfakes-TIMIT dataset
based on the Vid-TIMIT dataset [86]. The Vid-TIMIT database contains 43 objects, each
of which has screened 13 real videos. The Deepfakes-TIMIT dataset comprises 620
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Deepfakes videos from the Vid-TIMIT dataset and contains 32 themes. Since the sub-
jects in the original video mostly have front-side faces and the background is monochrome,
the synthesis is relatively easy. In Deepfakes-TIMIT, there are twenty Deepfakes videos
for each theme and trained two diverse models. Thereinto, one model generates ten
videos with an output size of 64x64 (namely, Deepfakes-TIMIT-LQ), while the other
ten videos generated by another model with an output size of 128(namely, Deepfakes-
TIMIT-HQ), as shown in Figure 3.1. These synthesized videos are created by adopting
Faceswap-GAN. The dataset has a total of 10,537 original images, and 34,023 synthetic

images extracted from 320 videos.

FIGURE 3.1: Screenshot of initial videos from VidTIMIT dataset and low
(LQ) and high quality (HQ) Deepfakes videos [85]

3.3 FaceForensics ++

FaceForensics ++ [87] is a face-forged dataset that allows investigators to train deep
learning-based methods in a supervised manner. It consists of 1,000 initial video se-
quences which have been manipulated with 4 automatic facial manipulation techniques:
Deepfakes, Face2Face, NeuralTextures and FaceSwap. These data come from 977 YouTube
videos, all of which contain traceable and mostly front-side faces without any cover,
which enables the automatic tampering methods to generate realistic forgeries, as shown

in Figure 3.2.
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FIGURE 3.2: FaceForensics++ is a dataset of facial forgeries [87]

34 DFD

Google Research recorded hundreds of videos with the paid actors and the volunteer
actors in 28 diverse scenarios, which are manufactured the DeepfakeDetection (DFD)
dataset [88]. Then, over 3,000 of Deepfakes were generated from these videos by uti-
lizing the openly available Deepfakes creation method. The resulting real and fake
videos constitute the DFD dataset to support Deepfakes detection. Being part of the
FaceForensics benchmark, the dataset is freely available to the research community

and can be used to develop synthetic video detection methods.

3.5 DFDC

The Deepfake Detection Challenge (DFDC) dataset [89] was collected and established
by FaceBook, which consists of 5K videos with two face modification algorithms. In
order to capture various deep bionic technologies, FaceBook hires a team of paid ac-
tors. Each participant submitted a group of videos in which they completed a series of
preassigned tasks. These videos involve various lighting conditions and head poses,
and also take the diversity of axes (gender, skin colour, age) into account, in addition,
participants can record their videos in any background that they need, which generates
a visual diverse background. The population is composed of multiple races (such as
Caucasians, African Americans, East Asians, South Asians, and so on) in this dataset

that show Figure 3.3, whose gender ratio is about 54 percent for women and 46 percent
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for men. In October 2019, the final dataset is tested on ICCV, and the complete dataset

was released on NeurolPS in December 2019.

FIGURE 3.3: Some sample face exchange from the dataset [90]

3.6 Celeb-DF

The Celeb-DF (v1) dataset [91] comprises real and Deepfakes composite videos, whose
quality is similar to that of online videos. The Celeb-DF dataset involves 408 initial
videos gathered from YouTube with distinct genders, ages and races, as well as 795

Deepfakes videos synthesized from these videos.

The Celeb-DF (v2) dataset [92] comprises real and Deepfakes composite videos, whose
video quality also is similar to that of online dissemination videos. The Celeb-DF (v2)
dataset greatly expanded than the previous Celeb-DF (v1), and the latter comprises
only 795 Deepfakes videos. So far, Celeb-DF includes 590 initial videos gathered from
YouTube with diverse races, genders and ages, as well as 5,639 corresponding Deep-

fakes videos, as shown in Figure 3.4.
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FIGURE 3.4: Red box: corresponding Deepfakes photographs; Green
box: real photographs [92]

3.7 Comparison and Summary of Datasets

It is observed that the Deepfakes fake face videos in the six datasets are mostly front
face, complex situations of face cover are less. Thereinto, the DF-TIMIT, DFD, DFDC
dataset synthetic quality is relatively high, and the FaceForensics++ dataset synthetic
quality is the lowest. However, in the existing datasets, there are a small number of
tempered videos whose synthetic effect is not satisfactory, for example, obvious fake
facial contours and vague facial features, which mainly are caused by the inconsis-
tency of the resolution between the falsified area and the surrounding area. Table 3.1

compares the above six Deepfakes fake face video datasets.
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Ratio

Participants

Datasets Year Fake : Real Total Videos Source Consent Advantage Disadvantage
UADFV [69] 2018 11 98 YouTube No
Use Poisson image editing to The number is a few, and the
mix the output of the auto- quality is low.
encoder with the rest of the im-
age.

TIMIT [85], [86] 2019 11 1199 uQ No Face area accounts for a large The background is relatively
proportion and contains two single, resulting in a lack of com-
different sizes of synthetic plex background features in the
videos generated by faceswap- training samples.

GAN.

FaceForenscics ++ [87] 2019 1:0.25 5000 YouTube No Data scale is large, including the The synthesis quality is low, and
fake face videos of three dif- there are more fake face videos
ferent compression levels with with obvious tampering marks.
compression rate 0, compression
rate 23 and compression rate 40.

DeepfakeDetection [88] 2019 1:0.12 3363 Actors Yes (28) The synthesis quality is rela- The effect is too artificial, and
tively high, considering the di- the lighting does not match, the
versity of the scene. head pose is extreme.

DFDC [89] 2019 1:0.28 5214 Actors Yes (28) Quality is higher, diversity of The effect is too artificial, and
role (gender, age, ethnicity, etc.) the lighting does not match.
and visual diversity of back-
ground.

Celeb-DF [91], [92] 2019 1:0.51 1203 YouTube No The quality of the synthesis is There are very similar videos in
relatively high, which is similar the training set and the test set.
to the quality of the current on-
line video.

TABLE 3.1: Comparison of Deepfakes datasets

This field regarding Deepfakes dataset is developing extremely promptly. With Deep-
fakes technology move onwards, researchers will persist in enriching the data for these
existing datasets, which will continue to cooperate with their partners in this area. We
firmly believe that supporting a thriving research community can assist to reduce the
potential harm caused by the abuse of synthetic video technology. The release of Deep-
fakes dataset based on the FaceForensics benchmark symbolizes a significant step to-

wards this goal.
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Methodology

In the previous chapters, the related technologies and applications of Deepfakes were
reviewed and paid attention to some prevailing detection methods currently used by
researchers for identification of Deepfakes videos. Meanwhile, I also outlined several
mainstreamed Deepfakes datasets utilised by researchers to facilitate training and test-
ing of detection methods. In this chapter, I will discuss the data benchmarking and the

proposed method used in this research for comparison analysis.

4.1 Proposed Data Benchmark

Nowadays, six kinds of datasets are used widely. The experiment will use three of them
(namely, TIMIT, FaceForensics++, and Celeb-DF) as a data benchmark. As one of the
earliest public datasets, the UADFV dataset has little data and low quality. The effect
of the DeepfakeDetection dataset is too artificial, the lighting does not match, and the
head posture is extreme. The DFDC dataset has large data, but there are videos with
high similarity in the training set and the test set. Relatively speaking, the face area
of the TIMIT dataset is big relatively, and it contains two different sizes of face swap-
GAN composite videos. The FaceForenscics ++ dataset has a large data scale, including
three different compression levels of fake face videos with a compression rate of 0, a
compression rate of 23, and a compression rate of 40. The quality of the Celeb-DF
dataset is high relatively, similar to the quality of current online videos. Therefore, this

experiment uses TIMIT, FaceForensics++, and CelebDF datasets as the proposed data
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benchmark.

To effectively train and test detection methods, this thesis carries out several experi-
ments on diverse scenarios in the form of data and database. The reason why I choose
this style is that if using repeated data or only one dataset to train, verify and test the
model, it will cause the model to suffer from over fitting in the source domain data.
Therefore, in this thesis, I use the TIMIT dataset and the FaceForensics++ dataset for
training, verification, and testing at a rate of approximately 7:2:1. I also use the Celeb-

DF dataset for cross-library testing.

FaceForensics++ and TIMIT datasets were chosen because FaceForensics++ dataset is a
deep video dataset for benchmark testing of deep forgery detection algorithms. More-
over, FaceForensics++ adopted four advanced methods to create fake videos, namely,
Face2Face (facial reproduction), FaceSwap (facial recognition manipulation), Deepfakes
(facial identity manipulation) and NeuralTextures (using GAN for facial reproduction).
The videos in the FaceForensics++ dataset not only come from different tampered
methods but also the video quality is divided into three levels that are raw video, high-
quality video (using h.264, parameter 23 for compression) and low-quality video (pa-
rameter 40). The TIMIT dataset has similarities to the FaceForensics ++ dataset. They
both belong to a deep video dataset, and its synthesised video is also generated using
Faceswap-GAN, whose video is also divided into low quality (LQ) and high quality
(HQ). Based on these characteristics of the FaceForensics++ and TIMIT datasets, so

they are more fit as benchmark data.

The Celeb-DF dataset has higher resolution, fixed colour consistency and background
diversity. More importantly, its video quality is similar to that of current online videos,

so this thesis uses the dataset for cross-library testing.

4.2 Proposed Comparison Framework

Our literature review found that the existing research literature rarely compares perfor-

mance among multiple detection methods. Even when comparing different detection
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methods, they are all based on the performance of AUC. This thesis will select the
six Deepfake detection methods of Two-stream, MesoNet, HeadPose, FWA, VA, Multi-
task, and propose a comparison framework that has not been used before to compare
and analyse the detection methods. This framework designs various scenarios in the
form of data and datasets for the experiments. The thesis will analyse and compare
the methods based on the experimental results obtained. The analysis will be based
on data augmentation, data partitioning, and thresholding selection. Data augmenta-
tion intends to expand the training samples, improving the diversity of data so that
the model can adapt to a wide range of application environments. Data partitioning
adopts random partitioning and person partitioning, which ensure the universality and
preciseness of the experimental results. Threshold selection is an important factor for
Deepfakes detection because different thresholds can directly affect the test results. In
the next subsections, I introduce data augmentation, data partitioning, and threshold-
ing selection. I will also use the accuracy rate (ACC) and error rate as the evaluation

standard.

421 Data Augmentation

Data augmentation is an effective means to redouble a dataset and make the dataset as
diverse as possible. Its primary meaning is to rotate data, cut data, change the colour
difference, distort the characteristics, change the size, and increase the noise regarding
original data. For the data augmentation of Deepfakes detection, most face recogni-
tion will require face alignment. Thus, random cropping might be meaningless here.
Face alignment automatically locates key feature points of the face based on the in-
put face image, such as eyes, nose tip, mouth corner points, eyebrows, and contour
points of various parts of the face. Through face alignment, I can locate each part of
the face and extract the corresponding part features. Even if part of the face is missing,
it can be restored through the face alignment feature. In image classification, although
random cropping of pictures during deep learning training has become a pretty usual
data augmentation method, the feature of face alignment makes this data augmenta-
tion method lost its practicality. In other words, the data expanded by tailoring will not

affect detection performance. But the face transformed by methods such as stretching
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may be useful for Deepfakes detection. Therefore, the proposed framework adopts five
methods: stretch, rotation, brightness change, channel offset, and flip horizontally to

augment the data.

Our proposed framework uses a faster data augmentation method than Torchvision
which is based on Pillow [93]. Our method is implemented based on OpenCV [94],
which is faster than Torchvision because opencv_trans forms in the OpenCV is intended
as a faster drop-in replacement for Pytorch’s Torchvision. It can make fast image aug-
mentation for PyTorch computer vision pipelines. In OpenCV, most conversion speeds
are between 1.5 times to 4 times, and the speed of large image resizing is up to 10 times.
In the framework, 300x300 image blocks are used to train the cascaded network. The
framework adopts two stages to data augmentation for all data in the training set and
testing set. In the first stage, given an image, intercept 300x300 image blocks (namely,
a center image block and four corner image blocks) from five fixed positions in the im-
age, and cut out twenty random image blocks from other positions in the image. In
other words, one image can get twenty-five 300x300 image blocks. In the second stage,
for each image block obtained in the first stage, with thirty as the step size, the rotation
operation is carried out. And all the image blocks are mirrored symmetrically in the
horizontal direction. For each image block, using rotation and mirroring operations,
another seven different image blocks can be obtained. Meanwhile, our framework
uses OpenCV to perform a non-linear transformation of luminance contrast, namely,
gamma correction [95]. It is different from linear transformation. The changing in-
tensity is different and non-linear for different original brightness values, as shown in
Figure 4.1. Furthermore, our framework also uses Mat [96] in OpenCV to offset the
channel accordingly to make the dataset more suitable for the experimental environ-

ment.
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FIGURE 4.1: Plot for diverse values of the gamma [95]

The experimental results show that data augmentation does not improve the gener-
alisation performance from the detection method. A reasonable explanation is data
augmentation will change the pixel value and it is easy to destroy the shallow height
frequency information. Therefore, during Deepfakes detection, it will interfere with
the extraction of basic tampering features. I will further analyse and explain it in the

next chapter.

4.2.2 Data Partitioning

This framework first divides the dataset into a training set and a testing set. Since the
model construction process also needs to check the model, check the configuration of
the model, and the degree of training for any overfitting or underfitting issues [97].
Thus, the training data will be divided into two parts. One is the training set for train-
ing, and the other is the validation set for checking the model. The validation set can
be reused, mainly to help us build the model. Based on this, our framework divides
the FaceForensics++ dataset and TIMIT dataset into a training set, validation set, and

testing set at a ratio of 7:2:1, as shown in Figure 4.2.
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FIGURE 4.2: Proportion of dataset for proposed framework

The training set is used to train the model, and then the validation set is used to verify
the effectiveness of the model and select the model that obtains the best results. After
it verifies by the validation set, I will use the testing set to evaluate the accuracy and
error of the model. Moreover, the testing set is only used for model checkout, and
the network parameter configuration cannot be adjusted according to the results of the
testing set. Otherwise, it will cause the model to overfit in the testing set. The pseudo

code has been outlined Algorithm 1.

Algorithm 1: The training set and validation sets are used during training

for each epoch do
for each training data instance do
propagate error through the network;
adjust the weights;
calculate the accuracy over training data;
end
for each validation data instance do
| calculate the accuracy over the validation data;
end
end
if the threshold validation accuracy is met then
‘ exit training;
else
‘ continue training;
end

To eliminate the correlation between data and avoid batch processing the same combi-
nation repeatedly, which lead to the generalisation ability declines. There are two pri-
mary forms of dataset partitioning in Deepfakes datasets: one is random partitioning,
that is, directly using the video as a unit and dividing it into three datasets according to

a prescribed ratio. The second is to divide by person, that is to say, taking into account
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the person in the video based on controlling the proportion, to ensure that the video
of the same person only appears in one dataset. The reason for dividing by person is
although the person in the dataset has different actions and expressions, there are still
many actions and expressions performed by the same person. Dividing by a person
can prevent the data from being arranged according to a degree of rules, make it more
in line with the real distribution of the data, thereby preventing overfitting. Therefore,
dividing the dataset by person helps to verify further the generalisation performance
of the detection method. The Celeb-DF dataset has higher resolution, and its video
quality is similar to the video quality of current online streaming services today, so our

framework uses Celeb-DF dataset for cross-library testing.

The experiments show different partitioning methods will have some influences on
both Intra-library and cross-library testing and the size of the dataset also has a degree
of impact on the test results. In the next chapter, I will analyse and compare them

according to the experimental results.

4.2.3 Thresholding Selection

The threshold is also called critical value [98], which refers to the lowest or highest
value that an effect can produce. In the binary classification, different thresholds di-
rectly affect the classification results of the test, resulting in diverse degrees of false
alarms and missed detections. Therefore, in intra-library and cross-library tests, the
framework first uses the validation set of the same dataset as the training set, that is,
the data with small domain offset determines the threshold under the EER criterion.
The reason for choosing the threshold under the EER criterion is that EER (Equal Error
Rate) [99] unifies the two parameters of FAR (False Acceptance Rate) [100] and FRR
(False Rejection Rate) [101] into one parameter to measure the overall performance of
the algorithm. FAR and FRR are two parameters of the same algorithm. Putting them in
the same coordinate, as shown in Figure 4.3, FAR decreases with the rise of the thresh-
old, and FRR increases with the increase of the threshold. Another reason is that it is
difficult to know the scene of the test video in practical applications, and the threshold

can only determine with the help of existing videos.
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FIGURE 4.3: FAR, FRR and EER

In addition to this threshold selection method, our framework also selects other thresh-
old selection methods for comparison. In the intra-library test, the Softmax [102] clas-
sification criterion added, threshold sets 0.5. In the cross-library test, one method is to
increase the threshold of the Softmax classification criterion. The other is to use the val-
idation set of the same dataset as the test data. That is to say, the threshold determined

under the EER criterion for data of larger domain offset.

Our framework uses the training model of the TIMIT dataset as an example for test-
ing. In this process, data augmentation is not used, and the dataset is divided by the
person. The experimental results found the accuracy rate obtained by the threshold
under the Softmax criterion is lower than that obtained by the threshold under the
EER criterion in the intra-library test. In the cross-library test of the FaceForensics++
dataset, the HTER obtained by the threshold under the Softmax criterion is higher than
the HTER gained by the threshold under the EER criterion. However, the threshold
determined by the data with larger domain offset is better than the threshold deter-
mined by the data with smaller domain offset. In the cross-library test of the Celeb-DF
dataset, two thresholds determined by different domains have different effects on each
detection method. In the next chapter, I will evaluate the generalisation ability of the

detection method by comparing the thresholds obtained from different data offsets in
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the domain.

4.2.4 Accuracy Rate and Error Rate
4.2.4.1 Accuracy Rate (ACC)

Accuracy means an index for evaluating classification patterns. In other words, the
accuracy rate indicates the proportion of the correct results that the pattern foretells.

The definition of accuracy (ACC), namely equation 4.1 is as follows:

Number of correct predictions
Total number of predictions

Accuracy = 4.1)

Take the popular binary classification matter that models are nothing more than at-
tempting to distinguish a prediction with positive and negative. The number of correct
predictions in the test set (the positive sample recognised as a positive sample, or the
negative sample recognised as a negative sample) divided by the total mass of data in
a test set means accuracy rate. When using scikit-learn [103] to call the classifier for

classification, the score value returned by the model is the accuracy rate.

Next, I am going to introduce a confusion matrix for calculating the accuracy of a ma-

chine learning algorithm for classifying data toward corresponding tags.

In machine learning, confusion matrix [104], alias error matrix is the regular format
for representing accuracy assessment and it is determined by matrix’s modality with n
rows and n columns. It is used for assessing performance regarding supervised learn-
ing algorithms intuitively. Confusion matrix holds the square matrix with size (n _
classes, n _ classes), where n _ classes represents the number of classes. Per row of
this matrix denotes an instance in an authentic class, as well as per column signifies
an example in a predicted class (implementation approach adopted by Tensorflow and
scikit-learn). It also means per row expresses an example in a predicted class, and per
column denotes an example in an authentic class. Through the confusion matrix, it is
easy to observe whether the system will confound the two classes, which is also the
origin of the confusion matrix name. Per row denotes an example in the predicted

class, and per column expresses an example in an authentic class. It is simple to detect
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whether a system will confuse two classes via a confusion matrix, which is also the

origin of the confusion matrix name.

A confusion matrix is an especial type of contingency table or cross-tabulation. It has
two dimensions (true value "actual" and predicted value "predicted"), both of which
have the same a collection of "classes". In the contingency table, per a combination of
class and dimension means a variable. Visually, the contingency table represents the
frequency distribution of multiple variables in the form of a table. It can see from Table
4.1 that the correct positive or negative is the observation result of the correct prediction
that is True Positive and True Negative. False Positive and False Negative indicate false

alarm.

Predicted Class

Class = Yes Class = No
Actual Class | Class = Yes | True Positive | False Negative
Class = No | False Positive | True Negative

TABLE 4.1: Confusion Matrix

True Positive (TP) - These are positive values by the correct forecast that means an
actual category value is yes, and the predicted category value is also yes. For instance,

if the face in the picture is real, the prediction class lets you know the same thing.

True Negative (TN) - These are negative values by the correct forecast that means the
value of the actual category is no, and the value of the forecasted category is also no.
For example, if the face in the picture is fake, and the prediction class lets you know

the same thing.

False negative and false positives, when predicted class conflicts with the actual class,

these values will have appeared.

False Positive (FP) - when the predicted category is yes, and the actual category is no.

For instance, if the face in the picture is fake, but the prediction class tells you that the
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face in the picture is real.

False Negative (FN) - If the actual category is yes, but the predicted category is no. For
example, if the face in the picture is real, and the prediction class tells you that the face

in the picture is fake.

Therefore, for binary classification, the accuracy can also calculate according to the

positive and negative categories, as shown below equation 4.2:

TP+ TN

TP+ TN+ FP+FN (42)

Accuracy =

Thereinto:

TP = True Positive means the positive samples of model prediction are the positive;
TN = True Negative means the negative samples of model predicted are the negative;
FP = False Positive means the negative samples of model predicted are the positive;

FN = False Negative means the positive samples of model predicted are the negative;

4.2.4.2 Error Rate

Error rate and accuracy are working in two opposite directions. Error rate indicates a
proportion of misclassifications by the classifier. Error rate and accuracy are indicators
evaluated from both negative and positive sides, and their sum is 1 exactly. The correct
rate is the higher, Error rate is the lower; Correct rate is the lower, Error rate is the
higher. The computational equation 4.3 as follows:

FP+FN

ErrorRate — 4,
TOrRate = T b Y TN+ EP + EN (4.3)

The error rate includes two parts: one is equal error rate (EER) calculated by threshold
when missed detection rate and the false alarm rate are equivalent on the validation
set. The second is the half-total error rate (HTER) obtained by employing the previous

threshold on a test set.

Equal Error Rate (EER):
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Equal Error Rate (EER) means the biometric security system algorithm, which prede-
termines thresholds regarding its false acceptance rate and false rejection rate. The
common value called an equal error rate when the ratio is equal. This value expresses
that a proportion of false rejections is equal to a proportion of false acceptances. The

equal error rate value is lower, and the accuracy of the biometric system is higher.

Equal Error Rate (EER) is the point on the ROC curve [105] (receiver operating charac-
teristic curve), which matches an equal probability of mis-sort with a positive sample
or negative sample. The point obtained for crossing ROC curve by a diagonal line
([0,1]-[1,0] line) of the unit square. The EER of the classifier shown in Figure 4.4 should
be an abscissa value corresponding to the crossing of a blue dashed line and red ROC

curve, which equals about 0.17.

FIGURE 4.4: EER of the classifier [105]
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The equation 4.4 for equal error rate is as follows:

EER = FPRyy = FNRyy (4.4)

In the equation, FPR is the false alarm rate, FNR is the missed detection rate, and val

represents the result on the verification set.

FPR (False Positive Rate) is the false alarm rate, which can be understood as how many
of all inverse classes are predicted as positive (positive class prediction errors), equation

4.5 as follows:

FP

FPR= 77N

(4.5)

FNR (False Negative Rate) is the missed detection rate, which can understand as to
how many of all positive classes predicted to be negative (anti-class prediction errors),

equation 4.6 as follows:

FN

FNR = 757 FN

(4.6)

TP means True Positive, FP means False Positive, FN means False Negative, TN means

True Negative

Half Total Error Rate (HTER)
In the detection method, a criterion that often used is HTER, the full name is half total

error rate, and the calculation equation 4.7 is:

FPRtest + FNRtest

HTER =
2

(4.7)

In the equation, FPR is the false alarm rate, FNR is the missed detection rate, and test

represents the result on the test set.
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Experimental Results and Analysis

In view of comparing and analysing the performance regarding six Deepfakes detec-
tion methods, this thesis would emphasise the comparative experiments at the follow-
ing three aspects of the division pattern, data augmentation and threshold selection.
The experimental environment is in a Windows computer equipped with Intel (R) Core
i7 9700T 2.0Ghz 8 Core 12MB Cache, GeForce GTX 1650 SUPER OC 4G and 16GB DDR4
2666 MT/s (PC4-21300). The program codes have been developed in Python. The
Python packages used in the proposed framework have been listed in Appendix A and

some samples of our codes have been included in Appendix B.

In machine learning algorithms, the domain where the training set is located is called
the source domain, the domain where the test set is located is called the target domain,
and the difference between the two domains is called the domain shift. For evalu-
ating the performance of models under different domain shifts, the experiments are
mainly carried out intra-library testing and cross-library testing. Because video scenes
and recording mode are similar in the same dataset’s video data, the target domain
and the source domain have a smaller shift in the intra-library test, which is used to
assess the learning capability of the pattern. However, video data vary notably in di-
verse datasets. That is to say, the target domain and source domain have a larger shift
in cross-library testing, which is used to assess the generalisation performance of the
model. Because the real videos in the FaceForensics++ dataset and the Celeb-DF dataset
are partly the same (both from YouTube), to ensure the experimental preciseness, the

model trained in the FaceForensics++ dataset is not operated cross-library testing in
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the Celeb-DF dataset in the thesis.

In this thesis, as mentioned previously, accuracy (ACC) and error rate are used to evalu-
ate the performance of the algorithms. Intra-library testing is evaluated with accuracy
and error rates, and cross-library tests are only evaluated with error rates. The error
rate includes two sections: One is the equal error rate (EER) calculated by threshold

when missed detection rate and false alarm rate are equal on the verification set.

Given the different technologies adopted in each detection method, the detection time
also would be diverse. In this thesis, while the ACC and error rate are utilised to assess
the performance of the detection method, and time for detection also is used as one of

the evaluation standards.

5.1 Implementation Details

For comparing the performance of the six detection methods objectively, the training
is in accordance with the test environments during our experiments. For the input of
the network, firstly, the convolutional neural network detector in the dlib library [106]
and pre-training weights are used to frame the face area. Then, according to the nose
tip point coordinates detected by the FAN-2D network [107], I move the face frame
horizontally to ensure the nose on the vertical line of the face frame. To make the
model learn about the information of the face and the surrounding, the face frame-
centred area expanded by 1.3 times is used as the input image. In the experiment, if
the gradient value of network layers is greater than 1 and multiplied repeatedly, the
weight value will become pretty large, resulting in a gradient explosion. Gradient ex-
plosion will cause network instability, leading to failure to learn from training data, and
even appear NaN weight values that can not be updated. To avoid this situation, I use
weights regularisation [108]. I limit the size of weights through regularisation to pre-
vent gradient explosions. In other words, regularisation is mainly to restrict overfitting

by regularising network weights.

To keep consistency between the training of each model, the loss functions of the six
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detection methods all adopt the cross-entropy, which is usually employed in classifica-
tion problems. Adam algorithm with the first-order optimisation is used for training in
the experiment, it substitutes the conventional stochastic gradient descent procedure,
in which the algorithm can renew neural network weights iteratively based on training
data. Unlike traditional stochastic gradient descent, the Adam algorithm designs in-
dividualistic adaptive learning rates for diverse parameters via calculating first-order
moment evaluation and second-order moment evaluation of the gradient. Adam algo-
rithm [109] gains the benefits from AdaGrad [110] and RMSProp [111] simultaneously.
Adam like the RMSProp algorithm not only computes the adaptive parameter learn-
ing rate based on the mean value of first-order moments, but it also offers fully use
of the mean value of second-order moments of the gradient (namely partial variance).
Specifically, the algorithm calculates the exponential moving average of the gradient,
and the hyperparameters betal and beta2 control the decline rate of these moving av-
erages. Adam has an outstanding performance in practice, achieving excellent results
quickly, so it has notable advantages over other kinds of random optimisation algo-
rithms. Based on this, the adaptive Adam algorithm is adopted in the optimisation
process of our experiments and an early termination strategy used to prevent overfit-
ting. The sample code has been included in Appendix B. The entire training process
is divided into two stages. The learning rate of the first stage is le-4. If the loss of the
verification set of 6 iterations does not decrease, and then it enters the second stage; the
learning rate of the second stage is 1e-6, if the loss of the verification set of 15 iterations
does not reduce, the training will end. Other parameters of the optimiser are used with

their default values. The pseudo code in Algorithm 2 shows how the algorithm works.
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Algorithm 2: Adam

Require: Stepsize ¢ (by default: 0.001);
Require: Exponential decay rate of moment estimation, p; and p; € [0,1) (by
default: 0.9 0.999)
Require: Small constants for numerical stability § (by default: 10~8)
Require: Initial parameters 6
Initialise first-order and second moment variables s = 0,r = 0
Initialise time step t = 0
while not reached stopping criterion do
Extract a mini-batch containing m samples x(1), ..., x(") from the training
set, corresponding to the target y()
Compute gradient: g < % Vo ZiL <f (x(i);9> ,y(i))
t—t+1
Update the biased first-order moment variable: s <— p1s+ (1 —p1) g
Update the biased second moment variable: 7 <— por + (1 —p2) g O g
Correct the deviation of the first-order moment: § < ; fp,l

Correct the deviation of the second moment: # < ﬁ
2

(Apply operations element by element)

s

Calculation update: Af = —e 75

Application update: 0 <— 6 + Af
end

In the structure of the model, Multi-task, MesoNet, FWA, HeadPose and VA directly
refer to the model code provided in the literature [49], [62], [65], [69], [70] respectively,

and Two-stream is a structure reproduction, according to [46].

5.2 Limitation

Every experiment will have some limiting factors, which will have some impacts on the
experimental results. One of the factors is the impact of the experimental equipment
on the experiment. The level of equipment configuration determines the running speed
and efficiency of the experiment. Therefore, the equipment used in this experiment will
meet the configuration requirements of the experiment as far as possible. Although it
is not the best configuration, it may ensure to the greatest extent that the experiment
can obtain a good result. Another factor is the error caused by the system. There are
differences in the system operating environment or running methods that will cause
differences in experimental results. The most distinct difference is if the data is divided
by random partitioning in the experiment, then the obtained results will be different
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each time. An additional factor is the choice of parameters. Every experimenter has
a diverse understanding of the experimental parameters. Because of this, they select
different parameters within a reasonable scope in most cases. Although the differences
are few in these selected parameters, they can also impact the experimental results.
For example, in this experiment, the parameters selected for data augmentation. Fur-
thermore, this experiment adopts data with a small domain offset to determine the
threshold under the EER criterion. It is because it is hard to know the scenario of the
test video in practical applications. Thus, the threshold can only be determined with
the help of existing videos. This experiment will circumvent these limiting factors to
the greatest extent through carrying out several experiments, in which relatively stable

experimental results are obtained.

5.3 Scenario Settings

In order to effectively train and test the detection methods, I work on diverse scenar-
ios in the form of data and database for comparative experiments. Data processing
includes the contents whether to perform data augmentation, and database process-
ing includes different division approaches. Furthermore, the thesis also discusses the

impact of different thresholds on the results.

5.3.1 Data Processing

Data augmentation aims to expand the training samples by computer means, enhanc-
ing the diversity of data, so that the model can adapt to a wide range of application
environments, and it has a wide range of applications in target recognition and target
detection. Common data augmentation methods include stretching, rotating, flipping,

etc. I use five data augmentation methods for testing, as shown in Table 5.1.

Type Stretching | Rotation | Brightness Change | Channel Offset | Flip Horizontal
Parameter | [0.8, 1.2] [-15, 15] [0.8,1.2] [-30, 30] Yes

TABLE 5.1: Data augmentation approaches used in this thesis
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5.3.2 Datasets Processing

If using repeated data to train, verify and test the model, it would cause the model to
produce serious overfitting on the source domain data. Therefore, this thesis divides
the TIMIT dataset and the FaceForensics++ dataset into the training set, validation set
and test set at a ratio of approximately 7:2:1. There are two main forms of dataset par-
titioning, one is random partitioning, that is, the video is directly used as the unit and
then it is divided into three sets according to the prescribed proportion (the partitioned
information is shown in Tables 5.2 and 5.3). The second is to divide by individuals,
that is, considering the people in the video on the basis of the control ratio, which en-
sures that the video of the same person only appears in one dataset (the partitioned
information is shown in Tables 5.4 and 5.5). The reason for adopting these two data
partitioning approaches is to ensure the universality and preciseness of the experimen-
tal results. The Celeb-DF dataset has higher resolution, and its video quality is similar
to the video quality of current online streaming services today, so the thesis uses Celeb-

DF dataset for cross-database testing.

Number of fake faces

Dataset Number of real faces Low quality (C40) | High quality (C23) | Total
Training set 396 223 223 446
Video | Verification set 104 75 75 150
Testing set 64 28 28 56
Training set 75,216 23,949 23,949 47,898
Frame | Verification set 18,119 7,768 7,768 15,536
Testing set 12,226 2,936 2,936 5,872

TABLE 5.2: Random partitioning of TIMIT dataset

Dataset Number of real faces Number of fake faces
Original (C0) | Low quality (C40) | High quality (C23) Total

Training set 750 710 704 690 2104
Video | Verification set 300 186 208 220 614

Testing set 150 110 94 106 310

Training set 348,414 340,678 339,862 332,083 1,012,623
Frame | Verification set 152,859 88,088 101,638 104,075 293,801

Testing set 12,226 50,996 44,443 50,646 146,085

TABLE 5.3: Random partitioning of FaceForensics++ dataset
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Dataset Number of real faces Number of fake faces
Low quality (C40) | High quality (C23) | Total
Training set 316 190 190 380
Video | Verification set 146 90 920 180
Testing set 106 70 70 140
Training set 59,073 20,267 20,267 40,534
Frame | Verification set 26,064 9,469 9,469 18,938
Testing set 20,008 7,517 7,517 15,034
TABLE 5.4: People based partitioning of the TIMIT dataset
Number of fake faces
Dataset | Number of real faces |1 10y T Tow quality (C40) | High quality (C23) | Total
Training set 720 712 706 693 2111
Video | Verification set 220 210 212 208 630
Testing set 120 108 110 104 322
Training set 369,751 365,634 362,553 355,877 1,084,064
Frame | Verification set 111,766 105,630 106,636 104,622 316,888
Testing set 58,603 57,751 53,719 50,789 162,259

TABLE 5.5: People based partitioning of FaceForensics++ dataset

From Tables 5.2-5.5, I can see the type, quantity, and quality of the videos used in our ex-
periments. I will explain some of the parameters from these tables: Generally speaking,
high quality means that the video image is clear and stable, and the image transmission
is smooth. Low quality means that the video is vague and even the video appears trail-
ing phenomenon. The HQ and LQ videos used in this experiment are obtained through
H.264 [112] video compression technology. H.264 means a new generation of digital
video compression format after MPEG4 jointly proposed by the International Organi-
zation for Standardization (ISO) and the International Telecommunication Union (ITU).
The most noticeable advantage of H.264 is its high data compression ratio. Under the
same video quality, the compression ratio of H.264 is more than 2 times that of MPEG-2
and 1.5 to 2 times that of MPEG-4. Besides that, video quality also depends on a pa-
rameter, which is Constant Rate Factor (CRF) [113]. The range of the CRF scale is 0-51,
where 0 represents lossless, the default is 23, and 51 might be the worst quality possi-
ble. Lower values usually result in higher quality, so the reasonable range is generally
between 17 to 28. The parameter CRF used for high-quality video compression in our

experiments is 23, while the CRF used for low-quality video compression is 40.
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5.3.3 Selection of Thresholds

For binary classification problems, different thresholds directly affect the classification
results of the test, resulting in different false alarms detection. Therefore, in the intra-
library and cross-library testing, the threshold is determined under the EER criterion
using the validation set of the same library as the training set, that is, the data with
small domain offset. This is because it is difficult to know about the scene of the test
video in practical applications, and the threshold can only be determined with the help
of existing videos. In addition to this threshold selection method, I also tried to com-
pare other selection methods: for intra-library test, the Softmax classification criterion
is added, that is, the threshold is 0.5; for cross-library test, on one hand, our exper-
iments add the threshold of the Softmax classification criterion, on the other hand, I
use validation sets where is in the same library with test data to determine thresholds

under EER criteria.

5.4 Performance Analysis

5.4.1 Standard Condition

This thesis determines the following benchmark conditions: data augmentation is used
in data processing, random partition is performed in database processing, data with
smaller domain offset is used in threshold selection, and the threshold determined un-
der the EER criterion. The experimental results obtained are shown in the Tables 5.6

and 5.7.
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Test Dataset TIMIT FaceForensics++ | Celeb-DF
TIME
Evaluating Indicator EER | HTER | ACC (h) HTER HTER

Two-stream 0.6 2.1 93.3 15.4 50.1 52.3
MesoNet 04 0.5 97.8 14.6 40.6 31.7
HeadPose 0.5 1.8 96.6 15.2 449 52.7
FWA 0.2 0.2 98.7 | 133 36.7 34.9
VA 04 0.6 93.1 12.8 45.2 51.5
Multi-task 0.1 0.1 99.7 | 14.5 39.6 34.6

TABLE 5.6: Experimental results based on training on TIMIT dataset

Test Dataset FaceForensics++ TIMIT | Celeb-DF
TIME
Evaluating Indicator EER | HTER | ACC (h) HTER HTER

Two-stream 10.1 8.5 91.5 17.9 35.0 38.5
MesoNet 3.8 2.7 94.6 16.8 33.8 31.3
HeadPose 3.1 1.9 95.6 17.6 414 50.3
FWA 1.9 5.4 98.2 | 15.3 31.8 31.1
VA 9.2 9.6 90.8 14.6 40.9 46.9
Multi-task 2.2 15 98.9 17.2 39.7 33.9

TABLE 5.7: Experimental results based on training on FaceForensics++
dataset

According to the experimental results, observations and conclusions can be derived as
follows:

1) There are good results in the test sets of the intra-library evaluations. The accuracy
rate of the TIMIT library exceeds 93 per cent, and the FaceForensics++ library also
exceeds 90 per cent. Among them, Multi-task performs best, with an accuracy rate of
more than 98 per cent. The performance of Two-stream and VA is relatively inferior,
indicating that the features they extract are not as good as those extracted by the Multi-

task module.

2) Comparing with the test results in the intra-library evaluations, the cross-library re-

sults are not ideal, and the minimum of HTER is more than 30 per cent, indicating that

it is difficult for these models to identify videos with large domain shifts. The perfor-

mance of FWA among the six detection methods is relatively steady, which might be

due to the fact that FWA directly simulates the affine surface warping step to simplify
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the negative sample generation process and extract some of the tampering features at

high frequencies.

3) Intra-library and cross-library testing, FWA shows relatively good performance. In
the intra-library test, FWA has an accuracy rate of 98.7 per cent in the TIMIT dataset,
and FWA accuracy rate also achieves 98.2 per cent in the FaceForensics++ dataset. In
the cross-library test, FWA’s HTER exceeds 30 per cent, but compared with other de-
tection methods, it still shows a better performance, especially HeadPose that its HTER
exceeds 50 per cent, which is nearly 20 per cent higher than FWA’s HTER. In summary,
in the intra-library test, due to the small domain offset, the six detection methods all
have good learning ability and strong ability to detect correctly. In the cross-library
test, due to the large domain offset, that it, target size, background complexity and res-
olution size of different datasets, and varied qualities of synthetic fake faces, all these
factors lead enormous disparities in data distribution, causing that the model cannot

make correct judgment, and the test result is not good either.

4) The time required for each detection method to run is varied. One of the reasons
is that the detection method itself uses diverse technologies. However, in the process
of the experiments, I found that different configurations of a device will also affect the
time required for computing. Even with the same configuration, the time required for
each test is affected by some certain factors. For instance, the utilisation rate of CPU
and GPU, heat radiation situation, as well as whether the CPU overclocks. Therefore,

the detection time cannot use as a precise evaluation criterion.

5.4.2 Data Augmentation

From the benchmark conditions, this section aims to expound the influence of different
data processing methods on fake face detection. Specifically, I discuss the impact of

data augmentation on the test results.
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Data Augmentation Yes No
Evaluating Indicator | EER | HTER | ACC | EER | HTER | ACC
Two-stream 0.6 2.1 93.3 0.6 2.0 93.6
MesoNet 0.4 0.5 97.8 | 04 0.7 97.6
HeadPose 0.5 1.8 96.6 | 05 1.9 95.9
FWA 0.2 0.2 98.7 | 0.2 0.4 98.5
VA 0.4 0.6 93.1 | 09 0.7 93.2
Multi-task 0.1 0.1 99.7 | 0.2 0.2 99.5

TABLE 5.8: Intra-library test results on TIMIT dataset with and without
data augmentation

Data Augmentation Yes No
Evaluating Indicator | EER | HTER | ACC | EER | HTER | ACC
Two-stream 10.1 8.5 91.5 6.4 5.6 91.9
MesoNet 3.8 2.7 946 | 4.1 3.1 93.8
HeadPose 3.1 1.9 95.6 | 3.3 2.3 96.2
FWA 1.9 5.4 98.2 | 3.6 6.9 97.7
VA 9.2 9.6 90.3 | 10.2 | 10.3 89.5
Multi-task 2.2 1.5 98.9 | 3.2 3.1 98.1

TABLE 5.9: Intra-library test results on FaceForensics++ dataset with and
without data augmentation

The HTER results provided in Tables 5.8 to 5.10 show that data augmentation does not
improve the generalisation performance of the detection in a general sense, but it leads
to a lack of consistency in the average error. In the TIMIT dataset, the HTER of Multi-
task is 0.1, which is the smallest value in the six detection methods. The maximum
value is Two-stream, and its HTER is 2.1. In the FaceForensics++ dataset, HeadPose’s
HTER value is minimum, which is 1.9, and the VA’s HTER value is maximum, which
is 9.6. Specifically, for the intra-library test, the accuracy fluctuation rate of the six de-
tection methods is within roughly 1 per cent. Taking the test result of TIMIT dataset
as an example, the accuracy rates of data augmentation are respectively: Two-stream
93.3, MesoNet 97.8, HeadPose 96.6, FWA 98.7, VA 93.1, Multi-task 99.7. Accuracy rates
without data augmentation are respectively, Two-stream 93.6, MesoNet 97.6, Head-
Pose 95.9, FWA 98.5, VA 93.2, Multi-task 99.5; for cross-library test, the range of HTER
changes is mostly between —5 per cent to 5 per cent. After using data augmentation,
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Train Dataset TIMIT FaceForensics++
Test Dataset FaceForensics++ | Celeb-DF TIMIT

Data Augmentation | Yes No Yes | No | Yes No
Two-stream 50.1 48.4 52.8 | 45.6 | 39.8 45.1
MesoNet 40.6 40.1 30.8 | 46.1 | 34.1 28.6
HeadPose 41.8 43.1 315|483 | 35.3 29.1
FWA 37.8 32.6 35.9 | 36.4 | 30.8 34.4
VA 44.6 43.1 52.7 | 409 | 40.3 43.4
Multi-task 39.1 38.8 35.3 | 43.5 | 405 45.6

TABLE 5.10: Cross-library test results (HTER) with and without data
augmentation

HTER values are respectively: Two-stream 52.8, MesoNet 30.8, HeadPose 31.5, FWA
35.9, VA 52.7, Multi-task 35.3. HTER values without data augmentation are respec-
tively: Two-stream 45.6, MesoNet 46.1, HeadPose 48.3, FWA 36.4, VA 40.9, Multi-task
43.5. Taking FWA as an example, when the model trained with the TIMIT dataset is
tested with the FaceForensics++ dataset, compared to the data without augmentation,
HTER is reduced by about 5 per cent, but it is increased by 0.5 per cent when testing the
Celeb-DF dataset. A reasonable explanation is that data augmentation would change
the pixel value and easily destroy the shallow high-frequency information. Therefore,
in the fake face detection, data augmentation would interfere with the extraction of
basic tampering features. In other words, the use of data augmentation in fake face
detection cannot improve the generalisation performance of the model and can be con-

sidered as unnecessary.

5.4.3 Dataset Partitioning

This section discusses the impact of different dataset partitions on the fake face video
detection. According to the analysis of the experimental results in the previous section,
during the training and testing of this section, only results without data augmentation

have been considered and provided in Tables 5.11-5.13.

78



Chapter 5. Experimental Results and Analysis

Dataset Partitioning Type | Random Partitioning | Person Partitioning
Evaluating Indicator EER | HTER | ACC | EER | HTER | ACC
Two-stream 0.5 0.4 98,5 | 104 | 139 | 88.6
MesoNet 0.3 1.5 988 | 55 53 91.8
HeadPose 0.4 1.3 989 | 18 4.1 96.2

FWA 0.1 0.2 99.7 | 53 5.1 95.8

VA 0.6 0.3 993 | 43 6.1 93.6

Multi-task 0.1 0.1 99.8 | 1.5 2.3 97.7

TABLE 5.11: Intra-library test results on TIMIT dataset using different
dataset partitioning methods

Dataset Partitioning Type | Random Partitioning | Person Partitioning
Evaluating Indicator EER | HTER | ACC | EER | HTER | ACC
Two-stream 10.6 | 10.4 894 | 84 9.3 90.6
MesoNet 3.6 6.7 935 | 0.9 2.3 96.4
HeadPose 3.5 7.1 932 | 13 3.1 97.1

FWA 3.2 2.3 973 | 53 5.1 95.8

VA 6.4 5.6 941 | 45 5.7 93.8

Multi-task 3.3 3.1 97.8 | 2.7 3.6 96.5

TABLE 5.12: Intra-library test results on FaceForensics++ dataset using
different dataset partitioning methods

The following conclusions can be observed from these tables:

1) For the intra-library test of the TIMIT dataset, the accuracy of all detection methods
has decreased to a certain extent under the database classification criteria of dividing
by people. Their accuracy is respectively: Two-stream 88.6, MesoNet 91.8, HeadPose
96.2, FWA 95.8, VA 93.6, Multi-task 97.7. At the same time, the equal error rate and
the average error rate have increased. Their HTER values are respectively: Two-stream
13.9, MesoNet 5.3, HeadPose 4.1, FWA 5.1, VA 6.1, Multi-task 2.3. Relatively speaking,
the accuracy and HTER value of Multi-task change the least, and its performance is

more advantageous than other detection methods.

2) For the intra-library test of the FaceForensics++ dataset, it is difficult to ensure the
impact of the two-division methods on the performance of the detection. There is no
consistency in the direction of change in accuracy, equal error rate, and average error

rate. In the random partitioning, accuracy is respectively: Two-stream 89.4, MesoNet
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Train Dataset TIMIT FaceForensics++

Test Dataset FaceForensics++ Celeb-DF TIMIT

Dataset Partitioning Type | Random | Person | Random | Person | Random | Person

Two-stream 43.8 40.6 44.8 43.8 45.3 31.5
MesoNet 40.3 37.8 45.5 40.2 28.6 28.3
HeadPose 41.1 38.6 44.6 41.3 27.8 27.2
FWA 32.8 30.4 36.3 411 34.4 19.4
VA 42.4 38.3 40.6 42.2 43.6 35.2
Multi-task 39.1 35.3 43.3 35.6 45.8 38.9

TABLE 5.13: Cross-library test results (HTER) using different data parti-
tioning methods

93.5, HeadPose 93.2, FWA 97.3, VA 94.1, Multi-task 97.8. HTER values are respectively:
Two-stream 10.4, MesoNet 6.7, HeadPose 7.1, FWA 2.3, VA 5.6, Multi-task 3.1. In the
person partitioning, accuracy is respectively: Two-stream 90.6, MesoNet 96.4, Head-
Pose 97.1, FWA 95.8, VA 93.8, Multi-task 96.5. HTER values are respectively: Two-
stream 9.3, MesoNet 2.3, HeadPose 3.1, FWA 5.1, VA 5.7, Multi-task 3.6. It can be seen
from Table 5.12 that the change is irregular with accuracy and HTER value in the six

detection methods, so effectively analysis cannot be carried out.

3) For cross-library testing, except for the Celeb-DF dataset, the average error rate of
the database by the person partitioning is significantly lower than that of the random
partitioning. For the Celeb-DF dataset, the average error rates are high or low in the

case of two partitions.

The above results show that different partitioning methods would have some influ-
ences on intra-library and cross-library testing. Careful observation and analysis can
also find that the size of the dataset has some impacts on the test results as well. For a
small-scale dataset like TIMIT, random partitioning is easy for the model to learn about
the characteristics of the face object itself rather than the tampering characteristics of
changing face. Thus, the HTER in the intra-library test is low, but the cross-library test
HTER is high. Take FWA as an example, the HTER value of the test in the intra-library
is 0.2, and in the cross-library test, its HTER value is 36.3. For a large-scale dataset
such as FaceForensics++, random partitioning occurs rarely, HTER in the intra-library

tests is significantly lower than person partitioning. In the six detection methods, only
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the FWA’s HTER value (2.3) in the random partitioning was significantly lower than
the FWA’s HTER value (5.1) in the person partitioning. And even HTER based on the
person partitioning would also be decreased in the MesoNet. For cross-library testing,
which is consistent with the situation of TIMIT dataset, that is, the randomly divided
HTER is higher, this is because FaceForensics++ dataset is larger in scale and diverse

in data, which enhances the generalisation ability of the model.

In brief, for Deepfakes detection, due to the lack of large-scale database, the number
of data and diversity is not sufficient, so random partitioning may cause the trained
model to be more consistent with the features of the face object in the source domain,
so it cannot be generalised well to the target domain. In other words, the dataset should

be divided by person.

5.4.4 Thresholds Selection

This section discusses the impact of different threshold selections on the test results.
As shown in the previous experiments, I know data augmentation may not promote
the generalisation ability of the model effectively. Also, I saw in data partitioning,
the generalisation advantages of random partitioning are not as good as dividing by
person. Therefore, during our experiments with different threshold selection, I will
not use data augmentation and I divide the dataset by person, and select the threshold
under Softmax criterion and EER criterion to test. The pseudo code for this has been

provided in Algorithm 3. The experimental results are shown in Figures 5.1-5.3.

Figures 5.1-5.3 indicate test results in the TIMIT dataset training model under different
threshold values. Y-axis indicates evaluation measurement, X-axis indicates the thresh-

old values and models.
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FIGURE 5.1: ACC results on TIMIT dataset under different thresholds

1) I still follow the benchmark conditions (data augmentation is used in data process-
ing; random partitioning is performed in dataset processing; data with smaller domain
offset is used in threshold selection; the threshold is determined under the EER crite-
rion) of the experiment and use ACC as the evaluation standard in the intra-library test.
In previous experiments, [ have known the detection performance of data with smaller
domain offsets is better than the that of data with larger domain offsets. Therefore, I
used the threshold under the EER criterion with smaller domain offsets and the thresh-
old under the Softmax criterion, which compare the performance of detection meth-
ods. In Figure 5.1, in the intra-library test, the accuracy rate obtained by the threshold
value (0.5) under the Softmax criterion is lower than the accuracy rate obtained by the
threshold value under the EER criterion, and Two-stream has the most decrease. Two-
stream’s ACC is 82.6 under Softmax criterion, while under EER criterion, Two-stream’s
ACC is 88.5, which declined by about 6 per cent. But for the FWA with better perfor-
mance in the previous analysis, the difference between the two accuracy rates is small,

ACC is 96.4 and 96.8 respectively.
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FIGURE 5.2: HTER results on FaceForensics++ dataset under different
thresholds

2) In Figure 5.2, in the cross-library test of the FaceForensics++ library, the HTER ob-
tained with the threshold (0.5) under the Softmax criterion is higher than the HTER ob-
tained with the threshold under the EER criterion. Taking Two-stream as an example,
the HTER under the Softmax criterion is 43.8, and the HTER under the EER criterion is
33.5. The difference exceeds 10 per cent between them, which is the maximum differ-
ence. The threshold determined by the data with a larger domain offset is better than
the threshold determined by the data with a smaller domain offset. Except for MesoNet
(both two HTER values are 43.8), and HTER of other detection methods have a certain
degree of decline. HeadPose are 39.3 and37.8, FWA are 36.9 and 35.8, VA are 41.6 and
40.1, Multi-task are 36.7 and 35.9.
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FIGURE 5.3: HTER results on Celeb-DF dataset under different thresh-
olds

3) In Figure 5.3, in the cross-library test of the Celeb-DF library, the two thresholds de-
termined by different domains have different effects on each detection method. For
MesoNet, FWA and Multi-task, the threshold value determined by utilising larger do-
main offset data is better than that determined by smaller domain offset data. However,
for Two-stream, HeadPose and VA, the situation is just the opposite. Besides that, the
threshold calculated by HeadPose under the EER criterion is biased towards 0.5. And
thresholds calculated by other detection methods under the EER criterion are all close
to 1, which indicates that diverse detection methods have different detection sensitivi-

ties for detection objects with distinct synthesis qualities.
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Algorithm 3: Threshold Selection

Choose an initial configuration
Choose an initial Threshold T > 0
Opt: select a new configuration that is a stochastic
perturbation of old configuration
calculate AE = quality (new con figuration) — quality (old
configuration
if AE > —T then
‘ old configuration=new configuration;
end
if a long time no improvement in quality or too numerous iterations then
‘ lower Threshold T;
end
if period of time no change in quality anymore then
‘ end;
end
GOTO Opt

It should be noted that in practical applications, it is difficult to obtain data similar
to the target domain in order to calculate the threshold under the EER. This section
evaluates the generalisation ability of a model by comparing the thresholds obtained

from different data offsets in the domain.

5.5 Discussion and Summary

In order to effectively test the six detection methods, our set of experiments used differ-
ent data processing methods to compare them, including whether to augment the data,
use diverse data division methods, and use different thresholds to find out how these
affect the results. The experiment first determines a benchmark condition, then sub-
sequent experiments are adjusted based on this condition. The experimental results
obtained under the benchmark conditions show that the tests in the intra-library all
have obtained good results relatively, and the accuracy of Multi-task has even reached
more than 98 per cent. However, the cross-library experiment results are not pretty sat-
isfactory. The HTER is high relatively, even the lowest HTER is more than 30 per cent,
indicating that it is difficult for these six detection methods to identify videos with large

domain offsets. In brief, in the intra-library and cross-library tests, FWA’s ACC is 98.7
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and HTER is 31.1. The performance of the FWA detection method is relatively better

than the other five detection methods.

Next, starting from the benchmark conditions, the experiment uses data augmentation
to test its impact on these six detection methods. In the TIMIT dataset, Multi-task’s
HTER is 0.1, which is the smallest value in the six detection methods. Two-stream’s
HTER is 2.1, which is the maximum value. However, in the FaceForensics++ dataset,
HeadPose’s HTER is minimum, which is 1.9, and the VA’s HTER is maximum, which
is 9.6. Experimental results show that data augmentation does not effectively improve
the generalisation performance of the detection method, instead leads to a lack of con-
sistency in the average error. Based on the results obtained, I consider that data aug-
mentation would alter the pixel value, and easily destroy the high-frequency informa-
tion in the shallow layer, it would interfere with the extraction of tampered features.

Therefore, data augmentation is unnecessary in the Deepfakes detection method.

In our experiments, I also divided the dataset differently, namely, random partition-
ing and partitioning by the person, in order to compare and analyse the influence of
different data partitioning on Deepfakes detection. The results I acquired is that dif-
ferent data partitions would have some impact on the Deepfakes detection method, no
matter it is tested in the intra-library or cross-library. In the smaller dataset like TIMIT,
the HTER obtained by random partitioning is low in the intra-library, while the HTER
obtained by random partitioning in the cross-library test is high. Among them, FWA
is particularly evident, its HTER of the test is 0.2 in the intra-library, and in the cross-
library test, its HTER is 36.3. In the large-scale dataset like FaceForensics++, there is
rarely a situation that the HTER obtained by random partitioning is apparently lower
than dividing by person significantly in the intra-library test. In the six detection meth-
ods, only the FWA, its HTER is 2.3 in the random partitioning, and FWA’s HTER is
5.1 in the person partitioning. In the cross-library test, it is the same as the case of the
TIMIT library. The reason for this result is that the FaceForensics++ library is large in
scale and diverse in data, which improves the generalisation ability of the model. How-
ever, considering the existing dataset, especially large-scale datasets are still relatively

unavailable. The random division may result in model learning more inclined to the
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characteristics of the source domain face objects, so the dataset should be divided by

person.

Different thresholds were also used to test the impact of different thresholds on the six
Deepfakes detection methods. In the intra-library test, the accuracy rate obtained with
the threshold value (0.5) under the Softmax criterion is lower than the accuracy rate ob-
tained under the threshold value under the EER criterion. Among them, Two-stream
has the most decline. Two-stream’s ACC is 82.6 under Softmax criterion, while under
EER criterion, Two-stream’s ACC is 88.5, which declined by about 6 per cent. FWA is
better, which is 96.4 and 96.8, and the difference is minimum. In the cross-library test
of the FaceForensics++ library, the HTER obtained by the threshold value (0.5) under
the Softmax criterion is higher than the HTER gained by the threshold value under the
EER criterion, and the maximum difference exceeds 10 per cent. Taking Two-stream
as an example, the HTER is 43.8 under the Softmax criterion, and the HTER is 33.5
under the EER criterion. The difference is 10.3 between them. In contrast, the thresh-
old value determined by the data with larger domain offset is better than the threshold
value determined by the data with smaller domain offset. In the cross-library test of the
Celeb-DF library, the two thresholds determined by different domains have different ef-
fects on each detection method. It is worth mentioning that the threshold calculated by
HeadPose under the EER criterion is 0.382, which bias towards 0.5. But the thresholds
calculated by other detection methods under the EER criterion are 0.999 (Two-stream),
0.995 (MesoNet), 0.965 (FWA), 0.988 (VA) and 0.972(Multi-task), which all close to 1,
which shows different Deepfakes detection methods have diverse detection sensitivi-

ties for the detection objects with different synthetic qualities.
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Conclusion

With the rapid development of deep learning technology, the synthesised Deepfakes
face is becoming more and more vivid. To identify and fight against the fake face gen-
eration technologies, researchers proposed some CNN-based classifiers for detection.
This thesis proposed a new framework to reproduce the detection effects of the six
models of Two-stream, MesoNet, HeadPose, FWA, VA and Multi-task. Intra-library
testing and cross-library testing have conducted on the FaceForensics++, TIMIT, and
Celeb-DF databases. Experiments showed that these detection methods can better de-
tect videos with a small domain offset (in the intra-library), but they perform poorly on
videos with a large domain offset (in the cross-library). As for it, this thesis discussed
some factors that may affect generalisation ability. The experimental conclusions are

summarised as follows:

1) The dataset partitioning has a direct impact on the performance of the detection
method. In the intra-library test of the TIMIT dataset, the accuracy rate obtained by
person partitioning has comparing with the dataset by random partitioning. The de-
clining scope of Two-stream is the most noticeable. In the random partitioning, the
accuracy rate of Two-stream is 98.5 per cent, while in the person partitioning, it drops
to 88.6 per cent. Meanwhile, the equal error rate and the average error rate of each de-
tection method all increased to some extent. In the intra-library test of the FaceForen-
sics++ dataset, although the two partitioning methods have an impact on the detection
method, there is no any regularity, and the change directions of accuracy rate, equal
error rate, and average error rate are varying. In the cross-dataset test, the average er-

ror rate of the Celeb-DF dataset is high or low in the two partitioning forms. But in

88



Chapter 6. Conclusion

the other two datasets, the average error rate of the dataset divided by the person is
significantly lower than random division. For instance, MesoNet’s HTER obtained by
random partitioning is 45.5 per cent, and the HTER obtained by person partitioning
is 40.2 per cent, and there is a drop 5 per cent. Furthermore, for a small-scale dataset
like TIMIT, random partitioning makes it easy for the model to learn the characteristics
of the face object itself rather than the tampering characteristics of the changing face.
Thus, HTER is low in the intra-library test, but HTER is high in the cross-library test.
For a large-scale dataset such as FaceForensics++, random partitioning rarely occurs
the HTER of intra-library testing is significantly lower than person partitioning. Even
HTER of some detection methods would decline via person partitioning. For instance,
MesoNet, the HTER obtained by random partitioning is 6.7, while the HTER obtained
by dividing by person is 2.3. Given that there are not numerous large datasets available,
to improve generalisation performance, the database should be divided by person. The

optimum method under dataset partitioning is shown in Table 6.1.

Intra- library Cross-library
Dataset Partitioning Random Partitioning Person Partitioning Random Partitioning | Person Partitioning
Two-stream - - - -
MesoNet -
HeadPose - Best (in FaceForensics++) Best -
FWA - - - Best
VA - - -
Multi-task Best (in TIMIT and FaceForensics++) Best (in TIMIT)

TABLE 6.1: The optimum method under dataset partitioning

2) In a general sense, the data augmentation technology that can improve the generali-
sation performance of the detection method is not effective in the detection of deep fake
face video. In the intra-library test, the accuracy of the six detection methods fluctuates
within Iper cent. In the cross-library test, the range of HTER change is mostly between
0.5 per cent to 5 per cent. Taking FWA as an example, when the model trained with
TIMIT dataset in testing FaceForensics++ dataset, HTER reduced by about 5 per cent
without data augmentation. But it increased by 0.5 per cent when testing the Celeb-
DF dataset. These comparisons show that data augmentation can interfere with them
when Deepfakes detection method extracts tampering features. Therefore, data aug-
mentation cannot effectively improve the generalisation performance of the detection

method. The optimum method under data augmentation is shown in Table 6.2.
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Intra- library

Cross-library

Data Augmentation

Yes

No

Yes

No

Two-stream

MesoNet

Best

HeadPose

Best (in FaceForensics++)

Best (in FaceForensics++)-

FWA

VA

Multi-task

Best (in TIMIT)

Best (in TIMIT)-

TABLE 6.2: The optimum method under data augmentation

3) Cross-library testing must consider the distribution of source domain data and tar-
get domain data. Directly using the threshold determined by the source domain data
usually results in a higher error rate in the target domain. In the intra-library test, the
accuracy rate obtained with the threshold value (0.5) under the Softmax criterion is
lower than the accuracy rate gained under the threshold value under the EER criterion.
Among them, the decrease of Two-stream is the most, at about 6 per cent. In the cross-
library test of the FaceForensics++ dataset, the HTER obtained by the threshold value
(0.5) under the Softmax criterion is higher than the HTER obtained by the threshold
value under the EER criterion, and the maximum difference exceeds 10 per cent. In
the cross-library test of the Celeb-DF dataset, for MesoNet, FWA and Multi-task, the
threshold determined by the data with a larger domain offset is better than the thresh-
old determined by the data with a smaller domain offset. For Two-stream, HeadPose
and VA, the results are just the opposite. Moreover, the threshold calculated by Head-
Pose under the EER criterion is biased towards 0.5, while the threshold calculated by
other detection methods under the EER criterion is close to 1. These comparisons note
that the detection objects of different synthesis qualities have different effects on differ-

ent detection methods. The optimum method under thresholds selection is shown in

Table 6.3.
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Intra- library

Cross-library

Thresholds Selection

Softmax criterion

EER criterion

Softmax criterion

EER criterion

Two-stream

MesoNet

HeadPose

FWA

VA

Multi-task

Best

Best

Best

Best

TABLE 6.3: The optimum method under thresholds selection

Since deep networks are data-driven, the source, target size, synthetic method, and

synthesis quality of fake face videos have brought tremendous challenges to the design

of forgery face detection methods based on deep networks. Research on the generali-

sation ability of detection methods is a broad and complex issues, which has enormous

theoretical and practical significance for the practical application of Deepfakes detec-

tion methods.
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Appendix A

Python Packages Used by the

Proposed Framework

The framework was developed utilising Python; In the following, we will present the

main Python packages used in the framework development.

Al OS

The os module [114] is a pattern for accessing and operating relevant functions of the
system in Python official library. The os pattern offers the portable method of employ-
ing the operating system functions. Use the interface provided in the os module to
achieve cross-platform access. The main functions of the os module: system-related,

directory and file operations, command execution and process management.

A.2 Tensorflow

TensorFlow [115] is a Python library for numerical calculations, which can describe
a data flow graph of data calculations. Initially, TensorFlow developed by engineers
and researchers from Google Brain Group (belonging to Google Machine Intelligence
Research Institute) for research on deep neural networks and machine learning. How-
ever, the system’s versatility allows it to extensively used in additional calculations

field.
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A.3 Keras

Keras [116] is an open-source artificial neural network library, which was compiled by
Python. Microsoft-CNTK, Tensorflow and Theano used it as the high-level applica-
tion program interface for designing deep layer, debugging, applying, evaluating, and
visualizing learning pattern. Keras wrote by the object-oriented pattern via its code
construction. Its structure is completely modular and extensible. Keras considers diffi-
culty of use and experience of user from documents and operational mechanisms, and
tries to predigest the difficulty for achieving complicated algorithms. Moreover, Keras
sustains mainstream algorithms in the domain of artificial intelligence, comprising the

neural networks with recursive and feedforward constructions.

A4 Numpy

NumPy (Numerical Python) [117] is the open-source mathematical computing exten-
sion of Python. It can employ to store and process vast matrices, which is effective than
nested list construction of Python (the construction can also use to describe matrix)
and supports matrix operations and vast dimensional arrays. Moreover, it also gives

numerous mathematical function libraries for computing arrays.

NumPy gives numerous high-level mathematical programming tools, for instance, vec-
tor processing, matrix data types, and complicated arithmetic libraries. And it can say

that it designed for strict digital processing.

A.5 CV2(OpenCV-Python)

OpenCV (Open Source Computer Vision Library) [118] is the cross-platform computer
vision library published according to the BSD license (open source). It gives many
functions that implement computer vision algorithms very efficiently. OpenCV has a
wide range of applications, including image stitching, image noise reduction, product
quality inspection, human-computer interaction, face recognition, motion recognition,

motion tracking, UAV (Unmanned Aerial Vehicle) driving, etc. OpenCV also provides

105



Appendix A. Python Packages Used by the Proposed Framework

a machine learning module, which can use machine learning algorithms, for instance, K
nearest neighbors, normal Bayes, support vector machines, artificial neural networks,

decision trees, and random forests.

A.6 SYS

Python’s sys pattern gives an accessing for an interpreter that apply to use and main-
tain variables, and it can have interactive functions with the interpreter. In layman’s
terms, the sys module [119] is accountable for intercommunication between Python
interpreter and program, and it gives a series of variables and functions, which manip-

ulates a running environment of Python.

A.7 Dlib

Dlib [106] means the open-source library to machine learning, which contains many
algorithms for machine learning. It is very convenient to use, including the header
files directly, and does not depend on other libraries. Dlib can assist the user gener-
ates various complicated software of machine learning, which resolve real problems.
At present, Dlib has employed in academic domains and industry widely, comprising
mobile phones, embedded devices, robotics and large-scale high-performance comput-

ing surroundings.

A.8 Sklearn

Scikit-learn, referred to as sklearn [120], is a commonly used third-party module in
machine learning and sustains four classes machine learning algorithms, that is regres-
sion, classification, clustering and dimensionality reduction. And sklearn also has three

modules: data processing, feature extraction, and model evaluator.
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A.9 Random

Random implements [119] distributed pseudo-random quantity generators. As inte-
gers, taking a uniform choice from the scope. As a sequence, taking a consolidated
choice from the random elements. A function for generating the random arrangement

of the list, and a function for the random sampling without replacement.

A.10 Matplotlib

The matplotlib [121] is a 2D plotting library for Python, which is inspired by MATLAB.
It gives a suite of command API alike to Matlab, which is pretty fitting for interactive
drawing, which can adapt as the drawing control, and let into GUI applications. With
Matplotlib, developer generates plots, bar graphs, power spectra, histograms, error

graphs, scatter plots, and so on with only several rows of code.

A.11 Warnings

Python sends out a warning via invoking warn() function from the warnings module
[114]. Warning messages usually used to remind users of some errors or outdated
usage. When these situations occur, we don’t want to throw exceptions or exit the
program directly. Warning messages usually are written to sys.stderr, and the handling
of warnings can be flexibly changed, such as being ignored or turned into an exception.
Warnings’ processing can be diverse according to warning division, the version of a
warning message, and the source position of a warning message. The repetition of

specific warnings for the same source location usually suppressed.

A.12 Attention model

The attention model [122] implemented to picture identification, which simulates the
action of the focus of eyes on diverse objects. When the neural network identifies im-

ages or word, it concentrates on several characteristics each time, and the identification
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is further accurate. The most intuitive way to estimate the influence of characteristics
is the weight. Therefore, the outcome of the attention model is first to gauge the weight
of per characteristic during each recognition. Then, performing a weighted summation
of the characteristics. The weight is greater, the contribution of the feature is the more

excellent to identification currently.

A13 Time

Python’s time module [114] allows using all functions with time is relevant. Most of
them only invoke holding the same names’ Platform C library functions. However,
there may be some differences between different platforms. The time module is avail-
able in all versions of Python. It is a built-in library for Python specifically to handle

time.

A.14 Face recognition

Face recognition [123] is an open-source face recognition library for Python, which sup-
ports Python 3.3+ and Python 2.7. The library is pretty simple to implement a face
recognition program, and the environment configuration is also pretty easy. The li-
brary can directly use the already trained model without retraining locally. Generally,
ordinary computers can directly run the recognition program, and the hardware envi-

ronment requirements are not high.

A.15 Imageio

Imageio[119] is a Python library that gives an accessible interface to view and record
various picture data, comprising scientific formats, animated images, videos, and vol-

ume data. It is cross-platform, can run on Python 2.7 and 3.4+, and is easy to install.

Imageio has a relatively simple core and can provide a common interface for different
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file formats. The kernel is responsible for reading data from diverse sources (such as
HTTP) and provides a simple API for the plug-in to access the original data. All file

formats are implemented in the plugin.

A.16 Pickle

The pickle library [115] is used to convert between Python-specific types and Python
data types. Pickle gives a simplistic vitality function, which stores objects on the hard
disk drive in the modality of records. And it only uses in Python. Nearly every data
type (dictionaries, lists, classes, sets, and so on) in Python serializes with the pickle.
The data after the pickle serialization is unwell readability, and generally, humans do

not be recognizable.

A.17 Image

The Python image library (PIL) [115] is a third-party image processing library for Python,
due to its powerful functions and a large number of users, it has almost regarded as the
official Python image processing library. PIL has a long history, and it only supports
python2.x originally. Later, it is ported to pillow library of Python3. Pillow is called a
friendly fork for PIL. Its function is similar to PIL, but it supports python3.

A.18 Pandas

The pandas [115] means an open-source Python library relies on NumPy, which em-
ployed widely for analysing data rapidly, cleaning data and preparing data. The source
of its name made up of the two words "Panel data" (an econometric noun). In short,

can think of Pandas as the Python version of Excel.
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A.19 Torch.optim

The torch.optim [124] is a library that implements various optimization algorithms,
and it supports most commonly used methods, as well as the interface is sufficiently

versatile to enable the integration of more complex methods in the future.

In the interest of using torch.optim, the user needs to construct an optimizer object,
which can sustain the current parameter status, and renew parameters according to
the calculated gradient. For building an optimizer, the user needs to give it an iterable
containing the parameters to be optimized (must be Variable objects). Then, the user

can set the parameter options of the optimizer, such as learning rate, weight decay.

110



10

11

12

13

14

15

16

Appendix B

Some Samples of the Proposed

Framework Codes

B.1 Partial Codes of Adam Algorithm

def step(self, closure=None):

loss = None
if closure is not None:

loss = closure ()

for group in self.param_groups:
for p in group[ ‘params’]:
if p.grad is None:
continue
grad = p.grad.data
if grad.is_sparse:
raise RuntimeError( "Adam does not support
sparse gradients, please consider
SparseAdam instead ”)

amsgrad = group|[ ‘amsgrad ']

state = self.state[p]
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# State initialization
if len(state) ==
state[ 'step’] = 0
# Exponential moving average of gradient
values
state[ "exp_avg '] = torch.zeros_like(p.data)
# [batch, seq]
# Exponential moving average of squared
gradient wvalues
state[ "exp_avg_sq’] = torch.zeros_like (p.
data)
if amsgrad:
# Maintains max of all exp. moving avg.
of sq. grad. values
state[ “'max_exp_avg_sq’] = torch.
zeros_like (p.data)
exp_avg, exp_avg_sq = state[ ‘exp_avg’], state[’
exp_avg_sq’]
if amsgrad:
max_exp_avg_sq = state[ ‘max_exp_avg_sq’]

betal , beta2 = group|[ "betas ']

state[ 'step ] +=1

bias_correctionl 1 — betal =x state[ "step ’]

bias_correction?2 1 - beta2 =x state[ 'step ’]

if group[ ‘“weight_decay’] '= 0: # Perform
weight decay (L2 regularization)
# 6. grad(t)=grad(t-1)+ weight*p(t-1)
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grad.add_(group|[ "weight_decay '], p.data)

# Decay the first and second moment running
average coefficient
# Calculate m(t): m(t)=beta_1*m(t-1)+(1-beta_1)
+grad
exp_avg.mul_(betal).add_(1 - betal, grad)
# Calculate v(t): v(t)= beta_2*v(t-1)+(1-beta_2
) xgrad 2
exp_avg_sq.mul_(beta2).addcmul_(1 - beta2, grad
, grad)
it amsgrad:
# Maintains the maximum of all 2nd moment
running avg. till now
# Iteratively change the value of
max_exp_avg_sq (take the maximum value),
and pass it to the next time, retaining
the previous gradient information
torch .max(max_exp_avg_sq, exp_avg_sq, out=
max_exp_avg_sq)
# Use the max. for normalizing running avg.
of gradient
denom = (max_exp_avg_sq.sqrt() / math.sqrt(
bias_correction2)).add_(group|[ “eps'])
else:
# Calculate sqrt(v(t))+epsilon
# sqrt(v(t))+eps = denom = sqrt(v(t))/
sqrt(l1-beta_2"t)+eps
denom = (exp_avg_sq.sqrt() / math.sqrt(
bias_correction2)).add_(group|[ “eps '])
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# step_size=Ilr/bias_correctionl

=lr/(1-beta_1"t)
step_size = group[ 'Ir '] / bias_correctionl
#p(t)=p(t-1)-step_size*m(t)/
denom

p.data.addcdiv_(-step_size , exp_avg, denom)

return loss

B.2 Rotating Training Data for Data Augmentation

import
import
import
import
import

import

cv2

math

numpy as np
0s

pdb

xml. etree . ElementTree as ET

class ImgAugemention () :

def

__init__(self):

self .angle = 90

# rotate_img

def rotate_image(self, src, angle, scale=1.):

w

h

src.shape[1]

src.shape[0]

# convet angle into rad

rangle = np.deg2rad(angle) # angle in radians

# calculate new image width and height

nw = (abs(np.sin(rangle)+h) + abs(np.cos(rangle)sw))+
scale
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nh = (abs(np.cos(rangle)+h) + abs(np.sin(rangle)sw))=
scale

# ask OpenCV for the rotation matrix

rot_mat = cv2.getRotationMatrix2D ((nw+0.5, nh=0.5),
angle , scale)

# calculate the move from the old center to the new
center combined

# with the rotation

rot_move = np.dot(rot_mat, np.array ([(nw-w) 0.5, (nh-h)

+0.5, 0]))
# the move only affects the translation , so update the
translation
# part of the transform
rot_mat[0, 2] += rot_move[0]
rot_mat[1l, 2] += rot_move[1]
# map

return cv2.warpAffine (

src, rot_mat, (int(math.ceil (nw)), int(math. ceil (nh

))) .,
flags=cv2 .INTER_LANCZOS4)

def rotate_xml(self, src, xmin, ymin, xmax, ymax, angle,

scale=1.):

w

src.shape[1]

h = src.shape[0]

rangle = np.deg2rad(angle) # angle in radians

# now calculate new image width and height

# get width and heigh of changed image

nw = (abs(np.sin(rangle)=*h) + abs(np.cos(rangle)sw))=

scale
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nh = (abs(np.cos(rangle)+h) + abs(np.sin(rangle)sw))=
scale

# ask OpenCV for the rotation matrix

rot_mat = cv2.getRotationMatrix2D ((nw+0.5, nh=0.5),
angle , scale)

# calculate the move from the old center to the new
center combined

# with the rotation

rot_move = np.dot(rot_mat, np.array ([(nw-w) 0.5, (nh-h)
0.5, 0]))

rot_mat[0, 2] += rot_move[0]

rot_mat[1l, 2] += rot_move[l]

# rot_mat: the final rot matrix

# get the four center of edges in the initial
martixand convert the coord

pointl = np.dot(rot_mat, np.array ([(xmin+xmax) /2, ymin,
1))

point2 = np.dot(rot_mat, np.array ([xmax, (ymin+ymax)/2,
D)

point3 = np.dot(rot_mat, np.array ([(xmin+xmax) /2, ymax,
1))

point4 = np.dot(rot_mat, np.array ([xmin, (ymin+ymax)/2,
11))

# concat np.array

concat = np.vstack ((pointl, point2, point3, point4))

# change type

concat = concat.astype(np.int32)

print (concat)

rx, ry, tw, rh = cv2.boundingRect(concat)

return rx, ry, rw, rh
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def process_img(self, imgs_path, xmls_path, img_save_path,
xml_save_path, angle_list):
# assign the rot angles
for angle in angle_list:

for img name in os.listdir (imgs_path):

# split filename and suffix
n, s = os.path.splitext (img_name)

# for the sake of use yolo model, only process

7 e 7

JP8
if s == ".jpg":

img_path = os.path.join(imgs_path, img_name
)

img = cv2.imread (img_path)

rotated_img = self.rotate_image(img, angle)

save_name = n + "_" + str(angle) + "d.jpg"

cv2.imwrite (img_save_path + save_name,
rotated_img)

print("log: [%sd] %s is processed." % (
angle, img))

xml_url = img name.split(’. ")[0] + “.xml’

xml_path = os.path.join(xmls_path, xml_url)

tree = ET.parse(xml_path)

file_name = tree.find( "filename ’).text #
it is origin name

path = tree.find( "path”).text # it is
origin path

# change name and path

tree.find ( "filename ') . text = save_name #
change file name to rot degree name

tree.find ( “path”) . text = save_name #

change file path to rot degree name
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86 root = tree.getroot()

87 # if angle in [90, 270], need to swap
width and height

88 if angle in [90, 270]:

89 d = tree.find ( "size”)

90 width = int(d.find ( "width ") . text)

91 height = int(d.find ( "height’) . text)

92 # swap width and height

93 d.find ( ‘width ") . text = str (height)

94 d.find ( "height ) .text = str(width)

95

96 for box in root.iter ( ’bndbox”):

97 xmin = float (box. find ( "xmin ") . text)

98 ymin = float (box.find( 'ymin”) . text)

99 xmax = float (box.find ( 'xmax”).text)

100 ymax = float (box.find ( “ymax’).text)

101 x, y, w, h = self.rotate_xml (img, xmin,

ymin, xmax, ymax, angle)

102 # change the coord

103 box. find ( "xmin ") . text = str(x)

104 box. find ( “ymin”) . text = str(y)

105 box. find ( 'xmax”) . text = str (x+w)

106 box. find ( “ymax”) . text = str (y+h)

107 box.set( ‘updated’, ’‘yes’)

108 # write into new xml

109 tree.write(xml_save_path + n + "_" + str(

angle) + "d.xml")

B.3 Partial Codes of Datasets Partitioning

1 import os
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import random
import math

import shutil

def data_split(old_path):
new_path = ’data’
if os.path.exists(’data’) ==
os . makedirs (new_path)
# Traverse each triple returned by os.walk() and put the
contents in three variables respectively

for root_dir, sub_dirs, file in os.walk(old_path):

for sub_dir in sub_dirs:
file_names = os.listdir (os.path.join(root_dir,

sub_dir)) # Traverse each sub-directory

random. shuffle (file_names)
for i in range(len(file_names)):
if i < math.floor (0.7=len(file_names)):
sub_path = os.path.join (new_path, ~’
train_set’, sub_dir)
elif i < math.floor (0.8=+len(file_names)):
sub_path = os.path.join (new_path, “val_set’
, sub_dir)
elif i < len(file_names):
sub_path = os.path.join (new_path, “test_set
”, sub_dir)
if os.path.exists (sub_path) == 0:

os . makedirs (sub_path)
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shutil .copy(os.path.join (root_dir, sub_dir,
file_names[i]), os.path.join (sub_path,
file_names[i]))
if _name__ == ’__main__ ’:
data_path = “old_data’
data_split(data_path)

B.4 Partial Codes of Thresholds Selection

import cv2
import os
import numpy as np
import pandas as pd

from tqdm import tqgdm

image = cv2.imread("")

def rgb2gray (image):

h = image.shape[0]
w = image.shape[1]
grayimage = np.zeros((h,w),np.uint8)

for i in tqdm(range(h)):

for j in range(w):

grayimage [i,j] = 0.144ximage[i,j,0]+0.587+image][i,

j,11+0.299+image[i,j ,1]

return grayimage

def otsu(image):
# width and height
h = image.shape[0]
w = image.shape[1]
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# Get the total pixels

m = hsw

otsuimg = np.zeros((h, w), np.uint8)
0
0

initial_threshold
final threshold

# Initialize the statistical parameters of the number of
gray levels

histogram = np.zeros (256, np.int32)

# Initialize the statistical parameters of the distribution
of each gray level in the image

probability = np.zeros (256, np.float32)

# Statistics of each gray level
for i in tqdm(range(h)):
for j in range(w):
s = image[i,j]
histogram[s] = histogram|[s] +1
# Statistical parameters of the distribution of each gray
level in the image
for i in tqdm(range(256)):
probability[i] = histogram[i]/m

for i in tqdm(range(255)):
w0 = wl = 0 # The gray number of foreground and
background
fgs = bgs = 0
for j in range(256):
if j <= 1i:
# The proportion of foreground pixels in the

entire image is accumulated
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w0 += probability[j]
fgs += j * probability[j]
else:
# The proportion of background pixels in the
entire image is accumulated
wl += probability[j]
bgs += j * probability[j]
u0 = fgs / w0
ul = bgs / wl
G = wOswlx*(u0-ul)**2
if G >= initial_threshold:
initial_threshold = G
final threshold = i
print (final_threshold)

for i in range(h):
for j in range(w):
if image[i, j] > final_threshold:
otsuimgl[i, j] = 255
else:
otsuimg[i, j] = 0

return otsuimg

grayimage = rgb2gray(image)

otsuimage = otsu(grayimage)

cv2.imshow ( "grayimage" ,grayimage)

cv2.imshow ( "otsuimage",otsuimage)

cv2 . waitKey ()
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