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Abstract 
 
Today's world has networks without clear frontiers, where employees can and do work 

outside the company protection systems. Furthermore, they use two or more devices 

providing many possible entry points for attackers. Large scale attacks are often unknowingly 

initiated by these users.  

Large scale Targeted Attacks (TA) are slow, fragmented, distributed, seemingly unrelated, and 

very sophisticated attacks targeting high-value organisations, and these attacks are often 

executed over long periods. When nations or states back these attacks, they are known as 

Advanced Persistent Threat (APT). 

This research focuses on developing a methodology capable of detecting an APT in its early 

stages combining an Artificial Immune System (AIS) methodology known as Dendritic Cell 

Algorithm (DCA) with Genetic Algorithm (GA) and Support Vector Machine (SVM) 

classifiers. This Hybrid Model uses GA for feature extraction and SVM for DCA Signal 

Selection during the pre-processing stage, and DCA is the classifier for the Traffic Processing 

and Decision Modules during the processing phase. The Signal Selection process applies a 

cumulative distribution function of the Pareto distribution model to the results obtained with 

SVM to produce the DCA Safe and Danger signals. The Traffic Processing stage presents two 

linear equations and their weights for implementation on different types of datasets. Finally, 

the Decision Module calculates the Anomaly Threshold required for the dataset classification 

by obtaining the intersection of the distribution of the training normal and abnormal scores. 

Keywords: Cybersecurity; Intrusion Detection System; IDS; Intrusion Prevention System; 

IPS; Artificial Intelligence; Advanced Persistent Threat; APT. 
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1. Chapter 1: Introduction 

Various reports and news articles show that cyber-attacks are more ambitious than ever. The 

cyber-attacks landscape complexity has increased with the participation of hacktivists and 

nations and states with the intent of damage, defacement, and espionage as well as the 

traditional cybercriminals looking for financial gain and economic espionage (Kaspersky 

Lab, 2017) (Trend Micro, 2018) (Symantec Corporation, 2017) (Symantec Corporation, 

2018). 

A group of attackers can mount a sophisticated and systematic malicious attack aimed at a 

selected organisation divided into several stages, over long periods, applying different 

methodologies with the intent of being undetected by existing defence mechanisms, and 

typically succeeding in their intent. These attacks are known as Targeted Attacks (TA), and 

when nations or states back them, they are known as Advanced Persistent Threat (APT). 

Although APT is an intensified variation of TA, APT is the most commonly known name 

which this work will use (Chandra, Challa, & Pasupuleti, 2016) (Messaoud, Guennoun, 

Wahbi, & Sadik, 2016) (Tankard, 2011) (Sood & Richard, 2013) (Hu, Li, Fu, Cansever, & 

Mohapatra, 2015). 

During 2016 over 200 new ransomware strains appeared encrypting a wide range of files and 

databases and asking for bitcoin payments for the encryption keys. Through 2017 the focus 

shifted to coinmining, which requires very little code to start using the resources of the 

targeted computers, and supply chain injections, where malicious software is placed within 

valid updates and updates sites allowing attackers to enter almost undetected to well-

protected targets. At the same time, the introduction of Ransomware-as-a-Service (RaaS) via 

several open-source tools in the Dark Web has aided the proliferation of these attacks. 

Business Email Compromises (BEC) are still present in 2016, although in reduced numbers 

compared to previous years and 2017. BEC’s are targeting specific high-value users with e-

mails, this is known as spear-phishing and whaling, which would introduce backdoors and 

then exploiting legitimate network and scripting tools at hand to produce the actual attack 

either as malware, ransomware or simple scams. Another area where attacks keep appearing 

is in Supervisory Control and Data Acquisition (SCADA) and Industrial Control System 

(ICS), where many existing and upcoming platforms and the ever more present Internet of 

Things (IoT), have vulnerabilities that could allow remote control due to inadequate or 

limited security, the number of these attacks has gone from 6,000 in 2016 to 50,000 in 2017. 
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The latest areas to see an increase in malicious activity are the mobile platforms that have 

gone from 17,000 attacks in 2016 to 27,000 in 2017 (Kaspersky Lab, 2017) (Trend Micro, 

2018) (Symantec Corporation, 2017) (Symantec Corporation, 2018). 

Some of the well-known attacks during 2016 and 2017 included a large-scale distributed 

denial of service (DDoS) attack by Mirai to Dyn servers, using a botnet mainly formed by 

infected IoT devices (routers, security cameras, and other low-power devices). Also included 

were a series of sabotage attacks afflicting Ukraine’s facilities, government, and energy 

agencies, involving file destructive malware Trojans, Petya/NotPetya, delivered covertly 

inside ransomware attacks that would encrypt the files but would not keep the keys. During 

2017 we have seen an increase in the use of ransomware as a cover for Targeted Attacks, 

mainly because the focus of the investigation is placed on a more conventional attack pattern 

that is not as suspicious. The attack process produces unrecoverable encrypted files and disks, 

or disks are completely erased covering the intrusion itself, as Disakil did. Some well-known 

supply chain attacks during 2017 focused on compromising the software supplier, where 

Adobe Reader installer was bundled with malware, and some modified Python modules were 

found within the official repositories. Also, there was a case of BGP hijacking that resulted in 

some Microsoft, and Apple IP addresses being routed through Russia where the attackers 

could introduce their updates (Trend Micro, 2018) (Symantec Corporation, 2017) (Symantec 

Corporation, 2018).  

During 2018, the supply change attacks trend continued, however, re-focused on stealing 

Credit Card data from online retailers; where well-known companies, such as Ticketmaster 

and British Airways, and many other small and medium companies were attacked by a group 

known as Magecart using malicious JavaScripts. Cryptojacking and ransomware attacks 

continued in 2018 albeit reduced in comparison to previous years, whereas living-of-the-land 

attacks have become more popular. Targeted Attacks made intensive use of some of the 

previously mentioned attacks as part of their arsenal, as well as expanding their targets to 

operational computers that in turn could allow an indirect route to launch disruptive attacks. 

One such attack was conducted by the Thrip group compromising a satellite communications 

operator. Another centre of attack focus during 2018 was around Cloud services, such as S3 

buckets and container deployments systems (Kubernetes), where the attackers exploited 

poorly configured implementations and several hardware flaws found in the underlying 

hardware. (Symantec Corporation, 2019) (Trend Micro, 2019). 
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To prevent and find these attacks Intrusion Detection is used, which is the method of 

monitoring the events taking place in a computer or network system and examining those for 

indications of possible incidents, as defined by Scarfone and Mell (Scarfone & Mell, 2012). 

Incidents are violations or impending threats of violations of computer security policies, 

acceptable use policies, or standard security practices, i.e. threats to the three basic 

information protections: Confidentiality, Integrity, and Availability (CIA) and the extended 

set: Authentication, Authorisation, and Accounting (AAA), as presented by Mark Ciampa 

(Ciampa, 2015). The software and hardware used to implement intrusion detection is called 

an Intrusion Detection System (IDS), which acts as a defensive layer for the security of the 

network system, examining the activity occurring in the system and identifying malicious 

activity using an available knowledge repository of signatures for known attacks or 

comparing to learned normal behaviour or analysing the state of the protocols in use (Inella & 

McMillan, 2001) (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) (Liao, Lin, Lin, & 

Tung, 2013) (Gui-xiang & Wie-min, 2010). An Intrusion Prevention System (IPS) extends the 

IDS capabilities to make it able to attempt stopping a discovered incident (Scarfone & Mell, 

2012); however, the commonly used term is IDS. 

IDS can be implemented for specific Applications (AIDS), for Hosts (HIDS), which focuses 

on one computer including the locally unencrypted traffic, and finally for a Network (NIDS), 

focusing on the entirety of the network and its visible traffic. It can be implemented in a 

Centralised manner, where the primary core IDS controls one complete system, or in a 

Distributed manner, where data collection and monitoring is done from several autonomous 

IDS (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) (Liao, Lin, Lin, & Tung, 2013) 

(SANS Institute, 2005). 

The detection methodology employed in IDS can be Stateful-based, analysing vendor-

provided protocols; Signature-based, using knowledge databases of known attacks; Anomaly-

based, comparing activities to a reference point of normal behaviour; and Log-based, 

analysing software and hardware logs for detection (Patel, Taghavi, Bakhtiyari, & Celestino 

Júnior, 2013) (Liao, Lin, Lin, & Tung, 2013) (Gui-xiang & Wie-min, 2010) (Gupta, 2012). 

To assist IDS with the discovery of unknown threats, Artificial Intelligence (AI) modules and 

especially the subfield of Machine Learning (ML) have been introduced to IDS. AI is the 

research and study of computer systems capable of emulating human intelligence or cognitive 

functions. The key AI subfields are Natural Language Processing (NLP), Computer Vision, 

Robotics, Problem-solving and planning, Machine Learning (ML), and Expert Systems. From 
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these fields, ML is the one concerned with creating computer programs that can model 

learning processes to predict an outcome or construct new knowledge based on known 

properties learned from controlled input data used to train the system (Li & Zhang, 2017) 

(Stampar & Fertalj, 2015) (Kodratoff, 2014). 

1.1 Research Motivation 

Current solutions for APT focus on managing mitigation techniques through encryption and 

destruction of data, such as Data Loss Protection (DLP), or looking at catching the work of 

the Command and Control (C&C) phase of these attacks when the intruder has already gained 

access to the organisation or having IDS focus on detecting activities already taking place in 

the network. Not many attempts to have a detection system from earlier stages capable of 

preventing slow attacks are made, neither attempts to adequately address the fragmented and 

distributed nature of these attacks in large networks. 

The objective of this research is to investigate how to increase the detection rate and increase 

the tracking rate of APT and TA in their early attack phases within an environment of 

distributed networks.  

1.2 Hypothesis 

Based on the problem statement described in the previous section, the hypothesis is defined 

as follows: 

Hypothesis: the hybrid algorithm will produce better results at detecting APT and TA related 

attacks associated with their early stages. 

To attempt to demonstrate this hypothesis, this research will investigate the use of a hybrid 

algorithm combining the use of the Artificial Immune System (AIS) methodology Dendritic 

Cell Algorithm (DCA) with Genetic Algorithm (GA) and Support Vector Machine (SVM) 

classifiers. SVM, a supervised learning methodology, has faster processing times than DCA, 

but DCA can produce results with a smaller number of samples.  

Although research in mixing supervised and unsupervised machine learning methods has 

already been done, this proposed methodology takes advantage of the combination of GA, an 

unsupervised method, to do feature selection and reduction which will feed an SVM, a fast 

classifier supervised model, to determine the feature sets signal type classification (Danger 

and Safe signals) that DCA will use to perform the final classification.  
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1.3 Research Contribution 

In this research, a viable model of identifying APT and TA related attacks associated with 

their early stages is presented. This Hybrid Model focuses on the development of optimised 

ways of obtaining the required parameters for DCA, Feature Extraction, Signal Selection, 

Signal Processing Function and Anomaly Threshold, in a manner that little human 

intervention is required. 

1.4 Thesis Outline 

The rest of the thesis is organised in a further four chapters as follows: 

Chapter 2 reviews definitions, key concepts and current research in the fields pertaining to 

this research organised based on the three global topics of APT, IDS and AI. 

Chapter 3 describes the methodology used in this research and the different stages of the 

process. 

Chapter 4 presents the data analysis and the results of the experiments conducted and a 

description of the findings. 

Chapter 5 presents a conclusion to the thesis as well as future directions for this research. 
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2. Chapter 2: Literature Review 

As presented in Chapter 1, this research proposal focuses on solving the TA and APT 

detection issues through a hybrid model that consists of three global topics: APT, IDS and AI. 

Therefore, this literature review will be divided into the same areas.  

2.1 Advanced Persistent Threat 

Nowadays attackers are not only more sophisticated, but also a new collaborative form of 

attacking services has emerged, defined as Malware-as-a-Service (MaaS) by Messaoud, 

Guennoun, Wahbi and Sadik (Messaoud, Guennoun, Wahbi, & Sadik, 2016). This association 

permits sharing large amounts of data, monetary resources, tools, and skills that the receiving 

end of the attacks cannot easily match. APTs are a consequence of this new reality that allows 

driven attackers to focus on large organisations and the government sector. 

The National Institute of Standards and Technology (Joint Task Force Transformation 

Initiative, 2011) (Wang, Zheng, Niu, Wu, & Wu, 2016) describes three fundamental 

characteristics of APT: long term objectives pursued over long periods, adaptability to 

countermeasures and resolution to do whatever is necessary to maintain the interaction. 

Although several models describe the phases of an intrusion, all of them have the same three 

primary sections: The first area covers the actions taken by attackers to obtain a foothold in 

the attacked organisation or system. The second area refers to the remote-control access steps 

and how these are maintained and extended. The third part describes the actions related to the 

ultimate objective of the attackers, these being data exfiltration, disruption, ransom, or a 

combination of the three. Each model describes and divides these sections into phases that 

vary in naming conventions and number of phases, but the core ideas remain (Messaoud, 

Guennoun, Wahbi, & Sadik, 2016) (Ussath, Jaeger, Cheng, & Meinel, 2016).  

Many Attack Models have been developed over time, one of the very well-known models is 

the Intrusion Cyber Kill Chain proposed by Lockheed Martin Corporation and reviewed in 

Table 2-1, that describes the sequential steps or phases taken by attackers and their possible 

defences (Hutchins, Cloppert, & Amin, 2011) (Lockheed Martin Corporation, 2015). 
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Table 2-1 Lockheed Cyber Kill Chain (Hutchins, Cloppert, & Amin, 2011) (Lockheed Martin Corporation, 2015) 

 

Messaoud, Guennoun, Wahbi and Sadik proposed a new model that mostly follows the 

Lockheed Martin’s Cyber Kill Chain; however, it combines some of the phases and adds an 

entire section on cleaning and covering the attacker’s tracks. Table 2-2 shows a comparison 

of the phases of these two models and a brief description of the attacker’s actions (Messaoud, 

Guennoun, Wahbi, & Sadik, 2016). 

Table 2-2 Messaoud’s Model (Messaoud, Guennoun, Wahbi, & Sadik, 2016) 
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Another kill-chain model is the Mandiant Attack Lifecycle, shown in Figure 2-1. This model 

presents 8 phases focused on internal activities after the initial breach reflecting the recursive 

nature of the internal reconnaissance and the lateral movement actions to maintain the 

presence and the privileged access attained (Bryant & Saiedian, 2017) (McWorther, 2013). 

Table 2-3 presents a brief description of each phase and presents how they fit within the 

Lockheed Martin model. 

 
Figure 2-1 Mandiant's Attack Lifecycle (Bryant & Saiedian, 2017) 

Table 2-3 Mandiant's Model Phases compared to Lockheed Martin's 

 

Bryant & Saiedian take parts from the Lockheed Martin Kill-Chain and the Mandiant Attack 

Lifecycle to proposed a new phased kill-chain model, with the aim of structuring and 

organising the data obtained from each phase for optimised SIEM correlation. Figure 2-2 

shows the 7 phases of this model that are compared to the Lockheed Model and briefly 

explained in Table 2-4. This same Figure 2-2 presents the grouping of the phases in 4 distinct 

macro-phases that provide a view on the focus of the attackers in each of the steps (Bryant & 

Saiedian, 2017). 
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Figure 2-2 Bryant Kill-chain (Bryant & Saiedian, 2017) 

Table 2-4 Lockheed Martin Model compared to Bryant's Model (Bryant & Saiedian, 2017) 

 

De Vries, Hoogstraaten, van den Berg, & Daskapan proposed a phased attacked analysis 

model associating attack characteristic to NIDS and HIDS discovery methodologies, 

intending to create a roadmap for designing APT detection systems. Figure 2-3 shows the 

model composed of 7 columns representing the different aspects involved in an attack, how 

the attack is detected and how these relate to each other to determine the impact on the target. 

To assist with the creation of a detection system these columns can be grouped to answer the 

questions: what needs detecting, where the detection takes place, how can it be done, and 

why it needs detecting, as shown in Figure 2-4. The 8 phases presented in the first column are 

described and compared to Lockheed Martin’s model in Table 2-5, with the distinct 

characteristic of the 7th phase applying to phases 2 to 6 and the 8th phase to all others (de 

Vries, Hoogstraaten, van den Berg, & Daskapan, 2012). 
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Figure 2-3 de Vries et al Analysis Framework (de Vries, Hoogstraaten, van den Berg, & Daskapan, 2012) 

 
Figure 2-4 de Vries et all model grouped by design questions (de Vries, Hoogstraaten, van den Berg, & Daskapan, 2012) 
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Table 2-5 Lockheed Martin Model compared to de Vries model 

 

To further complicate the detection process, we must think about today’s ubiquitous presence 

of cloud-based services, such as storage or Software as a Service (SaaS), that introduce 

variability in the external IP addresses and ports that are contacted for normal operations. 

This situation can conceivably allow attackers to create a bot in the cloud provider and from 

these known and trusted connections initiate C&C. Additionally, attackers use not only 

traditional attack toolkits exploiting zero-day and other vulnerabilities, but also use legitimate 

Operating Systems administrative tools, such as PowerShell and the Microsoft Sysinternal 

tools in Windows environments, and BASH shell in UNIX based systems (Linux, Mac OS 

and Unix) (Symantec Corporation, 2017) (Trend Micro, 2018). These Malware-Free 

Intrusions, known as living-off-the-land tactics, also leverage the usage of default 

configurations and passwords on hosts, network, and protection devices, as well as the lack of 

File Integrity Monitoring. One of the well-documented attacks is the use of the built-in 

remote access tool RDP on windows hosts, which could allow the alteration of system files to 

grant command prompt access before the authentication has taken place (Zimba & Wang, 

2017). 

To provide efficient APT detection, most organisations and vendors use a combination of 

several components and technologies distributed within the organisation. Messaoud, 

Guennoun, Wahbi and Sadik, and The Radicati Group, Inc., remind us that the typical 

protection solutions when dealing with APT are (Messaoud, Guennoun, Wahbi, & Sadik, 

2016) (The Radicati Group, Inc., 2017): 
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a) Sandboxing: isolated devices installed in entry-points of the network can execute 

suspicious content to monitor and evaluate their actions. Unfortunately, newer 

obfuscation and anti-analysis techniques and execution delays can bypass this 

technique. 

b) Honeypots: are internal resources deliberately left exposed to attacks or, when an 

attack attempt is detected, it is directed to the resource. This resource allows to find 

attackers methods and monitors patterns before traffic encryption occurs. However, 

skilled attackers can detect these defences. 

c) Security Information Event Management (SIEM): these platform collects security 

data from many sources and can perform real-time analysis of these events. 

Nevertheless, due to data formatting and volume and time delays in the analysis, these 

devices are not sufficient. 

d) User Behaviour Analytics (UBA): this technology focuses on learning the normal 

behaviour of users, and any deviations generate alerts for possible threats. However, 

defining this user profile can be very difficult even when combined with SIEM and 

ML. 

e) Mobile Device Protection: this refers to the use of Mobile Device Management 

features to protect the organisation’s own devices that go outside the corporate 

network and can be connected to unknown networks. 

f) Filtering: refers to the usage of Firewall and URL behavioural filters as well as 

traditional black-listings and ACL and SSL scanning. 

g) Data Forensics: analysis of zero-day through heuristic and behaviour analysis can 

help find possible attacks.  This technique requires considerable processing power and 

can arrive at the conclusion too late if used isolated.  

2.1.1 Evolution of APT 

The first Targeted Attacks as we define them today were described in 2005 by the U.K. 

National Infrastructure Security Co-ordination Centre (UK-NISCC) and the U.S. Computer 

Emergency Response Team (US-CERT) (Hutchins, Cloppert, & Amin, 2011). In 2006 the 

U.S. Air Force (USAF) coined the APT term that we use today that covers attacks to large 

companies with data and cutting-edge knowledge as well as the traditional military, 

government, academia, research, and financial targets. However, the espionage motivated 

attack campaigns are said to have started in the 1990s, focusing on military objectives, and in 

the early 2000s, the governmental attacks became more frequent (Bejtlich, 2010). After 2010 

we see a significant increase in the complexity of the attacks making use of multiple vectors 
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and heavily exploiting the social media phenomenon for propagation and gaining the initial 

foothold.  

Although it is almost certain that many campaigns exist yet to be found or made public, this 

section presents a summary of 72 known attack campaigns that were discovered between 

2008 and 2018 and one discovered in 1998 that in many senses is the model for modern 

attacks. These attacks can be seen in Table 2-6, which when the exact date of the sample is 

not known uses 1st January and when only the month and year are known uses the first day of 

the month (Kaspersky Lab., 2020)(McAfee, 2018). 

Table 2-6 Summary of Attacks 

Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 

Moonlight 
Maze 

01/01/1996 26/08/1998 Unknow
n 

Inactive Cyberespiona
ge toolkit 

Linux, 
Windows 

Unknown Cyberespionage Government entities 
Academia/Research, 
Military 

Great Britain, USA 

This was a legendary Russian group from the late ‘90s that 
made use of backdoors in Linux and Windows servers to 
exfiltrate data through numerous proxy servers. This group 
has influenced and spawn many further attacks, even one 
found in 2016 that still used the same base code. 

None  (Doman, 
2016) 

Agent.BTZ 

01/01/2007 01/11/2008 10000 to 
300000 

Inactive 
since 
2009 

Worm Windows 

Self-replication, 
USB drives 

Cyberespionage, 
Data wiping 

Government entities 
Diplomatic 
organisations, 
Military 

Germany, Italy, Kazakhstan, 
Latvia, Lithuania, Poland, 
Russia, Spain, Ukraine, United 
Arab Emirates 

This was a variant of the SillyFDC worm. The initial 
infection occurred via an already infected USB storage that 
would replicate to any USB storage when connected. It 
could scan targeted hosts for data and open backdoors, and 
exfiltrate data to the remote C&C. 

None  (Shevchenko, 
2008)  
(Gostev, 
2014) 

Equation 
01/08/2001 01/12/2008 100-1000 Active Complex 

cyberattack 
platform 

Windows 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Exploits, Self-
replication, 
USB drives 

Cyberespionage, 
Data wiping, 
Surveillance 

High technology 
companies 
Academia/Research, 
Activists, Aerospace, 
Diplomatic 
organisations/embassi
es, Education, 
Financial institutions, 
Government entities, 
Mass media and TV, 
Military, 
Nanotechnology, 
Nuclear industry, 
Telecoms, Trade and 
commerce, 
Transportation 

Afghanistan, India, Iran, 
Lebanon, Mali, Pakistan, 
Russia, Syria, Yemen, 
Azerbaijan, Belarus, 
Kazakhstan 

It was first discovered in December 2008 and has been 
active since using Microsoft OS zero-day exploits. This 
group has produced several variations. Notably one of 
Equation’s modules is capable of reprogramming HDD 
firmware of several well-known brands including Seagate, 
Western Digital and Toshiba. Also, this attack made use of 
several Trojans to propagate, such as EquationLaser, 
EquationDrug, DoubleFantasy, TripleFantasy and Fanny. 

None (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2015) 

Aurora 

01/06/2009 12/01/2010 1-100 Inactive 
since 
2010 

Cyberespiona
ge toolkit 

Windows 

Not clear; 
therefore 
several are 
assumed 

Cyberespionage, 
DDoS, Data 
theft, Data 

wiping, Remote 
control 

High technology 
companies 
Academia/Research, 
Activists, Aerospace, 
Business individuals, 
Chemical industry, 
Financial institutions, 
Information 
technology, Software 
companies 

Afghanistan, Albania, Algeria, 
Armenia, Austria, Azerbaijan, 
Belarus, Belgium, Bosnia and 
Herzegovina, Brazil, Bulgaria, 
Cambodia, China, Colombia, 
Cuba, Cyprus, Denmark, 
Eastern Europe, Egypt, 
Kazakhstan, Kirgizstan, Russia, 
USA, Uzbekistan 

CVE-2010-0249 zero-day vulnerability in Internet Explorer 
was used for the attacks creating a backdoor connection to 
the attackers C&C servers and then starting the data 
exfiltration process. 

None (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2010) 

Stuxnet 

01/06/2009 01/06/2010 10000-
300000 

Inactive 
since 
2012 

Worm Industrial 
SCADA 
systems, 
Windows 

File infection, 
LAN spreading, 
USB drives 

Cyberespionage Manufacturing/Com
mercial Companies 
Nuclear industry 

Iran 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
It initially attacked Windows-based computers to search for 
Siemens software for PLC (Programmable Logic 
Controllers) to compromise the application and control it to 
destroy nuclear centrifuges. 

Agent.BTZ, 
Equation 

 (Holloway, 
2015)  
(Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Virvilis & 
Gritzalis, 
2013) 

FinSpy 
/ FinFisher 
/ WingBird 

01/01/2007 01/12/2011 100-
1000 

Active Backdoor, 
Bootkit, 
Rootkit, 
Trojan 

Android, 
BlackBerry, 
Linux, OS X, 
Symbian, 
Windows, 
Windows 
Mobile, iOS 

Access to 
network 
connections, 
Physical access 
to computers, 
Social 
engineering 

Surveillance Non-governmental 
organisations 
Activists, Criminal 
suspects 

Canada, Germany, Indonesia, 
Japan, Laos People’s 
Democratic Republic, Mexico, 
Mongolia, Russia, Ukraine, 
USA, Vietnam, Azerbaijan, 
Belarus 

This is a surveillance software sold by Gamma Group for 
law enforcement, but it seems to have been stolen for 
nefarious purposes. It exploited a zero-day flaw in MS Word 
over the years including CVE-2017-8759 and CVE-2017-
0199, as well as some of Apple’s iTunes versions. 

None  (Jiang, Read, 
& Bennett, 
2017) 

Duqu 

01/01/2008 15/06/2011 1-100 Inactive 
since 
2012 

Trojan Windows 

Social 
engineering 

Cyberespionage High technology 
companies 
Electronics 
manufacturing, 
Information 
technology, 
Politicians, Private 
companies, Software 
companies, Specific 
individuals 

France, Hungary, Iran, Sudan 

Known for using several MS Word zero-day exploits, 
including CVE-2011-3402. It was installed in stages, and 
after the initial connection to the C&C server, additional 
modules were downloaded, including ‘infostealer’ to look 
for trade details and other information to exfiltrate. 

Stuxnet  (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Virvilis & 
Gritzalis, 
2013)  (Ács-
Kurucz, et al., 
2015) 

Hacking 
Team RCS 

01/01/2008 01/06/2011 100-
1000 

Active Backdoor, 
Bootkit, 
Rootkit, 
Trojan 

Android, 
BlackBerry, 
OS X, 
Windows, 
Windows 
Mobile, iOS 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Bootable CD-
ROM, Direct 
hard disk 
infection, 
Exploits, 
Mobile 
infections 
through already 
infected PCs, 
Social 
engineering, 
USB drives, 
Others 

Surveillance Non-governmental 
organisations 
Activists, Criminal 
suspects, Journalists, 
Politicians 

Germany, India, Iraq, Italy, 
Mexico, Russia, Turkey, 
Ukraine, Vietnam, Azerbaijan, 
Belarus, Kazakhstan, 
Kyrgyzstan, Armenia, 
Moldova, Tajikistan, 
Uzbekistan. 

This is a surveillance software for law enforcement and 
government agencies sold by the company HT S.R.L. 
Suspicious third parties have sold this product in the open 
market where it has been used for nefarious purposes. It is 
usually delivered by exploiting MS Word, Adode Flash in 
Word documents vulnerabilities. 

None   (Marczk, 
Guarnieri, 
Marquis-
Boire, & 
Scott-Railton, 
2014) 

Naikon 

01/06/2009 01/12/2011 100-
1000 

Active Backdoor, 
Remote 
administration 
tool, Trojan 

Windows 

Exploits, Social 
engineering 

Cyberespionage, 
Remote control, 

Surveillance 

Government entities 
Military, Private 
companies 

Canada, Indonesia, Lao Peoples 
Democratic Republic, 
Malaysia, Myanmar, Nepal, 
Philippines, Singapore, 
Thailand, Vietnam, Azerbaijan, 
Belarus, Kazakhstan, 
Kyrgyzstan, Armenia, 
Moldova, Tajikistan, 
Uzbekistan. 

It was usually distributed by emails containing exploited MS 
Word documents via CVE-2012-0158 or similar. Then 
executes in memory and establishes a connection to the 
C&C servers to execute modules such as command prompt 
operations. These attacks are highly focused in the South 
China Sea region since around 2014 and have human 
operators per country or region to make it easier to blend in. 

None  (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Baumgartner 
& Golovkin, 
The Naikon 
APT, 2015) 

Lurk 

01/01/2011 01/06/2011 10000-
300000 

Inactive 
since 
2016 

Trojan Windows 

Exploits, Social 
engineering 

Monetisation Financial institutions 
Journalists, Media, 
Telecoms 

Russia 

It was highly targeted to Russian institutions and users that 
the attack detects as of interest for financial details if these 
parameters were not met, it did not activate. 

None. 
Evolutions of 
itself 

 (Shulmin & 
Prokhorenko, 
Lurk Banker 
Trojan: 
Exclusively 
for Russia, 
2016) 
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First Known 
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Discovery Date 
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of 
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Current 
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Type 
Targeted 

Platform/s 

Propagation 
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Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 

Regin 

01/03/2003 01/03/2011 1-100 Active Complex 
cyberattack 
platform, 
Rootkit, 
Trojan 

Windows 

USB Drives Cyberespionage, 
Facilitating 

other types of 
attacks, Remote 

control 

Government Entities 
Academia/Research, 
Financial institutions, 
Multi-national 
political bodies, 
Specific individuals, 
Telecoms 

Afghanistan, Algeria, Belgium, 
Brazil, Fiji, Germany, India, 
Indonesia, Iran, Kiribati, 
Malaysia, Pakistan, Russia, 
Syria 

This is a very modular attack platform that downloads 
optional modules as needed and it can store them in the 
computers’ registry. It has attacked GSM networks to stage 
further attacks as well as doing plain spying. 

None. Similar 
attack vector 
as Turla but 
better 
implemented 

 (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

Flame 

01/02/2010 01/05/2012 1000-
3000 

Inactive 
since 
2013 

Complex 
cyberattack 
platform 

Windows 

LAN spreading, 
USB drives 

Cyberespionage Government Entities 
Academia/Research, 
Specific individuals 

Egypt, Europe, Iran, Israel, 
Lebanon, Palestine, Saudi 
Arabia, Sudan, Syria, Ukraine, 
Canada, Australia, New 
Zealand 

It had backdoor, Trojan, and worm-like features, as well as 
being capable of downloading modules as needed. All these 
features made very sophisticated, effective and challenging 
to detect. It could record voice and take desktop screenshots, 
both stored in a compressed format and regularly uploaded 
to the C&C server. 

Agent.BTZ, 
Stuxnet, 
Equation, 
Duqu 

 (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Virvilis & 
Gritzalis, 
2013) 

Winnti 

01/01/2009 01/12/2012 1-100 Active Trojan Windows 
Social 
engineering 

Data theft, Data 
wiping 

High Tech 
Companies Software 
companies 

Belarus, Brazil, Germany, 
Japan, Peru, Russia, South East 
Asia, Ukraine, Azerbaijan, 
Kazakhstan, Kyrgyzstan, 
Armenia, Moldova, Tajikistan, 
Uzbekistan 

Utilising the Winnti penetration kit, written in Chinese, 
attackers sought remote control and data exfiltration of 
gaming companies. This group still specialises in 
organisations that require relatively low effort to be 
breached. 

None   (Pernet, 
2017) 

Mini 
Flame 

01/01/2010 01/09/2012 0-100 Active Backdoor Windows 
USB drives Cyberespionage Non-governmental 

organisations 
Specific individuals 

Iran, Kuwait, Lebanon, 
Palestine, Qatar 
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of 
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Targeted 

Platform/s 

Propagation 
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Purpose or 
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Top Targeted Countries 

Description Based On Reference 
This is a highly focused variation of Flame that uses just the 
backdoor attack vector to spy on targeted individuals. 

Flame, 
Agent.BTZ 

 (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Virvilis & 
Gritzalis, 
2013) 

Wiper 

01/04/2011 01/08/2012 Unknow
n 

Inactive 
since 
2013 

Data destroyer Windows 

Unknown Data wiping Manufacturing/Com
mercial Companies 
Energy, oil and gas 
companies, 
Government entities 

Iran 

No sample has ever been found because it deleted itself, 
because of this, at times, its existence has been in doubt. 
Related activity was found in April 2011 in the form of 
registry entries, that supported its existence. 

Duqu, Stuxnet  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2012) 

Madi 

01/12/2011 01/07/2012 100-
1000 

Inactive 
since 
2013 

Backdoor Windows 

Social 
engineering 

Cyberespionage Manufacturing/Com
mercial Companies 
Academia/Research, 
Business individuals, 
Critical infrastructure 
engineering firms, 
Financial institutions, 
Government entities 

Iran, Israel, Pakistan, Ukraine, 
Worldwide 

Used .scr embedded in MS PowerPoint files that ran the 
attacker’s program, and after this initial action, it could run 
updates from the C&C servers and even new modules. 

None  (Symantec, 
2012) 

Gauss 

01/08/2011 01/09/2012 3000-
10000 

Inactive 
since 
2013 

Cyberespiona
ge toolkit 

Windows 

USB drives Cyberespionage Non-governmental 
organisations 
Specific individuals 

Israel, Lebanon, Palestine, 
Syria 

It is another variation of Flame mainly focused on users of 
Lebanese banks, surveilling them and stealing their 
credentials. 

Flame, 
MiniFlame, 
Agent.BTZ, 
Equation 

 (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2012) 

Shamoon 
15/08/2012 01/10/2012 1-100 Inactive 

since 
2013 

Data destroyer Windows 
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Attacker 
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Discovery Date 
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of 
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Current 
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Targeted 
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Propagation 
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Top Targeted Countries 

Description Based On Reference 
LAN spreading Data wiping Manufacturing/Com

mercial Companies 
Energy, oil, and gas 
companies 

Saudi Arabia 

This self-replicating attack replaced data files on computers 
and wiped the data from them. It utilised the Wiper module 
of Flame. 

Flame  (Moubarak, 
Chamoun, & 
Filiol, 2017) 

SabPub 

01/01/2012 27/06/2012 1-100 Active Backdoor MacOS X 
Exploits, Social 
engineering 

Cyberespionage Non-governmental 
organisations 
Activists 

India, Ukraine, Western 
Europe, Canada, Australia, 
New Zealand 

Attacked exploited MS Office vulnerability CVE-2009-
0563 and Java’s CVE-2012-0507.5 to open a backdoor to 
send screenshots of user’s sessions to the C&C server and 
remotely execute further commands. 

LuckyCat  (Raiu, 
SabPub Mac 
OS X 
Backdoor: 
Java Exploits, 
Targeted 
Attacks and 
Possible APT 
link, 2012) 

TeamSpy 

01/06/2004 01/03/2012 1000-
3000 

Inactive 
since 
2014 

Remote 
administration 
tool 

Windows 

Exploits, Social 
engineering 

Cyberespionage, 
Data Theft 

Non-governmental 
organisations 
Activists, Heavy 
industry 
manufacturers, 
Intelligence agencies 

Cambodia, Eastern Europe 

Used genuine tool TeamViewer as part of their Trojan attack 
to monitor and control remote computers. Making use of 
websites that had content relevant to the user the attackers 
delivered malicious Java exploits (CVE-2012-0507) acting 
as downloaders and backdoor. 

None   (Zaharia, 
2017)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2013) 

Red 
October 

01/05/2007 01/10/2012 100-
1000 

Inactive 
since 
2013 

Complex 
cyberattack 
platform 

Windows, 
Windows 
Mobile 

Exploits, Social 
engineering 

Cyberespionage Government Entities 
Academia/Research, 
Aerospace, 
Diplomatic 
organisations/embassi
es, Military, Trade 
and commerce 

Eastern Europe, Western 
Europe, Canada, Australia, 
New Zealand 

Used exploited vulnerabilities in MS Word (CVE-2010-
3333 and CVE-2012-0158), MS Excel (CVE-2009-3129) 
and Java (CVE-2011-3544) developed by other attackers 
that were delivered via spear-phishing emails. Had a chain 
of proxies to hide the C&C server and it was a multi-module 
development, downloading tools as needed. Capable of 
exfiltrating data from Windows computers and Windows 
Mobiles. 

Agent.BTZ  (Virvilis & 
Gritzalis, 
2013) 
(Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018) 
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LuckyCat 

01/06/2011 01/03/2012 1-100 Inactive 
since 
2013 

Cyberespiona
ge toolkit 

Windows 

Exploits, Social 
engineering 

Cyberespionage High Tech 
Companies 
Aerospace, Energy, 
Engineering, 
Shipping, Military 
Research, Tibetan 
Activists 

India, Japan 

Made use of spear-phishing emails for the initial contact and 
exploited MS Office CVE-2010-3333, Adobe Reader CVE-
2010-2883 and CVE-2011-2462 and Flash Player CVE-
2010-3654 and CVE-2011-0611 for dropping the C&C 
malware. Their C&C servers were mostly from free hosting 
services. 

None  (Trend Micro 
Research 
Team, 2012)  
(TrendMicro 
Forward-
Looking 
Threat 
Research 
Team, 2012) 

Net 
Traveler 

01/01/2004 01/06/2013 100-
1000 

Active Cyberespiona
ge toolkit 

Windows 

Exploits, Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data wiping 

Government Entities 
Academia/Research, 
Activists, Diplomatic 
organisations/embassi
es, Military, Private 
companies 

India, Mongolia, Russia, USA, 
Canada, Australia 

Has used spear-phishing over the years to gain the initial 
foothold making use of MS Office exploits CVE-2012-0158 
and CVE-2010-3333. In the second stage, it starts data 
exfiltration to their C&C servers. 

None  (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018) 

The Mask 

01/06/2007 01/12/2013 100-
1000 

Inactive 
since 
2014 

Cyberespiona
ge toolkit 

macOS X, 
Windows 

Social 
engineering 

Cyberespionage Government Entities 
Academia/Research, 
Activists, Diplomatic 
organisations/embassi
es, Private companies 

Brazil, France, Iran, Libya, 
Morocco, Spain, Switzerland, 
Ukraine 

This was a complex attack leveraging several tools such as 
malware for delivery and rootkit and bootkit for persistence. 
Even possibly infecting Linux hosts. These attacks stole not 
only data but also encryption keys, VPN and RDP 
configurations. It seems to have been written by Spanish 
speaking programmers. 

None.  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

MiniDuke 

01/01/2008 01/02/2013 100-
1000 

Active Backdoor Windows 

Social 
engineering 

Cyberespionage Government Entities 
Academia/Research, 
Military, Telecoms 

Belgium, Hungary, Ireland, 
Portugal, Romania, The Czech 
Republic, Ukraine, United Arab 
Emirates 
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It has used exploits in Adobe Reader CVE-2011-2462 and 
CVE-2013-0640, and maybe others, to deliver a file via 
email containing a small Assembler program. Then it would 
find its C&C server and download more modules to start the 
data exfiltration. 

None  (Tivadar, 
Balazs, & 
Istrate, 2013)  
(Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018) 

Black 
Energy 

01/06/2007 01/12/2013 100-
1000 

Active Complex 
cyberattack 
platform, 
Trojan 

Cisco IOS, 
Linux, 
Windows. 
Indirectly 
SCADA 

File infection, 
LAN spreading, 
Social 
engineering, 
USB drives 

Cyberespionage, 
DDoS, Data 
theft, Data 
wiping 

Manufacturing/Com
mercial Companies 
Energy Companies 
and other wide range 
targets 

Azerbaijan, Belarus, Iran, 
Israel, Kazakhstan, Kyrgyzstan, 
Lithuania, Poland, Russia, 
Ukraine, United Arab Emirates 

There are three evolutions of Black Energy, the initial one 
was mainly a DDoS attack Trojan, the second used MS 
Office Macros and 64-bit support, and the final one has a 
modular structure that makes more efficient use of previous 
tools and adds better data wiping capabilities. 

None. 
Evolutions of 
itself 

 (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Machete 

01/06/2010 01/06/2013 100-
1000 

Inactive 
since 
2013 

Trojan Windows 

Social 
engineering 

Cyberespionage, 
Data theft, Data 
wiping 

Government Entities 
Diplomatic 
organisations/embassi
es, Intelligence 
agencies, Military 

Belgium, Brazil, Colombia, 
Cuba, Ecuador, France, 
Germany, Malaysia, Peru, 
Russia, Spain, Sweden, 
Ukraine, Venezuela 

Distributed via spear-phishing emails and fake websites, it 
deployed by using Nullsoft Installer self-extracting 
programs written in Python embedded in MS PowerPoint 
files. These modules did data capturing (e.g. keystrokes, 
audio from the host’s microphone, screenshots) that was 
sent to a remote server or specially crafted USB devices. 
Mainly attacked Venezuela, Ecuador and Colombia and 
looked to be developed in Spanish. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

Icefog 

01/06/2011 01/09/2013 100-
1000 

Inactive 
since 
2013 

Cyberespiona
ge toolkit 

OS X, 
Windows 

Social 
engineering 

Cyberespionage, 
Data wiping 

High Tech 
Companies 
Government entities, 
Maritime and ship-
building groups, 
Mass media and TV, 
Military, Satellite 
operators, Telecoms 

Japan, South Korea, Ukraine, 
Azerbaijan, Kazakhstan, 
Kyrgyzstan, Armenia, 
Moldova, Tajikistan, 
Uzbekistan 
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Used a very targeted and customised spear-phishing 
campaign that exploited vulnerabilities such as CVE-2012-
0158, CVE-2012-1856, CVE-2013-0422 and CVE-2012-
1723, to deploy customised remote-control tools and 
exfiltrate data. The attackers did not linger in infected 
systems, abandoning them once the targeted data was 
obtained. 

None  (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2013) 

Kimsuky 

01/06/2011 01/03/2013 1-100 Inactive 
since 
2018 

Backdoor Windows 

USB Drives Cyberespionage, 
Data theft, 
Remote control 

Government Entities 
Academia/Research, 
Private companies 

South Korea 

Re-uses pre-existing keyloggers and delivers via email a 
modified version of TeamViewer to use for remote control 
and extracting files of a trendy South Korean text editor. 

None (Tarakanov, 
2013) 

Wild 
Neutron / 
Jripbot / 
Morpho 

01/06/2011 15/02/2013 1-100 Inactive 
since 
2018 

Backdoor, 
Cyberespiona
ge toolkit, 
Trojan 

OS X, 
Windows 

Exploits, 
Watering hole 
attacks 

Data theft Manufacturing/Com
mercial Companies 
Financial institutions, 
Information 
technology, 
Investments, 
Manufacturing, 
Pharmaceutical, 
Private companies, 
Software companies, 
Specific individuals, 
Trade, and commerce 

Worldwide 

Initially, it hijacked an iPhone and a Linux developers forum 
to redirect users to a website containing a Java zero-day 
exploit (CVE-2013-1493 and others). In a second evolution, 
it used Flash Player exploits, that led to dropping malicious 
executables and a backdoor. All these actions led to 
Facebook, Twitter, Apple, and Microsoft accounts being 
compromised and data being exfiltrated. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2015) 

Adwind 

01/01/2012 01/11/2013 10000-
300000 

Inactive 
since 
2018 

Backdoor, 
Complex 
cyberattack 
platform 

Android, 
Linux, 
macOS X, 
Windows 
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Exploits, Social 
engineering 

Cyberespionage, 
Surveillance 

Manufacturing/Com
mercial Companies 
Design, Education, 
Engineering, 
Financial institutions, 
Government entities, 
Healthcare, 
Manufacturing, Mass 
media and TV, 
Shipping, Software 
companies, 
Telecoms, Trade, and 
commerce 

Germany, Hong Kong, India, 
Italy, Russia, Taiwan, Turkey, 
USA 

This is an example of Malware as a Service, that was written 
entirely in Java and could be purchased online. It allowed to 
record keystrokes, take screenshots, record sound and video, 
steal certificates, transfer files, and remote control. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Cosmic 
Duke 

01/11/2012 01/02/2014 100-
1000 

Inactive 
since 
2018 

Backdoor Windows 

Trojanized 
software 
installers 

Data wiping Government Entities 
Diplomatic 
organisations/embassi
es, Military, Specific 
individuals, Telecoms 

Azerbaijan, Belarus, Cyprus, 
Georgia, Great Britain, Greece, 
India, Kazakhstan, Lithuania, 
Russia, Ukraine, United Arab 
Emirates 

It is based on MiniDuke and uses the same dispersion 
methodology. Once inside the target, it gathered specific 
files, did keylogging, and took screenshots. Finally, it 
exploited Windows Backdoors to exfiltrate files via FTP and 
HTTP communications. 

MiniDuke  (F-Secure 
Labs, 2015)  
(Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Paganini, 
2014) 

Dark Hotel 

01/06/2007 01/09/2014 3000-
10000 

Inactive 
since 
2018 

Backdoor Windows 

Peer-to-peer 
sharing 
networks, 
Social 
engineering 

Cyberespionage, 
Surveillance 

Government Entities 
Automotive, Business 
individuals, Defence 
industrial base, 
Electronics 
manufacturing, 
Intelligence agencies, 
Investments, Law 
enforcement 
agencies, Military, 
Non-governmental 
organisations, 
Pharmaceutical, 
Private companies, 
Specific individuals 

Japan, Russia, South Korea, 
Taiwan, Azerbaijan, Belarus, 
Kazakhstan, Lithuania, 
Ukraine, Germany, USA 
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Description Based On Reference 
Attackers infected Hotel guest networks to search for high 
profile users. Once the targets were found, it used spear-
phishing and Malware delivered via peer-to-peer sharing to 
steal data and monitor users’ activities looking for 
information to exfiltrate. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

Animal 
Farm 

01/06/2007 01/06/2014 3000-
10000 

Inactive 
since 
2018 

Complex 
cyberattack 
platform, 
Trojan 

Windows 

Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data theft 

Government Entities 
Activists, 
Humanitarian aid 
organisations, 
Journalists, Mass 
media and TV, 
Military contractors, 
Private companies 

Germany, Great Britain, Iran, 
Malaysia, Netherlands, Russia, 
Syria, Turkey, Ukraine, 
Azerbaijan, Belarus, 
Kazakhstan 

Has used several trojans over the years, such as Bunny, 
Dino, Babar and Tafacalou as well as some botnet style 
operations, to deploy the tools to communicate with C&C 
servers. It seems to be coded in French, which is not a 
common occurrence. 

None   (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2015) 

Turla / 
Uroburos / 
Venomous 

Bear / 
Waterbug 

01/01/2007 01/06/2014 100-
1000 

Active Complex 
cyberattack 
platform 

Linux, 
Windows 

Exploits, Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data theft, 
Surveillance 

Government Entities 
Academia/Research, 
Diplomatic 
organisations/embassi
es, Education, 
Military, 
Pharmaceutical 

Algeria, Belarus, Brazil, 
Ecuador, France, Germany, 
India, Iran, Kazakhstan, Latvia, 
Mexico, Poland, Russia, Saudi 
Arabia, Serbia, Spain, USA, 
United Arab Emirates, Vietnam 

Known for highly complex attacks, making use of hijacked 
satellite connections for their C&C communications, as well 
as using spear-phishing and watering holes attacks for initial 
infection. Turla also has an extensive and sophisticated set 
of modules, including backdoors for exfiltration and rootkits 
for persistence. It is also known for using Open Source tools 
such as Metasploit in their toolkit. 

Moonlight 
Maze 

(Allievi, 
2014) 
(Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018) 

Lamberts/
Longhorn 

01/06/2008 01/06/2014 1-100 Inactive Complex 
cyberattack 
platform 

MacOS X, 
Windows 
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Top Targeted Countries 

Description Based On Reference 
Exploits Cyberespionage High Tech 

Companies 
Academia/Research, 
Activists, Aerospace, 
Diplomatic 
organisations/embassi
es, Education, 
Financial institutions, 
Government entities, 
High technology 
companies, Mass 
media and TV, 
Military, 
Nanotechnology, 
Nuclear industry, 
Telecoms, Trade and 
commerce, 
Transportation 

Worldwide 

Exploited Windows kernel True Type Font (TTF) zero-day 
vulnerability reported in CVE-2014-4148 and null pointers 
reported in CVE-2014-4113. For Mac OS X, it used 
network-based backdoors, data wipers and data collection 
tools. 

Evolutions of 
itself 

(Symantec, 
2017)  

Sofacy / 
Fancy Bear 

/ APT28 

01/06/2008 01/06/2014 100-
1000 

Active Backdoor, 
Cyberespiona
ge toolkit, 
Trojan 

Linux, 
Windows, 
iOS 

Exploits, Social 
engineering 

Cyberespionage, 
Data theft, 
Surveillance 

Government Entities 
Defence industrial 
base, Government 
entities, Military 

Belgium, France, Greece, 
Jordan, USA, United Arab 
Emirates 

Contains several modules and tools spanning several 
generations of them. It is known to have exploited Java 
zero-day CVE-2015-2590 and Azzy Backdoor and to have 
stolen data from USB drives connected to infected hosts. 

MiniDuke  (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2015) 

Penquin 
Turla 

01/06/2010 01/11/2014 Unknow
n 

Inactive Backdoor, 
Rootkit 

Linux 

Remote Control Cyberespionage, 
Data theft 

Government Entities 
 

Algeria, Belarus, Brazil, CIS, 
Ecuador, France, Germany, 
India, Iran, Kazakhstan, Latvia, 
Mexico, Poland, Russia, Saudi 
Arabia, Serbia, Spain, USA, 
United Arab Emirates, Vietnam 

Exclusively targeted Linux environments exploiting a 
backdoor based on cd00r malware and making use of public 
sources. It also used TCP/UDP packets for C&C 
communications. 

Turla, Epic 
Turla, 
Moonlight 
Maze 

 
(Baumgartner 
& Raiu, The 
‘Penquin’ 
Turla, 2014) 
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Crouching 
Yeti / 

Energetic 
Bear 

01/11/2010 01/06/2014 1000-
3000 

Inactive 
since 
2018 

Backdoor, 
Remote 
administration 
tool 

Windows 

Exploits, Social 
engineering, 
Trojanised 
software 
installers, 
Watering hole 
attacks 

Data theft Manufacturing/Com
mercial Companies 
Construction, 
Education, 
Industrial/machinery, 
Information 
technology, 
Manufacturing, 
Pharmaceutical 

CIS, France, Germany, Ireland, 
Italy, Japan, Poland, Spain, 
Turkey, Ukraine 

Used spear-phishing with the Flash exploit CVE-2011-0611, 
trojanised installers, and re-used many exploits for watering 
hole attacks for delivery. Also known for making use of 
valid infected websites for C&C and data exfiltration. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

Desert 
Falcons 

01/06/2011 01/12/2014 3000-
10000 

Inactive 
since 
2018 

Backdoor, 
Trojan 

Android, 
Windows 

Social 
engineering 

Cyberespionage, 
Data theft, 
Surveillance 

Manufacturing/Com
mercial Companies 
Academia/Research, 
Activists, Business 
individuals, 
Construction, Critical 
infrastructure 
engineering firms, 
Education, Energy, 
oil and gas 
companies, Financial 
institutions, 
Government entities, 
Industrial/machinery, 
Journalists, 
Manufacturing, Mass 
media and TV, 
Military, Politicians, 
Private companies, 
Specific individuals, 
Trade and commerce 

Egypt, France, Iraq, Israel, 
Jordan, Kuwait, Lebanon, 
Mexico, Morocco, Norway, 
Palestine, Qatar, Russia, Saudi 
Arabia, South Korea, Sweden, 
Turkey, USA, United Arab 
Emirates 

Used spear-phishing emails and infected websites to deliver 
malware backdoors for Windows and Android OS. This is 
the first known Arabic APT group. 

None (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  (Saad 
& Hasbini, 
2015) 

Epic Turla 
01/01/2012 01/01/2014 100-

1000 
Active Backdoor Windows 



      27 
 

Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Exploits, Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data wiping 

Government Entities 
Academia/Research, 
Diplomatic 
organisations/embassi
es, Government 
entities, Intelligence 
agencies, Military, 
Pharmaceutical 

Belarus, France, Iran, 
Kazakhstan, Netherlands, 
Poland, Romania, Russia, 
Saudi Arabia, Ukraine 

Make use of MS Windows exploit CVE-2013-5065, Adobe 
Reader CVE-2013-3346 and CVE-2013-5065 and Java’s 
CVE-2012-1723 as well as others through spear-phishing 
emails and watering holes. The infection takes place in 
stages and uses two backdoors as redundancy; once the 
needed credentials are obtained, a rootkit is deployed for 
persistency. 

Turla  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 

Hellsing 

01/01/2012 01/12/2014 1-100 Inactive 
since 
2018 

Remote 
administration 
tool 

Windows 

Social 
engineering 

Cyberespionage Government Entities 
Diplomatic 
organisations/embassi
es 

India, Indonesia, Malaysia, 
Philippines, Ukraine 

This is a small group that uses spear-phishing emails with 
malware attached for deployment. Interestingly, this group 
seems to have been at war with Naikon group. 

Naikon  (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  (Raiu 
& Golvkin, 
The 
Chronicles of 
the Hellsing 
APT: the 
Empire 
Strikes Back, 
2015) 

Carbanak 

01/12/2013 01/12/2014 1-100 Inactive 
since 
2017 

Backdoor Windows 

Exploits, Social 
engineering 

Monetisation, 
Surveillance 

Financial institutions Australia, Brazil, Bulgaria, 
CIS, China, France, Germany, 
Hong Kong, Iceland, India, 
Morocco, Nepal, Norway, 
Pakistan, Poland, Russia, 
Spain, Switzerland, Taiwan, 
The Czech Republic, Ukraine, 
United Arab Emirates 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Used spear-phishing emails with CPL and MS Word 
documents that installed a Carberp based backdoor. To 
understand the Bank operations, videos and screenshots 
were taken and sent to their C&C servers. Money was taken 
out by remotely instructing ATM to give out money to 
mules, by bank transfer and by using fake accounts. 

None  (Bulusu, 
Laborde, 
Wazan, 
Barrere, & 
Benzekri, 
2017)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2015)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Blue 
Termite 

01/11/2013 01/10/2014 100-
1000 

Inactive 
since 
2018 

Backdoor Windows 

Exploits, Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data wiping, 
Surveillance 

Health Industries 
Chemical industry, 
Education, Financial 
institutions, 
Government entities, 
Health insurance 
services, 
Manufacturing, 
Media, Medical 
Industry, 
Pharmaceutical, 
Satellite operators 

Japan 

Used spear-phishing emails and Flash exploit CVE-2015-
5119 in infected websites to install the backdoor “emdivi 
t20”, which stores its details, including C&C servers, in an 
encrypted format. 

None   (Ishimaru, 
2015) 

Cloud 
Atlas 

01/01/2014 01/08/2014 1-100 Inactive 
since 
2018 

Trojan Android, 
Linux, 
Windows, 
iOS 

Exploits, Social 
engineering 

Cyberespionage, 
Data theft, Data 
wiping 

Government Entities 
Diplomatic 
organisations/embassi
es 

Belarus, India, Kazakhstan, 
Russia, The Czech Republic 

Used spear-phishing emails with MS Office exploit CVE-
2012-0158 to write and run an encrypted VBS file that in 
turn downloaded a loader and another encrypted file that 
allowed remote C&C. This group abused real cloud services 
to host their C&C servers. 

Red October  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2014) 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 

Poseidon 

01/06/2005 01/06/2015 1-100 Inactive 
since 
2018 

Backdoor, 
Complex 
cyberattack 
platform 

Windows 

Exploits, Social 
engineering 

Cyberespionage, 
Remote control, 
Surveillance 

Manufacturing/Com
mercial Companies 
Financial institutions, 
Government entities, 
Heavy industry 
manufacturers, 
Manufacturing, Mass 
media and TV, 
Private companies, 
Telecoms 

Brazil, France, India, 
Kazakhstan, Russia, United 
Arab Emirates, USA 

Known for using tailored malware for each attack, but 
usually, attacks were initiated with a spear-phishing 
campaign with MS Office documents containing the 
malware for the backdoor and lateral movement with a 
particular interest in Windows AD Domain Controllers. 
They had several C&C servers around the world that were 
promptly discarded after each attack. Attacks to ship at sea 
via satellite links were found. Although it was detected 
before, only in 2015 all their campaigns were connected. 
This group appears to be the first Portuguese speaking 
group. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Duqu 2.0 

01/06/2014 01/02/2015 1-100 Active Trojan Windows 
Social 
engineering, 
USB drives 

Cyberespionage, 
Data theft, 
Remote control, 
Surveillance 

High Tech 
Companies 
Electronics 
manufacturing, 
Information 
technology, 
Politicians, Private 
companies, Software 
companies, Specific 
individuals 

Worldwide 

Spear-phishing seems to have been used to exploit TTF and 
access the Kernel, presented in CVE-2014-4148, and then 
download further payloads for lateral movement, data theft 
and attack of Domain Controllers. This platform resides 
almost exclusively in memory, installing drivers for remote 
control only in a few hosts. Exfiltrates data in an encrypted 
format within GIF or JPEG files. 

Duqu, Gauss, 
Mini Flame, 
Stuxnet, 
Flame  

 (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Ács-Kurucz, 
et al., 2015) 

Cozyduke 

01/06/2014 01/03/2015 1-100 Inactive 
since 
2018 

Backdoor, 
Dropper 

Windows 

Social 
engineering, 
Watering hole 
attacks 

Cyberespionage Government Entities 
Commercial entities 

Germany, South Korea, USA, 
Ukraine, Uzbekistan 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
To deploy its malware used a dropper within spear-phishing 
emails with links to hacked valid websites and flash videos 
attachments. The dropper then downloaded from the C&C 
servers more tools for lateral movement and data 
exfiltration. 

MiniDuke, 
CosmicDuke 

 (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Baumgartner 
& Raiu, The 
CozyDuke 
APT, 2015) 

Carbanak 
2.0 

01/06/2015 01/12/2015 10000-
300000 

Inactive 
since 
2018 

Backdoor Windows 

Exploits, Social 
engineering 

Monetisation Financial institutions 
Telecoms 

Worldwide 

Used the same approach as Carbanak. However, it has 
newer tools and a more extensive range of victims. 

Carbanak  (Bulusu, 
Laborde, 
Wazan, 
Barrere, & 
Benzekri, 
2017) 

Spring 
Dragon / 
Lotus 
Blossom 

01/06/2012 01/06/2015 Unknow
n 

Inactive 
since 
2017 

Cyberespiona
ge toolkit 

Windows 

Social 
engineering, 
Watering hole 
attacks 

Cyberespionage Government Entities 
Academia/Research, 
Politicians, Telecoms 

Hong Kong, Indonesia, 
Malaysia, Philippines, Taiwan, 
Thailand, Vietnam 

Made use of spear-phishing emails with malware attached to 
deliver a dropper to download tools for backdoor, RAT and 
data exfiltration. This attacker had several campaigns until 
2017. 

None  (Shabab, 
2017) 

Lazarus / 
Hidden 
Cobra 

01/01/2010 01/02/2016 100-
1000 

Active Cyberespiona
ge toolkit 

Windows 

Watering hole 
attacks 

Cyberespionage Government Entities 
Financial institutions, 
Military 

Brazil, China, India, Indonesia, 
Iran, Iraq, Malaysia, Mexico, 
Poland, Russia, Saudi Arabia, 
South Korea, Taiwan, 
Thailand, Turkey, USA, 
Vietnam 

Known for using spear-phishing email attacks, including 
CVE-2015-6585, to download their toolkits as needed 
including BAT files to delete components and HDD after 
usage, data exfiltration, and others. This group also uses 
anti-analysis techniques and a list of sandboxes to avoid 
detection. 

None  
(Sherstobitoff
, 2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

Project 
Sauron 

01/06/2011 01/04/2016 1-100 Inactive 
since 
2016 

Complex 
cyberattack 
platform 

Windows 

Unknown Cyberespionage Government Entities 
Academia/Research, 
Financial institutions, 
Military, Telecoms 

Iran, Russia 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
It was a modular platform using robust encryption 
algorithms and a modified Lua scripting engine. Used the 
DNS protocol for reporting and data extraction, including 
using internal hosts as proxies for data forwarding. This 
attacker made use of legitimate tools as well as distribution 
channels for lateral movement, and for persistence used a 
password filter registered as a Windows LSA (Local 
Security Authority) on Domain Controllers. 

None (Lemay, 
Calvet, 
Menet, & 
Fernandez, 
2018)  
(Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Black 
Oasis 

01/06/2015 01/05/2016 1-100 Inactive 
since 
2017 

Cyberespiona
ge toolkit 

Windows 

Exploits, Social 
engineering 

Cyberespionage Financial institutions 
Journalists, 
Politicians, Specific 
individuals 

Afghanistan, Great Britain, 
Iran, Iraq, Jordan, Libya, 
Netherlands, Russia, Saudi 
Arabia 

Made use of spear-phishing emails to deliver files 
leveraging zero-day exploits on MS Office and Adobe Flash 
files documented in CVE-2015-5119, CVE-2016-4117, 
CVE-2016-0984, CVE-2017-8759 and CVE-2017-11292, to 
download the surveillance program FinSpy for further 
monitoring and data extraction. 

FinSpy  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

Ghoul 

01/03/2015 01/06/2016 100-
1000 

Inactive 
since 
2017 

Cyberespiona
ge toolkit 

Android, 
Windows 

Social 
engineering 

Cyberespionage Manufacturing/Com
mercial Companies 
Critical infrastructure 
engineering firms, 
Engineering 

Egypt, India, Pakistan, Spain, 
United Arab Emirates 

Utilised spear-phishing emails with attachments to deliver 
malware to collect passwords, take screenshots and key logs 
that were sent to their C&C. 

None  (Hasbini, 
2016) 

GCMAN 

01/06/2014 01/01/2016 1-100 Inactive 
since 
2017 

Backdoor Windows 

Exploits, Social 
engineering 

Monetisation Financial institutions Worldwide 

Used spear-phishing emails with RAR compressed MS 
Word documents attached for the initial attack. Then it used 
Putty, VNC and Meterpreter to move within the network, 
but at a very slow pace only having activities three times a 
week. Once the correct server was located, they sent small 
transactions to outgoing systems for e-currency services. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Metel / 
Corkow 

01/06/2015 01/01/2016 1-100 Inactive 
since 
2017 

Backdoor Windows 

Exploits, Social 
engineering 

Monetisation Financial institutions Russia 



      32 
 

Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Delivered malware via email and perform lateral movement 
until reaching the bank’s money processing system and 
installed a routine to rollback ATM transactions, allowing 
them to extract money while keeping the account balance 
intact. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

WhiteBear 

01/02/2016 01/12/2016 Unknow
n 

Inactive 
since 
2017 

Cyberespiona
ge toolkit 

Windows 

Social 
engineering 

Cyberespionage Government Entities 
Defense industrial 
base, Diplomatic 
organisations/embassi
es 

Afghanistan, Great Britain, 
South Korea, USA, Uzbekistan 

Spear-phishing emails with infected PDF documents seems 
to have been the method of infection. As with Turla 
campaigns, this one made use of hijacked satellite 
connections and compromised websites for C&C. 

Turla, Penquin 
Turla, Epic 
Turla 

 (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

ATMitch 

01/02/2016 01/06/2016 100-
1000 

Inactive 
since 
2018 

Remote 
administration 
tool 

Windows 

Access to 
network 
connections, 
Exploits 

Monetisation Financial institutions France, Great Britain, Russia, 
USA 

From infected bank computers, attackers uploaded RAT to 
the ATM and other malware to extract money. Once they 
were finished all files were deleted, and the HDD 
fragmented, only a few files and references were ever 
recovered. 

None (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

StrongPity 

01/01/2016 01/07/2016 Unknow
n 

Inactive 
since 
2018 

Trojan Windows 

Social 
engineering, 
Watering hole 
attacks 

Cyberespionage High Tech 
Companies 
Encryption software 
users 

Algeria, Belgium, Italy 

Used spear-phishing emails to direct victims to copies of 
genuine websites where trojanised versions of WinRAR and 
TrueCrypt were deployed containing the attacker’s malware 
modules as well as the original files. The valid downloaded 
tools were used for encryption on transit and in HDD, so the 
data exfiltration of files and keyloggers records to the C&C 
servers was not visible. 

None  
(Baumgartner
, On the 
StrongPity 
Waterhole 
Attacks 
Targeting 
Italian and 
Belgian 
Encryption 
Users, 2016) 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 

Dropping 
Elephant / 
Chinastrats 

/ 
Patchwork 

01/11/2015 01/06/2016 Unknow
n 

Inactive 
since 
2018 

Cyberespiona
ge toolkit 

Windows 

Social 
engineering, 
Watering hole 
attacks 

Cyberespionage Government Entities Australia, China, Pakistan, 
Taiwan, USA 

Used two spear-phishing emails, the first contained a 
document with a link that when pressed sent a second email 
with an MS Word or an MS PowerPoint document with an 
embedded exe, which exploited CVE-2012-0158 and CVE-
2014-6352. Another vector used was through their watering 
hole server with genuine news aggregations that when 
clicked downloaded a document with the embedded exe. 
The dropper downloaded more tools from their C&C servers 
that, in turn, started the data exfiltration. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Saguaro 

01/01/2009 01/08/2016 10000 to 
300000 

Inactive 
since 
2017 

Trojan Windows 

Social 
Engineering 

Data theft Health Industries 
Academia/Research, 
Healthcare, 
Manufacturing, 
Medical Industry 

Mexico, Colombia, Brazil, 
Venezuela 

Looks to have been a cyber-campaign originated in Mexico 
that focused on Latin American countries. Made use of well-
known and straightforward tools and techniques such as 
well-crafted email spear-phishing, backdoors, and C&C 
tools. 

None (Kaspersky 
LAb Global 
Research & 
ANalysis 
Team 
(GReAT), 
2016) 

ScarCruft 

01/03/16 01/06/16 1-100 Active Trojan Windows 
Exploits, 
Watering hole 
attacks 

Data theft Government Entities 
Commercial entities, 
Law enforcement 
agencies, Media 

Russia, Nepal, South Korea, 
China, India, Kuwait, and 
Romania 

Makes use of spear-phishing to deliver malicious flash file 
leveraging CVE-2016-0147 and CVE-2016-4117 to 
download the secondary payload that abuses DDE to 
download the final CAB file only if the victim fits the 
profile. The final file starts the data gathering and the 
exfiltration process. 

None (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2016) 

Skygofree 

01/11/2014 01/10/2017 1-100 Inactive 
since 
2018 

Cyberespiona
ge toolkit 

Android, 
Windows 

Exploits Cyberespionage Non-governmental 
organisations 

Italy 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Redirected to mimicked copies of mobile operators’ 
websites to lure users into downloading the initial malware 
dropper. This dropper downloaded different applications 
from their C&C either for Android or Windows, exploiting 
CVE-2013-2094, CVE-2013-2595, CVE-2013-6282, CVE-
2014-3153 and CVE-2015-3636 for Android and using 
Python compiled to exe for Windows. It can steal WhatsApp 
messages, record messages from phones and Skype, as well 
as keylogging. 

None  (Buchka & 
Firsh, 2018) 

Bluenoroff 

01/01/2016 01/02/2017 Unknow
n 

Inactive 
since 
2017 

Backdoor Windows 

Exploits, 
Watering hole 
attacks 

Monetisation Financial institutions Australia, India, Mexico, 
Norway, Peru, Poland, Russia 

This is a spinoff of Lazarus focused on financial institutions 
that used the same techniques to compromise the SWIFT 
Alliance infrastructure and reverse engineer its software, to 
steal large amounts of money. 

Lazarus  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

Shamoon 
2.0 

01/11/2016 01/02/2017 Unknow
n 

Inactive 
since 
2017 

Data 
Destroyer 

Windows 

Access to 
network 
connections 

Data wiping Government Entities 
Telecoms 

Saudi Arabia 

During the first stage, the goal was to acquire network 
administration credentials, then a customised wiper was 
created using these credentials, and it replicated in the 
network. Finally, it activated on the selected date and time 
wiping the computers. Also, it had a ransomware module 
and 32-bit and 64-bit components. 

Shamoon, 
StoneDrill 

 (Moubarak, 
Chamoun, & 
Filiol, 2017) 

StoneDrill 

01/11/2016 01/02/2017 Unknow
n 

Inactive 
since 
2017 

Data 
Destroyer 

Windows 

Access to 
network 
connections 

Data wiping Government Entities 
Telecoms 

Saudi Arabia 

Had advanced evasion techniques built-in and it was able to 
use external scripts. It injected the wiping module into the 
memory of browsers making it hard to detect. Used C&C 
servers to distribute additional modules when and if needed, 
as well as for data exfiltration. 

Shamoon  (Moubarak, 
Chamoun, & 
Filiol, 2017)  
(Raiu, 
Hasbini, 
Belov, & 
Mineev, 
2017) 

ShadowPa
d 

01/07/2017 01/08/2017 Unknow
n 

Inactive 
since 
2018 

Backdoor Windows 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 
Trojanized 
software 
installers 

Remote Control Manufacturing/Com
mercial Companies 
Construction, 
Electronics 
manufacturing, 
Financial institutions, 
Heavy industry 
manufacturers, 
Manufacturing, 
Media, Medical 
Industry, Software 
companies, 
Telecoms, 
Transportation, 
Energy 

Worldwide 

Used supply-chain attack, modifying legitimate software 
distributed by valid websites to embed a backdoor library. 
This library communicated to C&C servers in an encrypted 
format and it was activated by a DNS TXT record sent to the 
victim host. Once activated, it initiated the second stage of 
downloading additional remote control and data exfiltration 
tools. 

None  (Kaspersky 
Lab Global 
Research & 
Analysis 
Team 
(GReAT), 
2017) 

Operation 
DragonFly 

01/01/2017 01/09/2017 Unknow
n 

Inactive Trojan Windows 

Exploits, 
Watering hole 
attacks 

Data Theft High Tech 
Companies Energy 
Companies, 
pharmaceutical, 
financial, and 
accounting industries 

Eastern Europe 

Made use of spear-phishing emails to download Trojan 
software that provided access to remote control, leveraging 
RDP for access and data exfiltration. 

BlackEnergy, 
TeamSpy 

(Beek, 2017) 

Slingshot 

01/06/2012 01/02/2018 1-100 Active Cyberespiona
ge toolkit 

Windows 

Access to 
network 
connections. 
Exploits 

Cyberespionage Non-governmental 
organisations 
Specific Individuals 

Iraq, Jordan, Sudan, Turkey, 
Yemen 

It is unknown how the malware reaches the Mikrotik 
routers. However, when the routers’ configuration 
application Winbox Loader is executed, malicious DLL’s 
are downloaded that act as droppers for other modules 
including Cahnadr/NDriver, a kernel-mode program, and 
GollumApp for data gathering and exfiltration. 

None  (Shulmin, 
Yunakovsky, 
Berdnikov, & 
Dolgushev, 
2018) 

ZooPark 

01/06/2015 01/03/2018 Unknow
n 

Active Cyberespiona
ge toolkit 

Android 

Watering hole 
attacks 

Cyberespionage Government Entities 
Journalists, 
Politicians, Specific 
individuals, UN 
workers 

Egypt, Iran, Jordan, Lebanon, 
Morocco 

This group mimics valid websites or uses hacked websites 
where APK are deposited for download on Android phones. 
This APK exfiltrates data, does keylogging and even install 
a backdoor to send messages and make calls. 

None  (Firsh, 2018) 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On Reference 

Olympic 
Destroyer 

01/12/2017 11/02/2018 1-100 Active Worm Windows 
Social 
engineering 

Data theft, Data 
wiping 

Government Entities South Korea 

Using spear-phishing emails, an MS Word document is 
delivered containing a dropper that downloads PowerShell 
scripts to create a backdoor with meterpreter. This worm 
propagates and starts data exfiltration, including credentials 
from the victim. 

None  (Rascagneres 
& Lee, 2018)  
(Mercer, 
Rascagneres, 
& Molyett, 
2018) 

Muddy 
Water 

01/01/2017 01/06/2017 Unknow
n 

Active Complex 
cyberattack 
platform 

Windows 

Social 
engineering 

Cybersabotage, 
Data theft 

Government Entities 
Education, Telecoms 

Afghanistan, Austria, 
Azerbaijan, Iraq, Jordan, Mali, 
Pakistan, Russia, Saudi Arabia, 
Turkey 

Using spear-phishing emails, MS Word documents are 
delivered containing macros with an embedded exe that is 
decoded and saved to disk; this file effectively uses anti-
analysis techniques. This actor favours tools written in 
Python or PowerShell and the use of compilers for these 
tools, making them portable and difficult to detect. The data 
extraction and operation disruption are handled from their 
C&C servers. 

None (Check Point 
Research, 
2019)  
(Lunghi & 
Horejsi, 
2019) 

 

2.1.2 Challenges in APT Detection 

Marchetti, Pierazzi, Colajanni and Guido, provide a list of challenges in APT detection 

(Marchetti, Pierazzi, Colajanni, & Guido, 2016): 

a) Imbalanced data: by injecting only small amounts of data in large amounts of normal 

traffic and by using hosts Command and Control (C&C) to send it, attackers make it 

very difficult to detect their actions. 

b) Base-rate problem: because attacks are small and sporadic over extended periods, this 

makes the False Positives very high and difficult to discern. Therefore, establishing a 

baseline for attacks is challenging. 

c) Lack of publicly available data: most affected organisations do not release detailed 

information about these cases, which decreases the chances of comprehensive and 

consistent baselines. 

d) Use of encryption and standard protocols: attackers hide behind well-known protocols 

and use proprietary encryption to disguise themselves further. 
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2.1.3 Current APT Proposed Solutions 

Chandra, Challa and Pasupuleti (Chandra, Challa, & Pasupuleti, 2016) proposed the 

utilization of a time-based data self-destructing method with the Vanish system. In the Vanish 

system data is encrypted, and the key is fragmented and stored in a peer-to-peer structure 

with public distributed hash tables (DHTs) that have an expiration time. If the data timestamp 

exceeds the expiration time the key is destroyed, therefore the data becomes unreadable 

(Zeng, Chen, Wei, & Feng, 2013). DHTs working is analogous to that of DNS, where the 

system allows to find host IP addresses, DHT allows to find hash tables.  

In addition to the Vanish System, another possible solution to APT is Time Specific 

Encryption (TSE), where the cypher is related to the expiration time interval, meaning that 

the encryption keys are only valid during that period. However, this can pose difficulties for 

access control procedures (Chandra, Challa, & Pasupuleti, 2016). 

Wang et al. suggest that during the Command and Control (C&C) phase attackers use HTTP 

based communication tools, because they are easily masked and web traffic usually has large 

volumes in the organisation, making it ideal to slowly send data and download commands. 

The nature of webpages and the user behaviour is to open multiple concurrent domains for 

each transaction, in the other hand, C&C usually has one domain, making it possible to track 

the attacker analysing the DNS traffic. A four steps detection process is established (Wang, 

Zheng, Niu, Wu, & Wu, 2016): 

a) Converting DNS records: only external type-A records are reduced into sets of three 

characteristics: requested time, requesting host and destination domain. 

b) Establishing sets of DNS records: track and calculate the Concurrent Domain in DNS 

records for a determined host. 

c) Extracting features: by finding the confidence levels between the relationship of a 

domain and its concurrent domain, lower or single domain connections start to 

emerge. 

d) Finding C&C domains: a classification algorithm is applied to find possible C&C 

domains. 

Marchetti, Pierazzi, Guido and Colajanni proposed a defensive framework based in defining 

and correlating two indicators: Compromise Indicator, which categorizes and sorts internal 

hosts based on their suspicious network activities; and Exposure Indicator, which estimates 

the host users’ likelihood of an external attack, such as social engineering. Once these 
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indicators are formed by host and user, a final ranked list combining compromise and 

exposure is produced (Marchetti, Pierazzi, Guido, & Colajanni, 2016). 

The Compromise Indicator collects and analyses data from SIEM and IDS to form a set of 

indicators per host and calculate their compromise score, based on four criteria: blacklisting 

filtering, Domain-Generation Algorithms (DGA), regular access patterns, and non-matching 

flows. The result is a set of indicators related to the attack phases of maintaining access, 

lateral movement and data exfiltration (Marchetti, Pierazzi, Guido, & Colajanni, 2016).  

The hosts with the top score are chosen to be further analysed by finding their users and 

looking at their likelihood of being victims of attacks employing Open Source Intelligence 

(OSINT), thus creating the Exposure Indicator. Because these indicators only focus on hosts 

with high compromise scores, the data mining required for the exposure is considerably 

reduced (Marchetti, Pierazzi, Guido, & Colajanni, 2016).  

Finally, by only selecting the correlated pair of high scores for both indicators, analysts can 

focus their efforts on a reduced number of hosts, consequently making the task more 

manageable. The authors are conscious that these searches through users’ web presence could 

present legal questions in terms of privacy but insist that this could be a way to detect 

infiltrations (Marchetti, Pierazzi, Guido, & Colajanni, 2016). 

Lee, Choi, Choi and Kim (Lee, Choi, Choi, & Kim, 2017) proposed to implement HIS by 

collecting and recording the API calls of Portable Executable files (PE files) and then apply 

the data mining technique Frequent Pattern Growth Algorithm (FP-Growth) to find rules for 

malicious behaviour. The algorithm processes the data collected looking for the occurrence 

frequency of those calls that do not reach the established minimum support parameter, then 

using these details a tree is constructed; and from it, a header table is derived as shown in 

Figure 2-5. Utilising three groups of samples, where the first contained only malicious code, 

the second had code resembling the malicious one, and the last only contained known good 

samples, this research demonstrates that the malicious patterns could be detected with over 

70% accuracy. 
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Figure 2-5 FP-Tree and Table example (Lee, Choi, Choi, & Kim, 2017) 

Wang, Wang Liu and Huang discuss the combination of cloud computing for its scalability, 

big data stream processing, for its flexibility and real-time analysis capabilities with network 

gene theory for its behavioural analysis competences to detect network protocol anomalies. 

The authors describe the network Gene as the extraction of digital segments, called genes, 

from the analysis of network protocols and their combined sequences that determine the 

network behaviour patterns. The Network Genome or structure of an application consists of 

three gene levels Huang (Wang, Wang, Liu, & Huang, 2014): 

a) Operation Behaviour Gene: describes the application-level patterns such as channel 

encryption and transmission. 

b) Protocol Behaviour Gene: describes the protocol state, for example, the sequence. 

c) Message Behaviour Gene: contains the pattern characteristics of the behaviour, such 

as format string and type. 

A collection of several network genomes of different applications is called a network gene 

pool. Within the pool, genomes have shared correlations, where they have the same lower-

level genes in different genomes; or variation correlations, where genes are the depiction of 

the same level gene with a behavioural difference (Wang, Wang, Liu, & Huang, 2014). 

Wang, Wang Liu and Huang (Wang, Wang, Liu, & Huang, 2014) describe their proposed 

solution as having the ability of detect behavioural anomalies parting from the gene pool 

formed using an extraction model as shown in Figure 2-6, based in the usage of reverse 

analysis of network protocol behaviours. 
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Figure 2-6 Network gene pool construction (Wang, Wang, Liu, & Huang, 2014) 

2.1.4 APT Market Solutions 

The newest market solution to APT is Endpoint Detection and Response (EDR), as named by 

Gartner, Inc (Barros & Chuvakin, 2016), which is a post-breach approach that acts after an 

attacker has penetrated the initial defences. EDR focuses on complementing the traditional 

preventive measures by including the following capabilities (Windows Security Center, 2016) 

(Firstbrook, 2017): 

a) Detection: done through monitoring security and user events and using Machine 

Learning, large data analytics, correlation techniques and behaviour detection 

algorithms to produce traceable incidents of the attacker’s actions. These incidents 

can be then passed to the administrators to prioritise and act on them. 

b) Investigation: this is performed by recording events of each host that can be presented 

in chronological order, and later used to pinpoint or hunt for variances. 
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c) Containment: this is the capability of isolating the host, system or process that is 

compromised. 

d) Remediation: this capability provides a rollback and repairs resolution, either 

automatically or by a set of instructions or suggestions to the operator. 

Many companies have developed EDR solutions that leverage cloud-based services to allow 

for extended processing and sharing of learned attacks patterns with the aim of reducing the 

detection time. Some of these developments include Microsoft’s Windows Defender 

Advanced Threat Protection Machine Learning, CrowdStrike’s Falcon Endpoint Protection 

and Kaspersky Lab’s with their suit of EDR, Cybersecurity Services and Anti Targeted 

Attacks. 

2.2 Intrusion Detection System 

The first automated IDS was described in 1980 by James P. Anderson in his report on 

computer security threats to the U.S. Air Force, and soon after the first rule-based model was 

built. By the end of that decade, many organisations had started adopting this system to 

protect their ever-growing networked operations. During the 1990s, the network threats 

became more refined and, consequently, IDS did the same, creating the anomaly detection 

method. During the late 1990s and early 2000s IDS, results produced high volumes of false 

positives, making them very inconsistent. However, since the mid-2000s the IDS methods 

have become more relevant due to the popularization of portable computers, the advent of 

cloud-based systems and the doubling of information shared every couple of years 

(Nadiammai & Hemalatha, 2014) (Schwab, 2015). 

A summary of IDS capabilities is listed below (García -Teodoro, Díaz-Verdejo, Maciá-

Fernández, & Vázquez, 2009) (Vokorokos, Kleinová, & Látka, 2006): 

a) Provide a higher level of security to the entire network system. 

b) Evaluate events from start to end of the operation. 

c) Alert users of unauthorized alterations. 

d) Statistical analysis of current threats while comparing them to known ones.  

e) Management of the system with reduced administrator’s assistance. 

f) Investigation of atypical events in the network. 

g) Block malware or produce notifications when occurrences appear. 
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One of the most significant shortcomings of IDS is that the results supplied are not precise. 

Two measures related to the accuracy are used: False Positive (FP), which happens when 

benign activity is incorrectly flagged as suspicious, and False Negative (FN), which occurs 

when the opposite happens, and malicious activity is not detected (Liao, Lin, Lin, & Tung, 

2013). Ho et al. (Ho, Lai, Chen, Wang, & Tai, 2012) collected and analysed over two 

thousand cases of FPs and FNs using anomaly-based IDS and concluded that: firstly, there 

are more occurrences of FPs than FNs. Secondly, many FPs are due to policy configuration 

and proprietary application behaviour not being clearly defined. 

The DARPA group Intrusion Detection Working Group (IDWG) defined a generalized IDS 

Architecture, shown in Figure 2-7. This architecture is composed of four modules or 

functions: Event Boxes are the information entry points and include all the sensors of the 

system. Database Boxes are the storage of the events. Analysis Boxes are processes that 

detect possible attacks. Response Boxes are the actions taken by the system (Patel, Taghavi, 

Bakhtiyari, & Celestino Júnior, 2013) (García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & 

Vázquez, 2009). 

 
Figure 2-7 General IDS architecture (García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009) 

IDS’s can be classified from different perspectives; in this work, the approach is to use four 

key categories and then subdivide them, as shown in Figure 2-8 and described in the 

following paragraphs: 
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Figure 2-8 IDS Classification (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) (Liao, Lin, Lin, & Tung, 2013) (Kodratoff, 
2014) (García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009) (Rajasekhar, Sekhar Babu, Lavanya, Vamsi 
Krishna, & Prasanna, 2011) 

 

2.2.1 Functionality 

This categorization looks at the action taken by the IDS once a possible threat is identified 

(Rajasekhar, Sekhar Babu, Lavanya, Vamsi Krishna, & Prasanna, 2011): 

a) Passive IDS: Are configured to detect and report possible attacks, waiting for the 

administrator to act. If the administrator is not available or cannot recognize the threat 

on time, this method increases the security risk instead of diminishing it. 

b) Active IDS: These IDSs not only report the threat but also take predetermined actions 

to thwart the malicious activity. 

2.2.2 Location 

This section refers to where in the environment the IDS is implemented (SANS Institute, 

2005) (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013): 

a) Application IDS (AIDS): customized for protecting a specific application in one host. 

AIDS are usually implemented for applications that are directly exposed to the 

internet, such as Webservers and Mail servers. 

b) Host IDS (HIDS): this software works only in one computer system, which allows it 

to analyse encrypted traffic after it has been decrypted. The drawback is that it does 
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not look at the entire network, but just at one computer system and could become 

impossible to manage for large networks.  

c) Network IDS (NIDS): monitors the traffic of a whole network or a segment of it, but 

it is incapable of seeing encrypted traffic.  

2.2.3 Deployment 

Refers to how the IDS is implemented (Liao, Lin, Lin, & Tung, 2013) (Patel, Taghavi, 

Bakhtiyari, & Celestino Júnior, 2013):  

a) Single Host (Centralized): there is only one centralized host that gathers and processes 

the information of the entire system, being solely responsible for the detection. 

a) Multiple Host (Distributed): collects data from several independent monitoring 

systems installed in varied locations (Applications, Hosts and Network), and with the 

aim to detect scattered or cooperative attacks that have multiple entry points, as well 

as protecting each allocated section. 

2.2.4 Detection Methodology 

Uses the type of analysis done to classify (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 

2013) (Liao, Lin, Lin, & Tung, 2013) (Gui-xiang & Wie-min, 2010) (Gupta, 2012):  

a) Stateful: takes vendor-provided protocol profiles and analyses received commands 

looking for malicious activity. Unfortunately, this detection process ignores correctly 

formed commands. 

b) Signature-based: uses known patterns or signatures of harmful behaviour to isolate 

and estimate similar potentially harmful efforts. It is also known as misuse detection. 

c) Anomaly-based: attempts to create a reference point of normal usage and then find 

patterns that deviate from this baseline to uncover possible intrusions. 

d) Log-based: this methodology analyses the applications and devices logs of a 

determined environment as the source to detect attacks. 

2.2.5 IDS types used in this research 

Because this research focuses on detecting APTs, the Detection Methodologies Log-based 

and Anomaly-based are further analysed.  

2.2.5.1 Log-based 
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Gupta describes Log-based detection as collecting data from various devices such as 

firewalls, routers, other IDS, application logs and Operating Systems logs, organized in three 

levels (Gupta, 2012): 

a) Log generation: hosts either send their logs to LIDS or these pull them directly.  

b) Analysis and Storage: logs are converted to a standardized format, stored, and 

classified. 

c) Log Monitoring: review and correlation of the logs is done here as well as alert and 

reporting. 

2.2.5.2 Anomaly-based 

Anomaly-based detection sub-categories are shown in Figure 2-9, and further explained in 

this Chapter. Finally, Table 2-7 at the end of this subsection, shows a comparison between the 

different Anomaly-based detection methodologies presented, focusing on showing the 

objective, strengths, and weaknesses of each methodology. 

Table 2-7 Anomaly-based Detection Methodologies compared 

 

 
Figure 2-9 Anomaly-based methodology sub-categories (Inella & McMillan, 2001) (Zeng, Chen, Wei, & Feng, 2013) 

2.2.5.2.1 Statistical  
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Assesses the activities and prepares profiles of these activities which contain information 

about their behaviour. Uses one dataset for the training of the statistical profile and another 

for the current data, then an anomaly score is determined comparing these datasets. An 

anomaly is reported when the defined threshold is exceeded. The main advantage of this 

method is that it can learn the expected behaviour from the data analysed and, because it can 

store and analyse data over long periods, it can show possible sparse activity (García -

Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009). 

2.2.5.2.2 Knowledge 

This approach finds patterns in the collected data to detect intrusions through data mining 

techniques. However, it requires good sources of existing information to create an enriched 

knowledge base with the aim to reduce zero-day attacks, as well as good internet links. All 

these could be challenging to achieve, requires considerable processing power, and it could 

be out-of-date very quickly. More, Matthews, Joshi, and Finin (More, Matthews, Joshi, & 

Finin, 2012) present a situation-aware intrusion detection model that integrates heterogeneous 

data streams and data sources (e.g. logs, network monitors, IDPS sensors, web data feeds). 

This type of IDS builds a semantically rich knowledge-base from structured and unstructured 

text to classify and detect threats, as presented in Figure 2-10. 

 
Figure 2-10 System architecture of a situation-aware IDS (More, Matthews, Joshi, & Finin, 2012) 
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To improve the performance of this type of IDS Chougdali, Elkhadir, and Benattou 

(Chougdali, Elkhadir, & Benattou, 2015), proposed to introduce a new variant of the 

Principal Component Analysis (PCA) data dimensionality reduction method based on L1-

norm maximization, called L1-norm PCA. This solution is implemented using a gradient 

ascend method with two algorithms, one for m=1 and obtaining just one w vector as shown in 

Algorithm 2-1. The first step of this algorithm initialises the parameters to use where t 

represents the vector identification, w is the projection vector, and the operator ||.||2 is the 

Euclidean norm of a vector. Step 2 verifies the singularity of the case being analysed, and if 

the case is p ≤ 1, where the gradient is not well defined when wT xi = 0, where wT denotes the 

transposition of w, this is solved by adding a small random vector δ to w. In step 3, the 

gradient is calculated using the computational gradient of Fp(w) concerning w mentioned as 

(7) in the algorithm and here shown in Equation 2-1, where s indicates the sign function and x 

are the elements of the matrix. Step 4 presents the calculation of the learning rate α, that in 

this paper is set to , where N is the number of training samples. Step 5 presents the 

normalisation applied. Step 6 checks on the convergence of the gradient. 

 
Algorithm 2-1 L1-norm PCA for m=1 (Chougdali, Elkhadir, & Benattou, 2015) 

Equation 2-1 Gradient function (Chougdali, Elkhadir, & Benattou, 2015) 

 

The extension of the initial algorithm to get multiple projection vectors wi when m >1 is 

shown in Algorithm 2-2. Where Step 1 initialises the values such that the first vector is w0=0 

and the first matrix is X0=x; step 2, applies the algorithm; and step 3 present the array of 

results. This allows finding projections that maximize total covariance. 

 



      48 
 

 
Algorithm 2-2 L1-norm PCA for m>1 (Chougdali, Elkhadir, & Benattou, 2015) 

2.2.5.2.3 Machine Learning (ML) 

Machine Learning is a subfield of AI concerned with creating computer programs that can 

model learning processes to predict an outcome or construct new knowledge based on known 

properties learned from controlled input data used to train the system. ML’s field has grown 

significantly in the past two decades, although it has its origins in the 1950s (Kodratoff, 

2014). In terms of IDS, ML creates models that can predict anomalies and optimize and adapt 

their performance over time based on training data. This sub-category is discussed in the next 

sub-section. 

2.2.6 IDS Challenges  

From what has been discussed in this section, the challenges of any IDS implementation can 

be surmised as: 

a) Fast proliferation of new sophisticated attacks. 

b) Monitoring of Bring Your Own Device (BYOD), such as mobile phones and tablets. 

c) Recognizing distributed attacks. 

d) Recognizing slow attacks. 

e) Distinguishing real attacks from false positives. 

2.3 Artificial Intelligence in IDS 

AI studies how to simulate the human thinking process in a computerized system building 

intelligent machines capable of automatically learning and adapting through supervised and 

unsupervised training. Broadly speaking AI study is focused in six areas: Natural Language 

Processing (NLP), Computer Vision, Robotics, Problem-solving and Planning, Machine 

Learning, and Expert Systems. In the information security sector, the Machine Learning and 

Problem-solving areas are the ones that present the most benefits to increase IDSs 

effectiveness and reducing FPs and FNs (Dhingra, Jain, & Jadon, 2016). 

Different AI techniques have been used to add the capacity of finding unknown attacks to 

IDS, the ones used as part of the Anomaly detection methodology are presented here: 
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2.3.1 Support Vector Machine 

Support Vector Machine (SVM) is an effective classification algorithm extensively used for 

diverse applications in many fields. It can be applied to linearly separable datasets; these are 

data points separated by a directed hyperplane represented as a separation line. Figure 2-11 

presents a linearly separable cluster with the function of the separating hyperplane being w . x 

+ b = 0, where the dot . indicates the inner scalar product, b is the bias or offset, x are the 

points in the hyperplane and w are the weights that determine the direction. In Figure 2-12 

and Figure 2-13 present examples of not linearly separable clusters in input space, these 

situations are handled through the usage of kernels and high enough dimensionality space 

(feature space). In Figure 2-12, the classes are divided using a Gaussian kernel that creates a 

hyperplane in feature space which plots the borderline shown in input space. In Figure 2-13, 

the solution creates a dimension containing only +, a second containing only – and a third in 

between these two becomes the separation (Campbell & Ying, 2010). 

 
Figure 2-11 Two labelled clusters linearly separable (Campbell & Ying, 2010) 

 
Figure 2-12 Gaussian kernel mapping a non-linear boundary (Campbell & Ying, 2010) 
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Figure 2-13 Classes not linearly separable in 2D (Campbell & Ying, 2010) 

Yin, Zhang and Zhao (Yin, Zhang, & Zhao, 2016)  and Yang, Fu, Zhu (Yang, Fu, & Zhu, 

2016) discuss that SVM is a supervised learning model aimed at classifying the elements into 

two categories. The mentioned authors used the definition of SVM indicating that it is based 

on statistical learning theory, which focuses on finding the best solution with a restricted 

subset of the training data. Although SVM is mainly a linear classifier, by using the kernel 

trick it can also perform non-linear classifications. The Kernel Trick uses a kernel function 

that works in a high-dimensional plane (hyperplane) calculating the inner products between 

the images of the data pairs instead of the actual coordinates in the plane, making it a less 

computationally intensive process. The principle of Empirical Risk Minimization (ERM), 

which approximates the probability of the result being incorrect, is utilized by SVM because 

it does not know the entire universe of results, but just a subset of them. ERM uses the hinge 

loss function to obtain a maximum margin classification within the known training data. 

These characteristics show that the parameter selection is crucial for a successful SVM 

model. 

Yin, Zhang and Zhao (Yin, Zhang, & Zhao, 2016) proposed using SVM learning speed by 

adapting the One-class Support Vector Machine (OSVM) to increase the training process 

speed and adding context validation to the IDS in the analysis of the network packets flow. 

OSVM learns, making use of the kernel trick, just to distinguish one vector, making anything 

else outliers. Additionally, a subset of the features of the attributes is used to optimize the 

classification outcomes.  

Yang, Fu, Zhu (Yang, Fu, & Zhu, 2016) proposed to use Particle Swarm Optimization (PSO) 

to improve the parameter selection. PSO is based in the search space for the best solution by 

the cooperation and competition amongst individual members of the swarm. These particles 

or candidate solutions are moved around the search space comparing them against a given 
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quality measurement, but this can be a weak method easily prone to fall into local 

optimization and premature convergence speed of the particles. By introducing the Chaos 

model, which is a non-linear dynamic system with randomness, ergodicity and uncertainty, 

the authors reduce the risk of the algorithm falling into local extreme value point and having 

early convergence. Therefore, creating an Improved Particle Swarm Optimization algorithm 

(ICPSO). The high-level process can be seen in Figure 2-14. 

 
Figure 2-14 Framework of the ICPSO-SVM network intrusion detection (Yang, Fu, & Zhu, 2016) 

2.3.2 Artificial Immune System 

The Human Immune System is the human body defence system, and it protects the body 

through a layered approach where the Skin is the first barrier to stop pathogens, malicious 

elements, entering the system. Once the pathogen has entered the system, the Innate Immune 

System is activated, and it provides a generic response to the intrusion using well-known 

solutions. If the attack cannot be stopped, then the Adaptive Immune System or Acquired 

Immune System is engaged, which has the capacity to distinguish between its own cells and 

external ones, self/non-self, and it provides specific and adaptive recognition of the attack to 

stop it, storing this information for future use in the immunologic memory (Tabatabaefar, 

Miriestahbanati, & Grégoire, 2017).  

One of the challenges of creating Artificial Immune System (AIS) models is finding the right 

balance of elements and parameters that provide the correct levels of diversity 

(characterisation) and detection. Therefore, the selection process should pay special attention 

to (Fernandes, Freire, Fazendeiro, & Inácio, 2017): 

a) Number of detectors, ND. 

b) Distribution of receptors: this process uses the definition of the shape-space as a 

quantitative representation of the immune response, which is the relationship between 

antibodies (pathogen neutraliser) and antigens (foreign substance). The distribution of 

receptors performs pathogen (infection carrier) detection in the shape-space, usually 

using Euclidean space in relation to receptors, r, and antigen-binding or detection, ag. 
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c) Distance function used, d(r, ag): is commonly represented by using the Euclidean 

Distance. 

d) Threshold in use, ƟD:  this refers to the limit used to determine the recognition of a 

pathogen. 

From the above points Fernandes, Freire, Fazendeiro, & Inácio introduce that “for a detector 

D, equipped with a receptor r, and an antigen ag it is said to bind or match D if, and only if, 

d(r,ag) < ƟD, where ƟD is a recognition threshold defining a circular region around D”. In 

Figure 2-15, the previously described elements are represented as well as including False 

Positives (FP) and False Negatives (FN) areas (Fernandes, Freire, Fazendeiro, & Inácio, 

2017). 

 
Figure 2-15 Positive detection system in shape-space (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 

Fernandes, Freire, Fazendeiro, & Inácio say that “Detectors are represented by a set of 

attributes and a matching rule. They can be seen as N-dimensional hyperspheres constituting 

a subset of the shape-space, for which the centre c of the hyper-sphere is a binary string 

defining a receptor r, while the radius ƟD defines the threshold value. The greater the volume 

V of the hyper-sphere is, the more general a detector D becomes, while the lower V is, the 

greater the specificity”. The Euclidean Distance used by the authors is shown in Equation 

2-2, where l represents a list of parameters (Fernandes, Freire, Fazendeiro, & Inácio, 2017). 

Equation 2-2 Euclidian Distance (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 

𝑑(𝑟, 𝑎𝑔) =  (𝑟 − 𝑎𝑔 )  
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AIS, in general, can be thought as the combination of probabilistic algorithms, some of the 

most prevalent are listed here: 

a) Negative Selection Algorithm (NSA): this algorithm first introduced by Forrest, 

Paerlson, Allen and Cerukuri, is a model for self and non-self (normal or abnormal) 

classification that is also used to eliminate or mature antibodies that have more 

affinity with self-samples and it is based in T-cells. These randomly generated and 

matured antibodies become detectors (d); therefore, anything not matching a detector 

is an anomaly. NSA has two stages; the first stage is dedicated to generating detectors, 

and the second stage monitors data for the detector activation. The pseudocode is 

presented in Algorithm 2-3, where during the training phase the self-set, S, is defined 

as a strict subset of all possible sets, U, presented as S ⸦ U, and the non-self set, N, is 

defined in the same way as  N ⸦ U. The pseudo-code generates the same number of 

detectors d as elements in the list of elements N. The code is repeated selecting 

random detectors and if any of these match S they are inserted in the detector 

container D.  During the classification phase all elements of the list N are compared 

against the detectors in D, if n matches a detector the output is a non-self or anomaly 

value, otherwise is considered a self or normal (Forrest, Perelson, Allen, & Cherukuri, 

1994) (Tabatabaefar, Miriestahbanati, & Grégoire, 2017) (Hooks, Yuan, Roy, 

Esterline, & Hernandez, 2018). 

 
Algorithm 2-3 NSA pseudocode (Hooks, Yuan, Roy, Esterline, & Hernandez, 2018) 

b) Clonal Selection Algorithm (CSA): once an attack has been matched to a solution, the 

solution numbers increase attempting to have a closer match and thus learning from 

previous pathogens and creating a Clonal Selection, based in B-cells. GLONALG is a 
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very popular algorithm introduced by de Castro and von Zuben that can be considered 

a search mechanism that considers eliminating non-stimulated antibodies, using 

affinity maturation and diversity, to clone and mutate providing a more precise 

depiction of the non-self. The CSA algorithm steps are shown in Algorithm 2-4, 

starting with the definition of the size of receptors population |R|, a number Nr of 

receptors to generate at each time step, the definition of an affinity function that 

returns a real-valued measure ar, functions to assign the rate of mutation and the 

number of clones according to the affinity, and a selection strategy. The algorithm 

cyclically picks receptors with higher affinity into a set RA, each receptor rc in RA is 

cloned a number of times given by a predefined function, resulting in a set RH. Each 

clone is then mutated according to the mutation rate given by the function p=exp(-ρâ) 

where ρ is the mutation scale and â is a normalised affinity, resulting in the mutated 

receptor RM. The next step is to generate a randomly selected set of receptors RR that 

introduce diversity to the process. The final step is to select the best receptors from 

RH, RM and RR into R, which skips the normal receptors, thus creating the new 

population for the process to start again. (de Castro & von Zuben, 2000) 

(Tabatabaefar, Miriestahbanati, & Grégoire, 2017) (Hooks, Yuan, Roy, Esterline, & 

Hernandez, 2018). 

 
Algorithm 2-4 CLONALG algorithm (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 

c) Artificial Immune Network Algorithm: this model is based on the existence of a 

mutually reinforced network of interacting B-cells that distribute information. 

Antibodies are represented as a pair of one epitope, the antigen part recognised by the 

immune system, and one paratope, the antibody part that binds to an antigen as shown 

in Figure 2-16. This algorithm works on how epitopes and paratopes are assigned 

antibodies and linked to one another, with the introduction of a threshold rule for 

bonding. Algorithm 2-5 presents the pseudocode of Galeano, Veloza-Suan and 
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González implementation, where B is the set of antibodies in the network and L are 

the connections between elements, A is a set of antigens, fstim(ag,b) is the stimulation 

function executed for all antigens in A (ag) all antibodies b in B, fsupp is the opposite 

of fstim, F is the total measure of stimulation and suppression effects calculated using 

Equation 2-3. A subset of B is cloned and mutated, with the resulting values stored in 

BM, that is the input for the metadynamics step that can eliminate useless b elements 

and randomly generate new ones. The final step is to update the connection L details, 

and then repeat the process until the stop criterion is met (Fernandes, Freire, 

Fazendeiro, & Inácio, 2017) (Galeano, Veloza-Suan, & González, 2005). 

 
Figure 2-16 Antigen-Antibody representation (Farlex Partner Medical Dictionary, 2012) 

 
Algorithm 2-5 Artificial Immune Network Algorithm pseudocode (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 

Equation 2-3 Stimulation and suppression effects (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 
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d) Danger Theory (DT): this algorithm does not use the concept of self; instead, it 

defines cells and environmental signals to detect pathogens (exogenous signals) and 

presents them for an immune response. Dendritic Cells (DC), in the biological world, 

are the ones in charge of detecting and processing endogenous signals which are the 

result of damage or stress to tissue or cells, there are four signals (Fernandes, Freire, 

Fazendeiro, & Inácio, 2017) (Greensmith, Aickelin, & Cayzer, Introducing Dendritic 

Cells as a Novel Immune-Inspired Algorithm for Anomaly Detection, 2005) (Elisa, 

Yang, & Naik, Dendritic Cell Algorithm with Optimised Parameters using Genetic 

Algorithm, 2018):  

1) Safe Signals (SS): these are known to be normal; therefore, there is no danger. 

2) Pathogenic Associated Molecular Patterns (PAMP): when known signals are 

produced by an antigen, an anomalous situation is indicated. 

3) Danger Signals (DS): represent an anomalous situation, but with lower confidence 

than PAMP. 

4) Inflammatory Cytokines (IC): these signals amplify the effect of the other types 

because they do not have enough effect to cause maturation. A minimum 

concentration is needed for T-cells to act. 

Dendritic Cells have three different states (Greensmith, Aickelin, & Cayzer, 

Introducing Dendritic Cells as a Novel Immune-Inspired Algorithm for Anomaly 

Detection, 2005): 

1) Immature DC (iDC): this is the state while collecting initial information about 

antigens to be presented to T-cells, but unless there is enough level of ICs T-cells 

will ignore these. 

2) Mature DC (mDC): when a DC can activate T-cells on contact, it is deemed 

mature. For an iDC to become an mDC it must be exposed to various combination 

of exogenous and endogenous signals. Also, mDC increases the number 

(upregulates) of costimulatory molecules (csm), which are signals that augment 

the activation events. Once on this state, DCs are migrated to the lymph node to 

initiate a T-cell activation decision stage. 

3) Semi-mature DC (smDC): when a DC can deactivate T-cells on contact, it is 

considered semi-mature. When the iDC is exposed to signals of the natural 

process of the death of cells (apoptosis), it becomes an smDC. Also, smDC 

upregulates costimulatory molecules, but in a lesser volume as mDC. smDCs are 

also migrated to the lymph node to initiate a T-cell activation decision stage. 
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Equation 2-4 describes the signal processing function used to calculate the outputs of 

csm, smDC and mDC concentration, where Cx is the input concentration, Wx is the 

weight for PAMP (p), Danger Signals (d) and Safe Signals (s), and IC is the 

Inflammatory Cytokines. The weights used in the equation are either predefined or 

derived from experimental observation or preexisting empirical data, Table 2-8 

presents a set of values based on DC maturation ratios (Greensmith, Aickelin, & 

Cayzer, Introducing Dendritic Cells as a Novel Immune-Inspired Algorithm for 

Anomaly Detection, 2005) (Elisa, Yang, & Naik, Dendritic Cell Algorithm with 

Optimised Parameters using Genetic Algorithm, 2018) 

Equation 2-4 Signal processing function (Greensmith, Aickelin, & Cayzer, Introducing Dendritic Cells as a Novel Immune-
Inspired Algorithm for Anomaly Detection, 2005) 

𝐶[ , , ] =  
𝑊 ∗ 𝐶 + (𝑊 ∗ 𝐶 ) + (𝑊 ∗ 𝐶 ) ∗ (1 + 𝐼𝐶)

𝑊 + 𝑊 + 𝑊
∗ 2 

Table 2-8 Suggested weighting (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised Parameters using Genetic 
Algorithm, 2018) 

 

Dendritic Cell Algorithm (DCA) pseudocode is presented in Algorithm 2-6, where T 

is a source group of DCs, R is a random subgroup of T, M is a set of migrated DCs, S1 

and S2 are groups of data items, and θc is the cytokine concentration threshold 

(anomaly threshold). In the first stage of DCA, DCs are trained making use of the 

signal outputs from dataset S1, then each selected DC in group M is classified as 

smDC or mDC using the signal processing function C. Finally, dataset S2 is classified 

using the classified group M, where an item is considered anomalous if the number of 

mDC is higher than those of smDC; otherwise, it is considered safe. (Fernandes, 

Freire, Fazendeiro, & Inácio, 2017) (Greensmith, Aickelin, & Cayzer, Introducing 

Dendritic Cells as a Novel Immune-Inspired Algorithm for Anomaly Detection, 2005) 
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Algorithm 2-6 Dendritic Cell Algorithm pseudocode (Fernandes, Freire, Fazendeiro, & Inácio, 2017) 

As previously presented, DCA requires over ten parameters to be defined and tuned 

for the algorithm to work. The original author, Julie Greensmith, has evolved this 

algorithm into a deterministic version (dDCA) that requires only three parameters: a 

set number of DC to use, the weighting schema and a simplified processing equation. 

The new equation is shown in Equation 2-5, where S and D are the input value of the 

safe and danger signals and k is the interim context output value. The dDCA 

pseudocode is shown in Algorithm 2-7 (Greensmith & Aickelin, The Deterministic 

Dendritic Cell Algorithm, 2008) 

Equation 2-5 DCA signal processing equation 
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Algorithm 2-7 Deterministic DCA (dDCA) (Greensmith & Aickelin, The Deterministic Dendritic Cell Algorithm, 2008) 

Equation 2-6 is used to calculate the anomaly metrics, where km is the value of DCm, 

and αm is the number of antigens of type α presented by DCm. This equation generates 

real-valued anomaly scores dependent on the values of the input signals used. To find 

the anomaly threshold, Tk, Equation 2-7 is defined, where Sk is the weighted sum of 

all input signals, Is is the number of pair of signal instances, and ī is the mean number 

of iteration per cell (Greensmith & Aickelin, The Deterministic Dendritic Cell 

Algorithm, 2008). 

Equation 2-6 Anomaly Score 
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Equation 2-7 DCA Threshold 

 

Greensmith and Gale defined that each DC receives a set of input signals that are used 

to calculate three decision signals: activation signal (abnormal), inhibition signal 

(normal), and migratory signal. This process of calculating the decision signals is 

known as transduction.  The linear function used is shown in Equation 2-8, where w 

is the decision signal being considered, si are the input signals for some i, and wj are 

the weights j for the signal.  (Greensmith & Gale, The Functional Dendritic Cell 

Algorithm: A Formal Specification With Haskell, 2017). 

Equation 2-8 dDCA Transduction linear equation 

𝑤 = 𝑤 ∗ 𝑠 + 𝑤 ∗ 𝑠  

Table 2-9 presents the outcomes of a Paired Two-Sided Wilcox Test comparing each 

population size versus the default value for each event type, using the results over ten 

sessions as the comparable data. In this table, wA refers to the weight of Activation 

Signal, wI to the weight of Inhibition Signal, and wM to the weight of Migratory 

Signal. The resulting equations after inserting the weights from the table are presented 

in Equation 2-9, and these results are accumulated for each cell (Greensmith & Gale, 

The Functional Dendritic Cell Algorithm: A Formal Specification With Haskell, 

2017). 

Table 2-9 Weights from experiments with natural DCs 

 

Equation 2-9 dDCA Transduction equation with weights applied 
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There are many research projects and models exclusively based on the biological Immune 

System, but also many hybrid developments are using other nature-inspired models combined 

with AIS. This combination helps with the fine-tuning of the parameters used in the 

algorithms, making them more powerful and efficient (Fernandes, Freire, Fazendeiro, & 

Inácio, 2017). 

Tabatabaefar, Miriestahbanati and Grégoire (Tabatabaefar, Miriestahbanati, & Grégoire, 

2017) recommend the introduction of a Particle Swarm Optimisation (PSO) for the 

generation of detectors during the training stage. Igbe, Darwish, & Saadawi (Igbe, Darwish, 

& Saadawi, 2016), proposed that ML can also be merged with Immune Systems techniques 

for a Distributed NDIS (dNIDS) concept where, through unsupervised machine learning 

methodologies, network traffic is classified as normal or suspicious at each node, or self and 

non-self (SNS). This information is later shared with all distributed nodes utilizing the 

Negative Selection Algorithm (NSA) inspired by the human immune system (HIS) to monitor 

the network; this is to say that those elements that are determined to be non-self, or foreign 

bodies, are destroyed. This approach would have independent NIDS distributed through the 

organisation’s network, running independent NSAs and generating their own detection rules 

or detectors. Once a detector has been found and proven to be valid to find and attack, it 

would be made part of the permanent memory and shared with the other NIDS. This process 

consists of six phases (Igbe, Darwish, & Saadawi, 2016): 

a) Data Capture: collects network traffic. 

b) Feature Selection: selects a subset of the significant features for analysis without 

much information loss. 

c) Data Pre-processing: to reduce the data noise from a large number of records, the 

features selected are normalized to values between 0 and 1. 

d) Detector Generation: uses the Genetic Algorithm (GA) that process randomly selected 

samples to start working. In each evolution process, the selection is repeated, and only 

the fittest detectors are preserved. The pseudo-code for this is shown in Algorithm 

2-8. 

e) Monitoring and Testing: detectors created in previous steps are classified using the 

SNS model. 

f) Memory Detector Distribution: a proprietary distribution application is used, where 

each NDIS writes to its local table, and after a pre-determined update interval it sends 
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the new detectors to the other nodes. Before committing the new rule to the local 

table, each receiving NIDS searches it to verify that there are no duplications. 

 
Algorithm 2-8 NSA using GA (Igbe, Darwish, & Saadawi, 2016) 

Elisa, Yang and Naik (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised 

Parameters using Genetic Algorithm, 2018) proposed the use of Genetic Algorithm as an 

“optimisation technique to generate the set of optimal weights for the DCA function in an 

effort to produce the optimal classification results”. The approach is shown in Figure 2-17, 

where the first step is to conduct a feature selection of the dataset and then categorise these 

features in term of signals, PAMPS, DS and SS. This new set of DCs is used by GA to look 

for the optimal parameters, which will be passed to DCA to be used for classification. The 

pseudocode for this process is shown in Algorithm 2-9. 

 
Figure 2-17 DCA parameters optimisation approach (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised 

Parameters using Genetic Algorithm, 2018) 
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Algorithm 2-9 DCA with GA parameter optimisation (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised 

Parameters using Genetic Algorithm, 2018) 

Rajak and Mathai (Rajak & Mathai, 2015) proposed to increase the accuracy of SVM 

classifications by processing the data using Danger Theory to reduce the initial dataset. The 

method starts by pre-processing data using a Danger Theory function to generate a subset that 

then will have SVM classification applied to it. The pseudocode of the DT function used is 

shown in Algorithm 2-10. 

 
Algorithm 2-10 DT to be used with SVM (Rajak & Mathai, 2015) 
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2.3.3 Genetic Algorithm 

Hoque, Mukit, & Bikas (Hoque, Mukit, & Bikas, 2012) describe Genetic Algorithms (GA) as 

a problem-solving programming technique that uses Darwin’s evolution principle and 

survival of the fittest (natural selection), to optimize candidate solutions towards the 

predefined goal using selection, recombination and mutation operators. 

The general GA algorithm shown in Figure 2-18, is initiated with a set of randomly chosen 

chromosomes, referred to as a population, that represents the scope of the objective. For 

survival and combination, the selection of chromosomes is predisposed towards the fittest 

chromosomes. The algorithm used has two stages: the first is the pre-calculation where 

chromosomes are created from training data. Stage two is the detection phase, where the 

prediction is made through an evaluation process consisting of the following steps (Desale & 

Ade, 2015) (Hoque, Mukit, & Bikas, 2012): 

1) Selection: individuals are selected according to their fitness value for reproduction. 

2) Crossover: accelerates the search early in the evolution of the population by 

exchanging genes between two chromosomes. This step creates an intermediate 

population. 

3) Mutation: responsible for restoring the lost information to the population by local or 

global movement in the search space. This step makes a change just in one part of the 

chromosome. 

The results of the evaluation are compared to the pre-calculated set to find the fitness of each 

result. 

 
Figure 2-18 Genetic Algorithm Flowchart (Hoque, Mukit, & Bikas, 2012) 
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The effectiveness of the GA algorithm is determined by the following three factors (Desale & 

Ade, 2015) (Gong, Zulkernine, & Abolmaesumi, 2005) (Li W. , 2004):  

4) Fitness Function: calculates the goodness of each chromosome according to the 

desired solution. 

5) Representation of Individuals: the selected chromosomes must represent the scope of 

the objective. 

6) GA Parameters: these are dependent on the implementation and can include selection 

rate, crossover style, mutation rate and others. 

Zhao et al. (Zhao, Fu, Ji, Tang, & Zhou, 2011) recommend merging the asymptotic behaviour 

of SVM with Gaussian kernel, which helps divide the hyperparameter space into a region of 

overfitting/underfitting and a good region, with GA to generate feature chromosomes that, in 

turn, direct the GA search to the line of optimal generalization error. The GA approach is 

shown in Figure 2-19. 

 
Figure 2-19 Genetic Algorithm with feature chromosome flowchart (Zhao, Fu, Ji, Tang, & Zhou, 2011) 

Figure 2-20 shows the structure of the process of the feature selection and parameters 

optimization for SVM based on genetic algorithm with feature chromosomes designed by 

Zhao et al. 
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Figure 2-20 System architecture combining SVM and GA (Zhao, Fu, Ji, Tang, & Zhou, 2011) 

Gharaee and Hosseinvand (Gharaee & Hoseinvand, 2016) proposed to combine GA with 

SVM to improve and speed up the feature selection and reduce the number of False Positive 

alarms. This improvement is achieved by introducing a new fitness function after the selected 

features have passed through an SVM process, therefore reducing the number of features 

analysed and the number of computations required to obtain the same result, as shown in  

Figure 2-21 and Figure 2-22. This model has three steps: 

a) Feature Selection: through GA finds the initial features and creates the optimized set. 

b) Training: trains the systems using Least Squares Support Vector Machine (LSSVM). 

c) Classification: identifying the data into normal and abnormal traffic. 
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Figure 2-21 Feature selection based on GA and SVM 

 
Figure 2-22 Feature selection based on GA and SVM (Gharaee & Hoseinvand, 2016) 

The proposed fitness function is based on three parameters: True Positive Rate (TPR), False 

Positive Rate (FPR) and Number of Features selected (NumF). This function is shown in 

Equation 2-10, where Wa, Wb and Wc are the weight value of the selected features. 

Equation 2-10 Fitness function (Gharaee & Hoseinvand, 2016) 

𝐹𝑖𝑡𝑛𝑒𝑠𝑠 (𝑆) = 𝑊  𝑇𝑃𝑅 +  𝑊  𝐹𝑃𝑅 +  𝑊 𝑁𝑢𝑚𝐹(𝑆) 

The termination condition is set to the maximum number of iterations reached. 
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2.3.4 Fuzzy Logic 

García-Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez (García -Teodoro, Díaz-

Verdejo, Maciá-Fernández, & Vázquez, 2009) proposed the usage of fuzzy logic theory, 

where values are approximations within an interval instead of precise values. This approach 

considers value as True or False when it is within a predetermined interval. The major 

disadvantage of this approach is that it consumes large amounts of processing power for the 

calculations. 

Chaudhary, Tiwari and Kumar (Chaudhary, Tiwari, & Kumar, 2014) proposed the utilization 

of a Fuzzy model with four components: 

a) Parameter Extraction: collects network traffic and focuses on two features, number of 

request packet received and the average number of received route request packet as a 

destination. 

b) Fuzzy Inference: using Sugeno-type fuzzy inference, where two parameters enter the 

system and one linear or constant output is produced capable of checking the 

behaviour on behalf of the initial parameters, called verity level. 

c) Fuzzy Decision: the result obtained in the previous step is compared to the 

demarcated thresholds to determine if the traffic is normal or not. 

d) Response: if non-normal traffic is found, an alert is generated. 

2.3.5 Neural Networks 

Neural Networks attempt to simulate the human brain operation by processing data through 

layers of weighted nodes, or neurons, as shown in Figure 2-23. The data features are 

introduced via the nodes in the input layer that communicate to the nodes in the hidden layer, 

which respond to inputs that are over a defined limit by multiplying the input value by the 

node value, this process takes place for all connections or links to the neuron. Finally, the 

results of the multiplications are added to be entered in the activation function and passed to 

the next layer until it reaches the output layer. Over the different repetitions, the learning rule 

applied updates the weights of the connections processed so it can learn to recognise the 

objective (Kim, Shin, Yeon Jo, & Kim, 2017). 
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Figure 2-23 Neural Network example (Kim, Shin, Yeon Jo, & Kim, 2017) 

Murugan & Kuppusamy (Murugan & Kuppusamy, 2011) describe a starting point on how to 

apply an AI approach to IDS, which is to add neural networks techniques to a hybrid NIDS 

by merging anomaly, signature and host base detection with the aim of improving the 

recognition of unknown malware. This technique does not show why the anomaly was 

detected, which could be a traceability and consistency issue. 

Adam, Mados, Balaz and Pavlik (Adam, Mados, Balaz, & Pavlik, 2017) proposed the use of 

Fast Artificial Neural Network (FANN) Library (Nissen, 2015), which implements multilayer 

artificial neural networks. This model consists of three parts: an inputs layer, a group of 

hidden layers where a defined number of neurons using weigh functions approximate the 

answer, and an output layer that presents the results. For ANN to work, many samples of 

genuine and malicious traffic must be presented until the model has learned to weight 

correctly in each direction. This model was implemented with 12 neurons for the input layer, 

20 neurons in the hidden layer and four neurons (for the four main types of attacks defined in 

KDD99 dataset) in the output layer and presents high identification rates after considerable 

training. 

Deep Learning architectures are formed by feed-forward multi-layered Deep Neural 

Networks that acquire their classification knowledge in hierarchical layers that are fully 

connected and simultaneously optimised. This complexity makes the training of these 

systems a very complicated task (Potluri & Diedrich, 2016). 

2.3.6 Bayesian Networks 

Ben-Gal (Ben-Gal, 2007), tells us that these are part of the statistical model of the 

probabilistic graphical model, which translates probabilistic relationships between variables 

of interest. The nodes represent variables and curves represent direct connections between 
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nodes. These connections can represent causality, and the model represents the quantitative 

strength of them. These characteristics also can incorporate prior data and knowledge. 

2.3.7 AI Methodologies Comparison  

Table 2-10 shows a comparison between the described AI Methodologies, highlighting their 

strengths and weaknesses. As it can be seen in the table, many are very good when applied to 

IDS; however, a combination of some of them could increase detection speed, increase True 

Positive detection, reduce False Positives alerts, and reduce computational needs. These 

combinations have been described in several referenced works in this same section. 

Table 2-10 AI Methodologies compared 

 

2.4 Summary 

This chapter has discussed current research and development in the three areas of this 

research topic Advanced Persistent Threat (APT), Intrusion Detection System (IDS) and 

Artificial Intelligence (AI) in IDS; also presenting the APT definition, detection challenges, 

and solutions in the research and market environments. The overall definition of IDS has 

been presented, the different approaches of classifying IDS have been described as well as 

relating current research in each one of these classifications, finalising with a summary of the 
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challenges faced. In terms of the AI used in IDS, several are discussed and compared, but the 

focus is kept in the three that are being combined in this research. 

2.4.1 Literature Review Map 

A relationship between the different topics presented in this work and the existing scientific 

research are shown in Table 2-11. 

Table 2-11 Literature Review Map 

Area Sub-area Literature 
APT Definition (Messaoud, Guennoun, Wahbi, & Sadik, 2016) 

(Joint Task Force Transformation Initiative, 2011) 
(Wang, Zheng, Niu, Wu, & Wu, 2016) 
(Ussath, Jaeger, Cheng, & Meinel, 2016) 
(Hutchins, Cloppert, & Amin, 2011) 
(Lockheed Martin Corporation, 2015) 
(Bryant & Saiedian, 2017) 
(McWorther, 2013) 
(de Vries, Hoogstraaten, van den Berg, & Daskapan, 2012) 
(Symantec Corporation, 2017) 
(Trend Micro, 2018) 
(Zimba & Wang, 2017) 
(The Radicati Group, Inc., 2017) 

Evolution (Hutchins, Cloppert, & Amin, 2011) 
(Bejtlich, 2010) 
(Kaspersky Lab., 2020) 
(Holloway, 2015) 
(Marczk, Guarnieri, Marquis-Boire, & Scott-Railton, 2014) 
(Tivadar, Balazs, & Istrate, 2013) 
(F-Secure Labs, 2015) 
(Zaharia, 2017) 
(Symantec, 2012) 
(Rascagneres & Lee, 2018) 
(Mercer, Rascagneres, & Molyett, 2018) 
 (Allievi, 2014) 
 (McAfee, 2018) 
 (Beek, 2017) 
 (Symantec, 2017) 
(Trend Micro Research Team, 2012) 
(Bulusu, Laborde, Wazan, Barrere, & Benzekri, 2017) 
(Moubarak, Chamoun, & Filiol, 2017) 
(Virvilis & Gritzalis, 2013) 
(Lemay, Calvet, Menet, & Fernandez, 2018) 
(Doman, 2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2015) 
(Shevchenko, 2008) 
(Jiang, Read, & Bennett, 2017) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2013) 
(Baumgartner & Golovkin, The Naikon APT, 2015) 
(Shulmin & Prokhorenko, Lurk Banker Trojan: Exclusively for Russia, 
2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Pernet, 2017) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2012) 
(Symantec, 2012) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2012) 



      72 
 

Area Sub-area Literature 
(Raiu, SabPub Mac OS X Backdoor: Java Exploits, Targeted Attacks 
and Possible APT link, 2012) 
(Ács-Kurucz, et al., 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2013)  
 (Tarakanov, 2013) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Paganini, 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2015) 
(Gostev, 2014) 
(Symantec, 2017) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2015) 
(Baumgartner & Raiu, The ‘Penquin’ Turla, 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Saad & Hasbini, 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Raiu & Golvkin, The Chronicles of the Hellsing APT: the Empire 
Strikes Back, 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2015) 
(Ishimaru, 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2014) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Baumgartner & Raiu, The CozyDuke APT, 2015) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Shabab, 2017) 
(Sherstobitoff, 2018) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2017) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2017) 
(Hasbini, 2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2017) 
(Baumgartner, On the StrongPity Waterhole Attacks Targeting Italian 
and Belgian Encryption Users, 2016) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2016) 
(Buchka & Firsh, 2018) 
(Raiu, Hasbini, Belov, & Mineev, 2017) 
(Kaspersky Lab Global Research & Analysis Team (GReAT), 2017) 
(Raiu & Ivanov, Operation Daybreak, 2016) 
(Shulmin, Yunakovsky, Berdnikov, & Dolgushev, 2018) 
(Firsh, 2018) 
(TrendMicro Forward-Looking Threat Research Team, 2012) (Check 
Point Research, 2019) 
(Lunghi & Horejsi, 2019) 

Detection Challenges (Marchetti, Pierazzi, Colajanni, & Guido, 2016) 
Currently proposed 
solutions 

(Chandra, Challa, & Pasupuleti, 2016) 
(Zeng, Chen, Wei, & Feng, 2013) 
(Wang, Zheng, Niu, Wu, & Wu, 2016) 
(Marchetti, Pierazzi, Guido, & Colajanni, 2016) 
(Lee, Choi, Choi, & Kim, 2017) 
(Wang, Wang, Liu, & Huang, 2014) 

Market Solutions (Barros & Chuvakin, 2016) 
(Windows Security Center, 2016) 
(Firstbrook, 2017) 

IDS Definition (Nadiammai & Hemalatha, 2014) 
(Schwab, 2015) 
(García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009) 
(Vokorokos, Kleinová, & Látka, 2006) 
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Area Sub-area Literature 
(Liao, Lin, Lin, & Tung, 2013) 
(Ho, Lai, Chen, Wang, & Tai, 2012) 
(Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) 

Functionality (Rajasekhar, Sekhar Babu, Lavanya, Vamsi Krishna, & Prasanna, 2011) 
Location (SANS Institute, 2005) 

(Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) 
Deployment (Liao, Lin, Lin, & Tung, 2013) 

(Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) 
Detection Methodology (Patel, Taghavi, Bakhtiyari, & Celestino Júnior, 2013) 

(Liao, Lin, Lin, & Tung, 2013) 
(Gui-xiang & Wie-min, 2010) 
(Gupta, 2012) 

In this research (Gupta, 2012) 
(Inella & McMillan, 2001) 
(Zeng, Chen, Wei, & Feng, 2013) 
(García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009) 
(More, Matthews, Joshi, & Finin, 2012) 
(Chougdali, Elkhadir, & Benattou, 2015) 
(Kodratoff, 2014) 

AI in 
IDS 

Definition (Dhingra, Jain, & Jadon, 2016) 
SVM (Campbell & Ying, 2010) 

(Yin, Zhang, & Zhao, 2016) 
(Yang, Fu, & Zhu, 2016) 

AIS (Tabatabaefar, Miriestahbanati, & Grégoire, 2017) 
(Fernandes, Freire, Fazendeiro, & Inácio, 2017) 
(Forrest, Perelson, Allen, & Cherukuri, 1994) 
(Hooks, Yuan, Roy, Esterline, & Hernandez, 2018) 
(de Castro & von Zuben, 2000) 
(Galeano, Veloza-Suan, & González, 2005) 
(Greensmith, Aickelin, & Cayzer, Introducing Dendritic Cells as a 
Novel Immune-Inspired Algorithm for Anomaly Detection, 2005) 
(Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised 
Parameters using Genetic Algorithm, 2018) 
(Greensmith & Aickelin, The Deterministic Dendritic Cell Algorithm, 
2008) 
(Greensmith & Gale, The Functional Dendritic Cell Algorithm: A 
Formal Specification With Haskell, 2017) 
(Igbe, Darwish, & Saadawi, 2016) 
(Rajak & Mathai, 2015) 

GA (Hoque, Mukit, & Bikas, 2012) 
(Desale & Ade, 2015) 
(Gong, Zulkernine, & Abolmaesumi, 2005) 
(Li W. , 2004) 
(Zhao, Fu, Ji, Tang, & Zhou, 2011) 
(Gharaee & Hoseinvand, 2016) 

Fuzzy Logic (García -Teodoro, Díaz-Verdejo, Maciá-Fernández, & Vázquez, 2009) 
(Chaudhary, Tiwari, & Kumar, 2014) 

Neural Networks (Kim, Shin, Yeon Jo, & Kim, 2017) 
(Murugan & Kuppusamy, 2011) 
(Adam, Mados, Balaz, & Pavlik, 2017) 
(Potluri & Diedrich, 2016) 

Bayesian Networks (Ben-Gal, 2007) 
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3. Chapter 3: Methodology 

This chapter presents the research design and methodology used in this thesis broken down in 

subsections. Firstly, this work describes the performance metrics in use, then presents a 

description of the research paradigm utilised, continuing with the development of the Hybrid 

Model, and finally the setup and data used for this research. 

3.1 Research Design 

Research, as defined by Habib, Pathik and Maryam (Habib, Pathik, & Maryam, 2014), is the 

systematic process of gathering and understanding data on a specific subject to find a solution 

to a problem, or answer a formulated question, introducing and gaining new information with 

an innovative perspective. 

Kuada (Kuada, 2012) defines Research Design as the outline that designs and delivers a 

coherent system of tasks and methods for compiling and analysing the data required to 

answer the research questions, as well as reporting the discoveries and conclusions. In other 

words, it provides the research framework. 

Three research methodologies exist: Quantitative, Qualitative, and Mixed. Quantitative is an 

objective method for gathering and processing numerical data using statistical methods, also 

known as the positivist method, and focused on uncovering a pre-existing truth. Qualitative 

uses non-numerical data and is often labelled as subjective research, meaning that the truth 

found is affected and altered by the observation process. The Mixed approach integrates 

characteristics of both approaches in a case by case basis, selecting the better-suited options 

(Habib, Pathik, & Maryam, 2014) (Kuada, 2012) (Sukamolson, 2010). 

This study will use a Quantitative Research Methodology, for creating and processing the test 

results with the assistance of statistics and causal theory formulation. 

In terms of the software development process, Secure SDLC will be used as described by 

Microsoft Security Development Lifecycle (Microsoft Corp., 2017). This lifecycle is briefly 

described as: 

a) Training: basic concepts of secure design and best practices are introduced here. 

b) Requirements: security requirements are defined here, and a risk assessment from the 

security perspective is performed. 



      75 
 

c) Design: design requirement and threat modelling are done in this step to define best 

practices. 

d) Implementation: development with approved tools and discovery and elimination of 

security issues from the code is done. 

e) Verification: dynamic analysis and testing is done. 

f) Release: public release is done after a response plan, and a final security review is 

performed. 

g) Response: here, the response plan is executed when and if required after deployment. 

The research framework for this research is defined as follows: 

1) Preparation: 

a) Literature review.  

b) Analysis of known APT campaigns. 

2) Model Creation: 

a) Develop the necessary algorithms. 

b) Train AI/ML.  

c) Create model. 

3) Empirical Validation: 

a) Define attack patterns to be utilized for testing.  

b) Select an existing detection method to implement to use as a comparison. 

c) Test. 

4) Optimisation:  

a) Define the algorithm performance selection. 

b) Repeat Empirical Validation with lessons learned to improve performance. 

c) Once the desired detection rate has been achieved, repeat the process for the major 

attack variations to validate results.  

5) Report writing: 

a) Prepare a report on findings. 

b) Present report. 

The AI/ML Modules will be developed using Python, to take advantage of its portability to 

different environments and Operating Systems and many readily available AI and ML 

libraries.  
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3.2 System Performance Metrics 

As indicated throughout this work, frequently, the performance of a detection system is 

calculated based on the positives and negative detection results. These results are evaluated 

using the Confusion Matrix that combines True Positives (TP), False Positives (FP), True 

Negatives (TN) and False Negatives (FN) to provide significant metrics about the detection 

rates (Fernandes, Freire, Fazendeiro, & Inácio, 2017). A sample representation for a binary 

classifier is shown in Table 3-1. 

Table 3-1 Sample Confusion Matrix 

 Predicted 
Negative 

Predicted 
Positive 

Actual Negative TN FP 
Actual Positive FN TP 

Some of the most commonly used metrics derived from the Confusion Matrix are (Fernandes, 

Freire, Fazendeiro, & Inácio, 2017) (Tharwat, 2018): 

a) Accuracy (ACC): indicates how well TP and TN cases are identified as a rate of TP + 

TN over the total cases, as shown in Equation 3-1. 

Equation 3-1 Confusion Matrix Accuracy 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

b) Precision: also known as Positive Predictive Value (PPV) indicates how often 

predicted positives are correct, this is calculated as a rate of the TP over the total of 

the positive predictions, as shown in Equation 3-2. 

Equation 3-2 Confusion Matrix Precision 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

c) Recall: also known as Sensitivity and True Positive Rate (TPR), indicates how often 

actual positives are predicted as TP, this is shown in Equation 3-3. 

Equation 3-3 Confusion Matrix Recall 

𝑅𝑒𝑐𝑎𝑙𝑙 𝑜𝑟 𝑇𝑃𝑅 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

When there is a High Recall and a Low Precision, this means that the positive samples 

are adequately identified; however, there are many FP. 
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When there is Low Recall and High Precision, this indicates that we have high FN 

missing many positive samples, but those predicted as TP have a low FP. 

d) False Positive Rate (FPR): indicates how often actual negatives are predicted as 

positives (FP), this is shown in Equation 3-4. This metric is also known as False 

Alarm Ratio (FAR). 

Equation 3-4 Confusion Matrix False Positive Rate 

𝐹𝑃𝑅 =  
𝐹𝑃

𝑇𝑁 + 𝐹𝑃
 

e) Specificity: also known as True Negative Rate (TNR), indicates how often actual 

negatives are predicted as TN, as shown in Equation 3-5. 

Equation 3-5 Confusion Matrix Specificity 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 𝑜𝑟 𝑇𝑁𝑅 =  
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 

f) F-score: also known as F1 score and F-measure, is used to measure the performance of 

the overall system. It is defined as the harmonic mean of precision and recall, as 

shown in Equation 3-6. An F1 score reaches its best score at 1 and its worst at 0. 

Equation 3-6 Confusion Matrix F-score 

𝐹𝑠𝑐𝑜𝑟𝑒 =
2(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙)

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

g) Geometric Mean (GM): uses a combination of sensitivity (TPR or Recall) and 

specificity (TNR) to overcome imbalanced datasets. 

Equation 3-7 Confusion Matrix Geometric Mean 

𝐺𝑀 =  √𝑇𝑃𝑅 𝑥 𝑇𝑁𝑅 

3.3 The Hybrid Model Research 

This section describes the analysis carried out on APT Features, proposes a possible APT 

Selection Process for testing, presents a new recursive attack model, describes the Hybrid 

Methodology used, and the experimental setup implemented including data collection. 

3.3.1 APT Features Analysis 

After reviewing the features of the attack campaigns presented in 2.1.1, seven features were 

selected to categorise these attacks, as shown in Table 3-2 and described in detail in this 
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section. This section uses a manual analysis rather than other methodologies, such as Logistic 

Regression, because due to the exploratory data analysis nature and the low number of 

observations the results using automated methodologies could be distorted. 

Table 3-2 APT Feature Selection for Categorisation 

Feature Selected Selection Decision 

Attacker No This feature is considered an index and it is not used for 
categorisation 

First Known Sample 
Yes These features are combined to produce the new feature Time 

Elapsed to Discovery to represent a measure of time Discovery Date 

Number of Targets No Not selected because the number of targets is not as crucial as the 
seriousness of the attack and the relevance of the targets 

Current Status No Whether the attackers are currently active or not, the importance of 
the attacks is still valid 

Type Yes This presents the toolkits utilised 

Targeted Platforms Yes Provides the Operating Systems platforms attacked 

Propagation Method Yes Presents how the attack was distributed and how it spread within 
the victim’s environment 

Purpose or Function Yes This represents the goals or reasons that motivated the attack 

Main Target / Sub-targets Yes In this feature, the intended target or targets of each campaign are 
shown, including their sub-targets 

Top Targeted Countries No 
The geographical distribution of the attacks could be significant, 
but the nature of these attacks is not to be restricted just by these 
boundaries; therefore it was not used 

Description No This presents an informative account of the attack and cannot be 
used for categorisation 

Based On Yes This feature shows those attacks that are based on, re-use parts or 
have relationships to other attacks 

3.3.1.1 Targeted Platform  

This category concentrates on finding what Operating Systems were attacked and the number 

of attacks that focused on them. The observations show that Windows is the most targeted 

platform, representing 65.7% of the total, followed by Linux, Android and OS X in second 

place, representing 7.6% each as seen in Figure 3-1. Figure 3-2 and Table 3-3 show that 

attacks to Windows platform are always at the top of participation in each of the years 

analysed, having only once been below 50%. 

a) Windows (65.7%): There are a total of 52 attacks exclusively focused on this 

platform, and it is a member of 17 other multi-platform attacks. 

b) Linux (7.6%): One attack is solely directed to this OS, two are focused on Windows 

as well as Linux, and five are multi-platform attacks including Windows and OS X. 
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c) OS X (7.6%): From the eight attacks discovered for OS X there is only one 

exclusively focused on this platform, four where two platforms were attacked, 

Windows was the second one and three where many platforms were targeted. 

d) Android (7.6%): Although Android is in the shared second place with eight attacks, 

there is only one dedicated attack to this platform, and all others are steppingstones to 

gain access to other systems. 

e) iOS (3.8%): All four attacks for this mobile OS are part of multi-platform campaigns 

using it as an entry point to access other devices, networks, and information. 

f) Windows Mobile (2.9%): No attacks dedicated to this platform were found; however, 

three attacks used it either for surveillance purposes or to gain access to Windows OS. 

g) Blackberry (1.9%): Because of the decline of this platform, we have only found two 

attacks that used it exclusively for information gathering as part of a multiplatform 

attack.  

h) Cisco IOS (1%): The Black Energy series of cyberattacks had several variations and 

one of those added a plugin capable of exploiting Cisco IOS routers. 

i) SCADA Systems (1%): Only one attack was found directed to Siemens software for 

PLC (Programmable Logic Controllers), specifically focused on uranium controllers. 

j) Symbian (1%): The only multi-platform attack using this now-defunct mobile OS 

used it for surveillance purposes. 

 
Figure 3-1 Targeted Platforms 
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Figure 3-2 Platform discoveries per year 

Table 3-3 Platform discovery distribution 

 

3.3.1.2 Time Elapsed to Discovery 

One of the indicators of success for an attacker is how long it can remain undetected; this 

grouping uses the time elapsed between when the attack was first discovered and the first 

known samples date. As can be seen in Figure 3-3, 33.3% of campaigns were found less than 

12 months after the attack started and 16.7% between 12 and 24 months, together they 

comprise 50% of attacks. Although the number of attacks discovered within the first 24 

months is a promising indicator, it also means that 50% of the attacks remained undetected 

for over two years, with the longest-running for just over ten years. Figure 3-4 and Figure 3-5 

present a breakdown of the distribution per month. 

These attacks have been grouped in years as described here: 
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a) < 1 year: this period contains 24 attacks that represent 33.3% of the total. Figure 3-4 

shows the distribution in months for this category, having an average number of days 

elapsed to the discovery of 187.83 (6.3 months). In Figure 3-6 and Table 3-4 we can 

see that the number of attacks discovered in this period has fluctuated over time; 

however, the overall trend is to increase the number of discoveries, 2017 had 66.7% 

of that year’s discoveries in this bracket, 2016 had 58.3%, and 2015 had 60%. 

b) >= 1 year and < 2 years: this block has 12 attacks representing 16.7% of the total, 

with an average number of days passed to the discovery of 509.17 (17 months). The 

monthly distribution of the attacks in this period can be seen in Figure 3-4. In contrast 

Figure 3-6 and Table 3-4 show the participation per year and periods, these details 

indicate that the discoveries in this period have reduced in volume, in favour of the 

first period. 

c) >= 2 years and < 3 years: this grouping holds nine attacks representing 12.5% of the 

discovered attacks. Figure 3-4 presents the monthly discoveries for this category, 

having an average of 929.22 days (31 months) to discovery. Figure 3-6 and Table 3-4 

show that the participation per year and periods has been relatively stable, except for 

1998 that only has one attack analysed and with a peak of 25% in 2018. 

d) >= 3 years and < 4 years: this period has a total of seven attacks discovered or 9.7% 

of the total, with an average of 1245.14 days (41.5 months) elapsed to discovery. 

Figure 3-5 presents a breakdown per number of months to discovery and Figure 3-6 

and Table 3-4 show that the participation per year and periods peaked at 33.3% in 

2011 and has stopped from 2016. 

e) >= 4 years and < 5 years: this block has only three attacks discovered or 4.2% of the 

total, with an average of 1725 days (57.5 months) elapsed to discovery. Figure 3-5 

presents a breakdown per number of months to discovery and Figure 3-6 and Table 

3-4 show that the participation per year and periods is very low, having peaked in 

2011 at 16.7%. 

f) >= 5 years and < 6 years: this period has only three attacks discovered or 4.2% of the 

total, with an average of 1969.67 days (65.7 months) elapsed to discovery. Figure 3-5 

presents a breakdown per number of months to discovery and Figure 3-6 and Table 

3-4 show that the participation per year and periods is low, except for 2018 that has a 

participation of 25%. 

g) >= 6 years and < 7 years: this grouping has five attacks discovered or 6.9%, with an 

average of 2270.8 days (75.7 months) elapsed to discovery. Figure 3-5 shows a 

breakdown per number of months to discovery and Figure 3-6 and Table 3-4 show 
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that the participation per year and periods has decreased over time, with a peak at 

22.2% in 2013. 

h) >= 7 years and < 8 years: this block has six attacks discovered or 8.3% of the total, 

with an average of 2698.67 days (90 months) elapsed until discovery. Figure 3-5 

shows a breakdown per number of months to discovery and Figure 3-6 and Table 3-4 

show that the participation per year and periods has fluctuated, having 50% in 2008 

and dropped to 9.1% in 2016. 

i) >= 8 years and < 9 years: this period has one attack, or 1.4% of the total, with an 

average of 2922 days (97.4 months) elapsed to discovery. Figure 3-6 and Table 3-4 

show that the participation per year and periods of this only attack was 16.7% in 2011. 

j) >= 9 years and < 10 years: this grouping has one attack, or 1.4% of the total, with an 

average of 3439 days (114.6 months) elapsed until discovery. Figure 3-6 and Table 

3-4 show that the participation per year and periods of this only attack was 11.1% in 

2013. 

k) >= 10 years: this block has one attack, or 1.4% of the total, with an average of 3652 

days (121.7 months) elapsed to discovery. Figure 3-6 and Table 3-4 show that the 

participation per year and periods of this only attack was 20% in 2015. 

 
Figure 3-3 Time elapsed to discovery in years 
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Figure 3-4 Time elapsed to discovery breakdown < 3 years 

 
Figure 3-5 Time elapsed to discovery breakdown > 3 years 

 
Figure 3-6 Distribution of attacks discovered per year 
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Table 3-4 Attacks discovered per year participation 

 

3.3.1.3 Target of Attacks 

Each attack is aimed at a main target or targets for their campaigns. This category groups the 

attacks in 9 main categories that are composed of 55 subcategories representing the sectors or 

types of organisations attacked as shown in Table 3-5, which could mean many more attacks 

in the overall total. These two levels of grouping exist because often attackers start their 

campaigns in a variety of targets escalating and probing until the main objective is reached. 

Figure 3-7 shows the count of main targets per attack, whereas Figure 3-8 displays the main 

targets grouped counting targets sub-categories participation, including if they were part of 

another main attack. Figure 3-9 presents a comparison between the participations shown in 

the first two diagrams, including a combination of both by averaging them to create an 

unified participation. Comparing these charts, Government Entities have the highest 

participation (44.4%, 28.3% and 36.3%), followed by Manufacturing and Commercial 

Companies (16.7%, 20.3% and 18.5%) and High-Tech Companies (13.9%, 15.6% and 

14.7%), these top three categories combined represent over 64% of the attacks in all three 

measurements over the period analysed. 

Table 3-5 Main Targets and their subcategories 

Main Targets Subcategory 

Education 
Academia/Research 

Education 

Financial Institutions 
Financial institutions 

Investments 

Government Entities 

Defence industrial base 

Diplomatic organisations/embassies 

Government entities 

Intelligence agencies 

Law enforcement agencies 

Military 

Military contractors 
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Main Targets Subcategory 

Multi-national political bodies 

Politicians 

UN Workers 

Health Industries 

Health insurance services 

Healthcare 

Medical Industry 

Pharmaceutical 

High Tech Companies 

Aerospace 

Design 

Electronics manufacturing 

Encryption software users 

High technology companies 

Information technology 

Nanotechnology 

Satellite operators 

Software companies 

Telecoms 

Hybrid 
No specific targets 

Wide range of targets 

Manufacturing and Commercial Companies 

Automotive 

Business individuals 

Chemical industry 

Commercial entities 

Construction 

Critical infrastructure engineering firms 

Energy oil and gas companies 

Engineering 

Heavy industry manufacturers 

Industrial/machinery 

Manufacturing 

Maritime and ship-building groups 

Nuclear industry 

Private companies 

Shipping 

Trade and commerce 

Transportation 

Media 

Journalists 

Mass media and TV 

Media 

Non-Governmental Organisations 

Activists 

Criminal suspects 

Humanitarian aid organisations 

Non-governmental organisations 

Specific individuals 
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The main Targets have been ordered by their combined participation as follows: 

a) Government Entities: this group suffered 32 attacks during the period analysed or 

36.3% of the combined total, and its subgroups attacks amounted to 89 during the 

same period. This category includes sub-categories such as Military entities and their 

contractors, Government Entities, Embassies, Intelligence Agencies and Multi-

national political bodies, which makes them a desirable target for sophisticated 

attackers. Over time, as shown in Figure 3-10 and Table 3-6, this group has usually 

been over a quarter of the attackers' focus, and the trend seems stable. However, there 

is a valley in 2010 and 2017, and the latter represents the lowest yearly participation 

at 17.9% of the attacks. 

b) Manufacturing and Commercial Companies: this block has been the focus of 12 

attacks or 18.5% of the averaged total and its subcategories received 64 during the 

same period. Within this category, we have Energy Industries, Nuclear Industry, 

Manufacturing Companies and Commercial Entities, all of which are the focus of 

Targeted Attacks and less sophisticated attacks. Figure 3-10 and Table 3-6 show that 

attacking these targets is a steady focus for attackers except for 2011 when its 

participation was only 6.3%. 

c) High-Tech Companies: this section received ten attacks or 14.7% of the averaged 

total, and its subsections counted 48 attacks. Some of the subsections are Software 

Companies, Aerospace Companies, Encryption Software and Satellite Operators, 

some of these are used as gateways or facilitators for further focused attacks or as 

tools of attacks, but many are the final objective. As seen in Figure 3-10 and Table 

3-6, over time, there have been peaks and valleys on the attacks directed to these 

groups. Nonetheless, it has a steady participation. 

d) Non-Governmental Organisations: this block has been the focus of 8 attacks or 10.5% 

of the averaged total, and its subcategories received 31 during the same period. Within 

this category, we have UN workers, Activists and some specific individuals, all prime 

subjects for data theft and surveillance. After its peak in 2011 and 2012 of 25%, as 

seen in Figure 3-10 and Table 3-6, the participation of this block follows a medium-

level firm trend. 

e) Financial Institutions: this group had eight attacks during the period analysed or 9.4% 

of the combined total and its subgroups attacks amounted to 24 during the same 

period. This category includes sub-categories such as Banks and Investment 

Companies, always a target of those interested in financial gain. Figure 3-10 and 
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Table 3-6 show that attacks to these institutions are overall rising since 2015, even 

though they had been declining until then. 

f) Education: although this group did not have direct attacks it has a combined 

participation of 4.1% because it was part of 26 campaigns focused in other categories 

that used it as a gateway or as part of the attack itself. There have been no reports on 

2017 of attacks to this sector, but it has always had a presence in other years as Figure 

3-10 and Table 3-6 show. 

g) Health Industries: this section received two attacks or 3.5% of the averaged total, and 

its subsections counted 13 attacks. Some of the subsections are Pharmaceutical 

Companies, Healthcare Companies and Medical Industries, which are targeted for 

data theft, data wiping, and entry points to other targets. Figure 3-10 and Table 3-6 

show a sporadic targeting of this group with an uncertain trend. 

h) Media: although this block did not have direct attacks it has a combined participation 

of 2.9% since it was part of 18 campaigns focused in other groupings that used it as a 

doorway or as means to reach the main goal. The subcategories are Journalists, Mass 

media and TV Stations. This group has low participation over time even though it has 

appeared in more years than other groups it has always had low volumes; this can be 

seen in Figure 3-10 and Table 3-6. 

i) Hybrid: this sub-section is reserved for those attacks that have a wide range of targets, 

almost too wide to be a Targeted Attack. However, there are a few campaigns initiated 

as vastly reaching that ended up focusing on just a few targets, such as Black Energy. 

There are no direct attacks in this category and only one under a mixed category, 

representing only 0.2% of the total. 

 
Figure 3-7 Main Targets Type 
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Figure 3-8 Main Targets grouped counting targets sub-categories 

 
Figure 3-9 Targets and sub-targets participation compared 

 
Figure 3-10 Targets over time 
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Table 3-6 Targets per year participation 

 
 

3.3.1.4 Propagation Method 

This type focuses on how the attackers spread within the target’s network and how the initial 

distribution of the malware was done. Observing these attacks, 13 propagation methods have 

been acknowledged and are described in this section. 59.2% of these attacks use multiple 

propagation methods, here called multi-method, and 40.8% used one method. It is important 

to remark that one of the propagation methods is dedicated to those methods that are 

unknown to researchers, amounting to 3.6%. Figure 3-11 shows that over 76% of the attacks 

used four propagation methods: Social Engineering at 32.9%, Exploits at 22.1%, Watering 

Holes at 12.9% and USB Drives at 8.6%, it is essential to point out that the first three 

methods are the most commonly combined. 

The Propagation Methods have been ordered by their participation and are described as 

follows: 

a) Social Engineering: this type refers to those attacks focused on tricking human users 

into allowing access to sensitive details; there are several activities that fall into this 

category, such as phishing and tailgating. A combined total of 46 between single and 

multiple occurrences gives this group a 32.9% over the total. Figure 3-12 and Table 

3-7 show that this technique is a favourite of attackers, even though it has some 

valleys. 

b) Exploits: this category discusses those methods that take advantage of known 

vulnerabilities in applications, hardware, and Operating Systems. Adding single and 

multi-type occurrences this category reaches 31 occurrences which means a 

participation over a total of 22.1%. Figure 3-12 and Table 3-7 show that it has little 

variation in the participation with a stable trend. 

c) Watering Holes: although this method can be considered a part of Social Engineering, 

it requires the attacker comprise of sites that the targeted victims visit, which requires 

an extra level that sets them apart. Furthermore, some Social Engineering attacks such 
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as phishing use these as secondary infection points. There are 18 appearances 

observed that combining single and multi-type attacks represent a 12.9% 

participation. As observed in Figure 3-12 and Table 3-7, this category’s participation 

has a steadily increasing trend. 

d) USB Drives: this type refers to those attacks focused on tricking human users into 

inserting a malware-infected USB drive, this is another play on human psychology by 

either mailing or casually leaving a malicious USB drive for a user to open or directly 

asking for something from the drive, such as print out of a file. A combined total of 12 

between single and multiple occurrences gives this group an 8.6% over the total. 

Figure 3-12 and Table 3-7 show that this technique usage has declined over time to 

the point of not being detected since 2015’s appearances. 

e) LAN Spreading: this type refers to those attacks focused on the traditional worm-like 

spreading built-in method. A combined total of seven between single and multiple 

occurrences gives this group 5% over the total. Figure 3-12 and Table 3-7 show that 

this technique usage has declined significantly and has not been used since 2013. 

f) Access to Network Connections: this category discusses those methods that take 

advantage of poorly secured live network ports and Wireless Network, such as LAN 

connections left live and unattended or Wi-Fi connections with MAC blocking and 

weak passwords. Adding single and multi-type occurrences this category reaches six 

occurrences which means a participation over a total of 4.3%. Figure 3-12 and Table 

3-7 that it has little variation in the participation with a stable trend. 

g) Unknown: this type refers to those attacks where the methodologies used were not 

found, making them the most successful attacks. A combined total of five between 

single and multiple occurrences gives this group a 3.6% over the total. Figure 3-12 

and Table 3-7 show that not finding the methodology used has occurred over time, but 

it does not have a clear trend. 

h) Trojanised Software Installers: this category discusses those attacks that successfully 

embedded themselves in legitimate installers for new applications or updates for 

existing ones. These are also known as supply chain attacks and are very difficult to 

implement. Adding single and multi-type occurrences this category reaches four 

occurrences which means a participation over the total of 2.9%. Figure 3-12 and Table 

3-7 show that this methodology appears sporadically due to its complexity. 

i) File Infection: this category discusses those traditional malware attack methods that 

are applications written for infecting targets; however, they are relatively easily 

identifiable due to their signature. This category has been used in three multi-method 
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attacks, which means a participation over the total of 2.1%. Figure 3-12 and Table 3-7 

show that it has been sparsely used over time. 

j) Bootable CD-ROM: this type refers to those attacks focused on providing a CD-ROM 

that has booting capabilities to take control of the attacked host. Since the demise of 

this media, these attacks have all but disappeared. This group has been used in 2 

multi-method attacks, which means a participation over the total of 1.4%. Figure 3-12 

and Table 3-7 show that this technique has been used only in 2010 and 2011. 

k) Mobile Infections Through Infected PCs: this group refers to those attacks to mobile 

devices through previously compromised PCs. This group has been used in two multi-

method attacks, which means a participation over the total of 1.4%. Figure 3-12 and 

Table 3-7 show that this technique has been used only in 2010 and 2011. 

l) Peer-to-peer Sharing Networks: this type refers to those attacks focused on ad hoc 

network created for sharing resources an internet connection without server 

intervention; however, there are attacks to public or semi-public networks that can be 

included in this category. This group has been used in two multi-method attacks, 

which means a participation over the total of 1.4%. Figure 3-12 and Table 3-7 show 

that this technique has been used only in 2010 and 2014. 

m) Physical Access to Computers: this group refers to those attacks conducted through 

direct physical contact with the target’s computers; this is the case of lost or stolen 

laptops or unattended computers. This group has been used in two multi-method 

attacks, which means a participation over the total of 1.4%. Figure 3-12 and Table 3-7 

show that this technique has been used only in 2010 and 2011. 

 
Figure 3-11 Propagation Method 
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Figure 3-12 Propagation Method over time 

Table 3-7 Propagation Method per year participation 

 

3.3.1.5 Type of Attack 

This category aims to classify the types of attacks based on the tooling utilised, seven of these 

types have been identified and described here, some are used exclusively and others in 

combination, here they are referred as single-type and multi-type respectively. As can be seen 

in Figure 3-13, the most commonly used type is Backdoor representing 28.3% of the total, 

being followed by Trojans at 21.7% and Cyberespionage Toolkits at 19.6%, these top three 

types account for 69.6% of the total observed. 

The Types of Attacks have been ordered by their participation and are described as follows: 

a) Backdoor: this type refers to those applications or implementations that allow access 

to circumventing normal security procedures and processes. A total of 26 occurrences, 

single and multi-type combined, gives this group a 28.3% participation over the total. 
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Figure 3-14 and Table 3-8 show that although it has ups and downs, the overall trend 

is of growth in the total participation. 

b) Trojans and Droppers: this category discusses those malicious applications or 

implementations that are hidden within another, legitimate or not, and those that 

download and install or “drop” more malicious code. Adding single and multi-type 

occurrences this category reaches 20, which means a participation over the total of 

21.7%. Figure 3-14 and Table 3-8 show that it has little variation in the participation 

with a stable trend. 

c) Cyberespionage Toolkit: these are a grouping or combination of different tools, pre-

existing and specifically designed for the task at hand. There are 18 appearances 

combining single and multi-type attacks that represents a 19.6% participation. As 

observed in Figure 3-14 and Table 3-8, this category’s participation oscillates with an 

increasing trend. 

d) Complex Cyberattack Platform: this type refers to purpose design and developed 

platforms. A total of 12 occurrences, single and multi-type combined, gives this group 

a 13% participation over the total. Figure 3-14 and Table 3-8 show that it has peaks 

and valleys with a declining overall trend. 

e) Remote Administration Tool: this category discusses those applications that provide 

full control of the devices to an external party, in this context, with malicious intent. 

This type also includes Rootkit and Bootkit, which are collections of applications that 

allow access administration access to a host including the booting process of the 

Operating System. Adding single and multi-type occurrences this category reaches 

nine, which means a participation over the total of 9.8%. Figure 3-14 and Table 3-8 

show that it has peaks and valleys with a declining overall trend, although its 

maximum participation reached 28.6% in 2011. 

f) Data Destroyer/Wiping: these types are focused on rendering information unusable or 

erasing it. There are four single-type appearances that represent a 4.3% participation. 

As observed in Figure 3-14 and Table 3-8, this category’s participation is 18.2% in 

2012 and 28.6% in 2017, these being the two years that it appeared. Although the 

trend is to grow these types of attacks are sporadic. 

g) Worm: this category discusses those self-propagating malicious applications or 

implementations. There are three single-type appearances that represent a 3.3% 

participation. Figure 3-14 and Table 3-8 show that in the years that appeared it has 

high participation; however, it is not often used and has a declining trend. 
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Figure 3-13 Types of Attacks 

 
Figure 3-14 Types of Attacks over time 

Table 3-8 Types of Attacks per year participation 

 

3.3.1.6 Purpose of Attack 

The goal of this grouping is to classify the Purpose of Attacks; seven different purposes have 

been found in this research and are described here. Many attacks have more than one purpose 
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and others just one; here, they are referred to as multi-purpose and single purpose, 

respectively. Figure 3-15 shows that all the identified purposes have been used in conjunction 

with others, and some have only been used with further attacks. Figure 3-15 also displays that 

Cyberespionage is by far the most popular purpose, at 50.9% is well over double the 

following purpose, Data Wiping sitting at 20.4%, and together with the third placed purpose, 

Surveillance at 12%, these top three purposes account for 83.3% of the attacks’ purposes. 

The Purpose of Attacks have been ordered by their participation and are described as follows: 

a) Cyberespionage: this can be defined as an attack designed to acquire sensitive data or 

information to obtain an advantage over other governments or targeted companies 

(Carbon Black, 2018). Figure 3-15 shows that this purpose represents 50.9% of the 

total and it has been the focus of 31 single-purpose attacks and part of 24 multi-

purpose one for a total of 55 occurrences; clearly this is the most common purpose 

from the samples analysed. Figure 3-16 and Table 3-9 display a very stable 

participation in each year and an almost consistent trend. 

b) Data Wiping: these attacks aim to gain a competitive advantage or inflict damage by 

destroying the competitor’s or adversary’s data. This purpose signifies 20.4% of the 

total, and it was the focus of six single-purpose and 16 multi-purpose attacks, adding 

up to a total of 22, as shown in Figure 3-15. Figure 3-16 and Table 3-9 present a 

diverse participation over time with a decreasing trend. 

c) Surveillance: refers to the monitoring of people or organisations for intelligence or 

information gathering. Figure 3-15 displays that this purpose has a 12% participation 

with a total of 13 attacks having this purpose; however, only two are single-purpose 

because those attackers are the producers of surveillance packages. Figure 3-16 and 

Table 3-9 show that in most years, it had a participation of at least 20%; however, it 

does not appear in every year and therefore has a declining trend. 

d) Remote Control: this can be defined as the intent to gain full control of the devices 

and applications of the attacked party. Figure 3-15 shows that this purpose represents 

7.4% of the total, and it has been the focus of two single-purpose attacks and part of 6 

multi-purpose, for a total of eight occurrences. Figure 3-16 and Table 3-9 display 

mostly stable participation for this purpose in each year and a slightly decreasing 

trend. 

e) Monetisation: this purpose refers to those attacks focused on directly stealing money. 

This purpose signifies 6.5% of the total, and it was the focus of six single-purpose and 
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one multi-purpose attacks, adding up to a total of seven as shown in Figure 3-15. 

Figure 3-16 and Table 3-9 present a generally low participation over time with a 

slowly increasing trend. 

f) DoS and DDoS: refer to attacks attempting to overwhelm services with traffic from 

many sources with the aim of disrupting the service. This purpose has been used as a 

part in other campaigns exclusively, having a participation of 1.9% and a total of two 

occurrences. Figure 3-16 and Table 3-9 show that this purpose has been sporadic; 

however, it may have been covertly used too. 

g) Facilitating other types of attacks: there is one attack, Regin, whose purpose was to 

facilitate other attacks, almost in a malware-as-a-service fashion. This case 

represented only 0.9% of the total and was used in conjunction with other purposes 

only once, as shown in Figure 3-16 and Table 3-9. 

 
Figure 3-15 Purpose of Attacks 

 
Figure 3-16 Purpose of Attacks per year of discovery 
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Table 3-9 Purpose of Attacks per year of discovery participation 

 

3.3.1.7 Secondary and Derivative Attacks 

This category reviews those attacks that are based on, re-use parts or have relationships to 

previous or contemporaneous attacks. Figure 3-17 graphically present the relationships and 

aims to illustrate them over time using the year of discovery for grouping. In this category 

those attacks that had evolutions of themselves are presented as referenced by others as well, 

these attacks are those that have a very close similarity to the original resembling a sub-

version of the attack rather than having significant differences. From the total sample of 

campaigns analysed only 27 fit this category, or 37.5%, referencing a total of 22 attacks, 11 of 

these are referred by others and reference others at the same time. These differences between 

attacks are colour coded in the diagram, where orange represent those with no references, 

blue are those that reference others, green are the ones referenced by others, and grey-blue 

are the ones that reference others and are referenced by other attacks.  

Figure 3-17 also shows that Agent.BTZ and Equation through Stuxnet and Flame are the 

attacks that have influenced the most future campaigns, from their discovery in 2008 they 

have affected attacks until 2017 with Stonedrill. Other big influencers are Wiper, MiniDuke 

and Turla; the latter also refers to 1998 campaign Moonlight Maze which through Whitebear 

made its presence felt in 2016. 
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Attacks Relationship by year of discovery
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Figure 3-17 Attacks Relationships by year of discovery 

3.3.2 APT Selection Process 

The selection of the attackers can be made based on the categorisation of the Targeted Attacks 

described in 3.3.1. Each category has been weighted as described here: 

a) Targeted Platform: weighted in a zero to five scale, where zero represents no part in 

the subcategory, and five is the maximum value based on the participation on the 

category as shown in Figure 3-1.  The weighting was applied based on Table 3-10 
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allocations, and because each attack could be directed at more than one platform, the 

value of each subcategory is added to obtain the final score. 

Table 3-10 Platform Weighting 

1-Platform Weight 

Windows 5 
Linux 3 
OS X 3 
Android 3 
iOS 2 
Windows Mobile 1 
BlackBerry 1 
Cisco 2 
SCADA Systems 1 
Symbian 1 

b) Time Elapsed to Discovery: weighted in zero to five scale, based on the numbers of 

months elapsed until the discovery of the attack, as shown in Figure 3-3. One unique 

weighting was directly allocated to each attack using Table 3-11.  

Table 3-11 Time Elapsed to Discovery Weighting 

2-Time Elapsed to Discovery Weight 

< 1 year 0 
>= 1 year and < 2 years 1 
>= 2 years and < 3 years 2 
>= 3 years and < 4 years 3 
>= 4 years and < 5 years 4 
>= 5 years and < 6 years 4 
>= 6 years and < 7 years 5 
>= 7 years and < 8 years 5 
>= 8 years and < 9 years 5 
>= 9 years and < 10 years 5 
>= 10 years 5 

c) Targets: weighted in a zero to five scale, where zero represents no part in the 

subcategory and five is the maximum value based on the participation of the category, 

as shown in Figure 3-9. Table 3-12 shows the weighting applied and offers some 

comments about the allocation. Since each attack could affect multiple targets, to 

obtain the final value, the subcategories results are added. 

Table 3-12 Targets Weighting 

3-Targets Weight 

Government Entities 5 
Manufacturing Commercial Companies 4 
High Tech Companies 4 
Non-governmental organisations 3 
Financial institutions 3 
Education 2 
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3-Targets Weight 

Health Industries 1 
Media 1 
Hybrid 1 

d) Propagation Method: weighted in a zero to five scale, where zero represents no part in 

the subcategory, and five is the maximum value based on the participation on the 

category as shown in Figure 3-13. Table 3-13 shows the weighting applied and offers 

some comments about the allocation. To obtain the final value, the categories results 

are added because attacks could make simultaneous use of different types. 

Table 3-13 Propagation Method Weight 

4-Propagation Method Weight Comments 

Social engineering 5 Highest participation 
Exploits 4  
Watering hole attacks 4  
USB drives 3  
LAN spreading 3  
Access to network connections 2  

Unknown 3 
Although it is 7th by participation, it is important to mark 
those that propagated without leaving traces 

Trojanized software installers 4 
Although it is 8th by participation, the complexity of these 
attacks requires a high weight 

File infection 2  
Bootable CD-ROM 1 

Lowest participation 
Mobile infections through 
infected PCs 

1 

Peer-to-peer sharing networks 1 
Physical access to computers 1 

e) Type of Attacks: weighted in a zero to five scale, where zero represents no part in the 

subcategory, and five is the maximum value based on the participation on the category 

as shown in Figure 3-13. Table 3-14 shows the weighting applied and offers some 

comments about the allocation. To obtain the final value, the categories results are 

added because attacks could make simultaneous use of different types. 

Table 3-14 Type of Attacks Weight 

5-Type of Attacks Weight Comments 

Backdoor 5 Highest participation 
Trojan 4  
Cyberespionage Toolkit 4  

Complex Cyberattack Platform 5 
Although behind the third position by 6.5% in 
participation, this is a particularly advanced type that 
requires more recognition 

Remote Administration Tool 3  
Data Destroyer 1  
Worm 1 Lowest participation 
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f) Purpose: weighted in a zero to five scale, where zero represents no part in the 

subcategory, and five is the maximum value based on the participation on the 

category, as shown in Figure 3-15.  The weighting was applied based on Table 3-15 

allocations, and the value of each subcategory is added to obtain the final score since 

it is possible for one attack to have more than one purpose. 

Table 3-15 Purpose weighting 

6-Purpose Weight 

Cyberespionage 5 
Data Wiping 4 
Surveillance 3 
Remote Control 3 
Monetisation 2 
DoS and DDoS 2 
Facilitating other types of attacks 1 

g) Secondary and Derivative Attacks: weighted in zero to five scale, based on Figure 

3-17. The weighting is directly allocated to each attack using the values listed in Table 

3-16. 

Table 3-16 Secondary and Derivative Weighting 

7-Secondary and Derivative Attacks Weight 

No relationship to others 0 
Reference others 1 
References and is referred to 2 
Many variants 3 
Medium number of links 4 
High number of links 5 

The weighting process described above per category produces a table with all these details, as 

shown in A.1. APT Table of weighted results per category. Each attack on the table is 

represented as a vector consisting of the weighted categories. To produce the selection of the 

attacks to be used in the future work test environment, only the sections presented in Table 

3-17 are used. The calculation is performed via a linear model represented by the value 

obtained with the sample mean equation for each attack as shown in Equation 3-8, and only 

the top four are selected as shown in Table 3-18. Although, other methodologies could have 

been used for the final calculation, due to the weighting used for the attacks, this specifically 

designed weighted mean equation was chosen. 

The vectors and results for all attacks are presented in A.2. APT Weighted table with 

categories used for selection.   
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Table 3-17 Categories and their usage in the selection process 

Category Values used 

1- Platforms Attacked 
Windows OS because it represents 65.4% of the attacks in the ATP 
sample. 

2- Time Elapsed to Discovery All attacks. 

3- Targets Attacked 
The 3 Targets that represent 69.3% of the combined totals of the 
sample are used: Government Entities, Manufacturing and 
Commercial Companies and High-Tech Companies. 

4- Type of Attacks 
The 3 Types that represent 68.5% of the combined totals of the sample 
are used: Backdoor, Trojan and Cyberespionage Toolkit. 

5- Propagation Method 
The 3 Types that represent 67.6% of the combined totals of the sample 
are used: Social Engineering, Exploits, Watering Hole attacks 

6- Purpose of Attacks 
The 2 Purposes that represent 71% of the combined totals of the 
sample are used: Cyberespionage and Data Wiping. 

7- Secondary and Derivative 
Attacks 

Only those attacks with a value higher than one are used. 

 

Equation 3-8 Sample Mean used for scoring 
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this is the sum of the vector values per attack, where β_j is the weight on each category 

and x_ij is the value of the category 

n= is the count of categories,7 in this case 

m = is the count of values > 0 

Table 3-18 Selected Attacks 

 

3.3.3 APT Recursive Attack Model 

Lockheed Martin’s model presented in Table 2-1 is focused on applying a phased kill chain to 

each host that the attackers target, and expand their presence from there. Because the 
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attacker’s tactics and techniques, as well as the defence techniques, have evolved, this model 

does not scale well to the entire networks and does not present the recursive nature of the 

phases. Table 2-2 shows Messaoud’s model which merges a few of the Lockheed Martin’s 

phases to better focus in the actions taken within the target’s network and introduces the extra 

step of Camouflage in the first five phases, as well as a new step dedicated to covering 

actions taken, trying to present tasks that permeate different phases. Bryant’s model presented 

in Table 2-4 has been developed with the application of a SIEM and data correlation in mind; 

hence it is focused in capturing, organising and structuring data, even though it scales very 

well in large environments it does not entirely represent recursive characteristics of the 

attacker’s work as the Mandiant’s Attack model presents in Table 2-3 (Bryant & Saiedian, 

2017) (Hutchins, Cloppert, & Amin, 2011) (Lockheed Martin Corporation, 2015). 

In this work a recursive attack model consisting of seven phases with three themes is 

proposed as shown in Figure 3-18, that attempts to capture the recursive nature of the phases 

and those tasks that are performed by the attackers at each step. Phases are the different parts 

that comprise this process; however, these phases in any Targeted Attack or APT are not 

necessarily completed in sequential order, some of them are combined during the execution 

of the plan of attack by design or due to the findings in previous stages. Themes, in this 

context, are recurrent tasks that are pervasive to some or all phases of the kill chain model. 

These phases and themes are described in this section as well as some possible defences in 

each step, later a comparison to Lockheed Martin’s Model and Bryant’s model is presented. 

 
Figure 3-18 Recursive Attack Model 

3.3.3.1 Phases 
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Phase 1 - External Reconnaissance: During this stage, the focus is firstly in collecting 

publicly available information such as internet-facing servers, DNS details, press publications 

and employment searches. Secondly, identifying employees and their on-line presence 

looking to leverage social engineering. These details and others combined define the initial 

plan of attack and help define the tools to be used in the campaign and how these will be 

delivered to the targets. Defence: Unfortunately for the defender’s team there is very little 

that can be done to prevent these activities, the best defence here is only to make available the 

strictly necessary details. 

Phase 2 - Delivery: In this phase the tools prepared are distributed to the target using the 

details found in phase 1: exploiting vulnerabilities in the external-facing servers, sending 

well-crafted targeted emails with various forms of compromise and exploiting social 

engineering tactics including watering holes. This phase can be repeated several times and 

addressed to several victims until there is a successful delivery. This task is part of a loop 

with Phase 3 repeated until the delivery of all parts has taken place or the initial targets have 

been compromised. Defence: is crucial that users are aware of the risks of unknown emails 

and suspicious links, external server hardening including patching to minimise the exposure, 

email analysis and sandboxing to reduce the number of BECs coming in, finally analyse 

IDS/IPS for incoming malicious connections. 

Phase 3 - Initial Installation: Many techniques are used here, some of them involve tricking 

users to a website to download further malware known as droppers, some direct users to sites 

where credentials are stolen or captured, others execute code via applications as attachment 

or macros or other injected codes in seemingly harmless files, and many attackers choose to 

use tools that already exist in hosts such as PowerShell and VBScript and just provide 

malicious scripts that are usually obfuscated. Defence: user-centric education is a pillar of the 

defence process to slow down attackers, as well as regular vulnerability scanning, 

implementing Endpoint Detection and Response tools, limiting user access and hardening 

administrators’ access (software and hardware). 

Phase 4 - Privilege Escalation: This stage is about attaining valid user credentials of any level 

to extend the reconnaissance and either uplift current credentials or obtain administrative 

credentials (local or domain). This step is part of a loop with Phases 5 and 6 repeated until a 

firm understanding of the target and control of the necessary parts to execute the goal has 

been achieved. Defence: make use of SIEM and AIOps (Artificial Intelligence for IT 

Operations) technologies to monitor unusual logins especially to high-value hosts, e.g. 
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Domain Controllers and administrator workstations, monitor unusual names of recently 

domain-joined computers, use HIDS/HIPS in critical servers and workstations. 

Phase 5 - Lateral Movement: At this point, attackers continue to reconnoitre the victim’s 

environment searching for critical workstations and servers, mapping paths to them and 

moving to them trying to reach their goal. Often attackers move from host to host without 

creating a permanent door to go back but instead keeping the knowledge on how this was 

done to reduce the detection risk. Defence: these are the same as on Phase 4 with the addition 

of the monitoring of unusual hosts connecting to critical workstations and servers, another 

option is the implementation of Software Firewall on these hosts, and the implementation of 

Honeypots and deception mechanisms. 

Phase 6 - Long Term Installation: This phase is essential for any APT attack, accounting for 

the Persistent in the name. It focuses on achieving stealthy control of the target and seed ways 

to remain in the environment. There are two distinct sub-phases, but the order in which they 

take place can vary: 

 6.a - Persistence Mechanism: This stage focuses on installing backdoors for future 

access and creating ways of remaining in the victim’s network such as creating services, and 

autorun registry entries calling backdoors. Attackers try to blend in with the environment, so 

their applications and actions will look legitimate. Defence: HIDS/HIPS or EDR monitoring 

and blocking common paths of installation and execution, FIM (File Integrity Management) 

monitoring for tampering with files or creation of unwanted files, use certificates for any 

portable executable file capable of being signed. 

 6.b - Command and Control: This phase creates a connection to the attackers’ servers 

that allows them to control the targets at will, including downloading and uploading files and 

executing commands. Attackers are known to have multiple servers, including some hosted in 

legitimate sites or legitimate servers used as proxies, and even rotate the servers used to 

reduce the risk of discovery. Many common protocols are used for the communication 

making it difficult to detect them. Defence: sinkhole known C&C domains and block IP 

addresses, use internal proxies to route traffic, make use of SIEM and AIOps to search 

IDS/IPS, Firewalls and proxies for unusual outgoing traffic. 

Phase 7 - Actions on Objectives: After having executed all previous phases, attackers now 

have the means to carry out their goals. These objectives can be very different, with the most 
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common being data exfiltration, data destruction, data tampering that violates Confidentiality, 

Integrity and Availability (Ciampa, 2015), others are operation disruption, defacement and 

monetisation (e.g. ransomware, money theft). Defence: all previous phases defences should 

be implemented so this phase cannot be carried out if this takes place incident response plans 

should be in place and well-drilled to stop these actions as soon as detected. 

3.3.3.2 Themes 

Theme 1 - Knowledge Repository: After the phase dedicated to gathering intelligence and 

creating the knowledge repository of the target, new details are obtained through all steps, 

and these are added to the repository for easy access and referencing during further attacks or 

attempts of extending the on-going one. This theme helps reduce the time of further activities. 

Theme 2 - Covering Tracks: This is one key task in any APT because remaining undiscovered 

is a big part of the success of the attack. This disguising takes many forms and depends on the 

stage, environment and defences presented, some of the most common forms are: placing 

executables in well-known paths or using the name of well-known executables but located in 

a different path, using encryption, memory injection, steganography, script obfuscation, using 

readily available tools (known as living-off-the-land). 

Theme 3 - Internal Reconnaissance: After the Initial Reconnaissance has been done and the 

attack is launched, at each new step the process of reconnoitring the new compromised host 

and its surroundings for vulnerabilities is repeated, increasing and feeding the ever-growing 

Knowledge Repository of the target. The attackers, given time, will have an excellent 

understanding of the target’s network layout, the servers and applications running in it, as 

well as the security implemented. 

3.3.3.3 Recursive Model Flowchart 

Figure 3-19 shows a flowchart representation of the phases of this kill chain, highlighting the 

essential characteristics of each stage and the importance of creating a knowledge repository 

of the target and its growing nature. The other themes, Internal Reconnaissance and Covering 

Tracks are not represented but assumed within the subprocess of the phases. 
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Figure 3-19 Recursive model flowchart 

3.3.3.4 Comparing Models 

Bryant’s model and the recursive model have Lockheed Martin’s model as their root, with 

Table 3-19 showing the similarities between these three models. In  

Table 3-20, the phases of these three models are compared, including a description of the 

relationship to the Recursive model in the comments column. 
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Table 3-19 Comparing Attack models 
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7-Actions on Objectives 
7-Exfiltration 

 

Table 3-20 Similarities and differences between attack model phases 

Lockheed’s 
Model 

Bryant’s Model Recursive Model 
Comments 

Phases Phases Phases 

1-Reconnaissance 

1-Reconnaissance 1-External Reconnaissance 

Bryant’s does not use Lockheed’s 
Phase 2, but our model incorporates 
it in this phase and focuses on what 
is done outside the victim’s 
environment. 

2-Weaponisation 

3-Delivery 2-Delivery 2-Delivery The same in all models. 

5-Installation 
3-Installation 3-Initial Installation 

This phase exists in all models; 
however, in Lockheed Martin’s is 
in a later phase as well as having 
part of the exploitation phase. 

4-Exploitation 

4-Privilege 
Escalation 

4-Privilege Escalation 

Lockheed’s Exploitation phase is 
divided over 3 phases in Bryant’s 
model. Privileged Escalation is the 
same in Bryant’s and this model. 

5-Lateral 
Movement 

5-Lateral Movement 

Although this phase exists in 2 
models, in our model Bryant’s 
phase is interpreted as composed of 
2 phases, one divided into 2 
subphases 

6-Long 
Term 
Installation 

6.a. 
Persistence 
Mechanism 

This subphase in this work’s model 
is added to highlight the importance 
of having a way to continue the 
attack. 

6-Command and 
Control 

6.b. Command 
and Control 

Bryant’s model does not use it 
because it is considered part of its 
phases 2, 3, 5 and 7. In this model, 
it is a subphase of long-term 
installation and focuses on the 
attackers' control strategies. 

4-Exploitation 7-Actions on Objective 
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Lockheed’s 
Model 

Bryant’s Model Recursive Model 
Comments 

Phases Phases Phases 

7-Actions on 
Objectives 

6-Actions on 
Objective 

Bryant’s adds a phase exclusively 
for exfiltration and considers that a 
part of the Lockheed exploitation 
phase is included too. In this model, 
Lockheed’s definition is followed 
but applied to the entire attack 
rather than to one host or part. 

7-Exfiltration 

 

3.3.4 The Hybrid Model 

As presented in Chapter 1, the objective of this research is to investigate how to increase the 

detection rate of APT and TA in the early phases of the attack. This section describes the 

hybrid algorithm model used to work on the hypothesis introduced. 

The proposed Hybrid Model consists of three phases: network traffic data collection, pre-

processing and DCA processing. During the initial phase, a dataset is obtained which is used 

in the pre-processing phase to attain the set of features for classification of the dataset and the 

definition of DCA signals to be used in the algorithm. During the last phase, the DCA is 

executed, and the anomaly threshold is calculated and applied for the final classification step. 

The phases and high-level steps can be seen in Figure 3-20. 

 
Figure 3-20 Hybrid Model 

3.3.4.1 Network Traffic Collection Phase 

The objective of this phase is to obtain a dataset for processing with the Hybrid Model, which 

can be achieved through using readily available network security monitoring tools, such as 

Zeek IDS, formerly Bro IDS, (The Zeek Project, 2020) and Snort IDS (Cisco, 2020). It is also 
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possible to use Firewall traffic exports or Network Flow collectors such as NetFlow Traffic 

Analyzer (SolarWinds, 2020).  

Another option for obtaining network traffic datasets is the usage of well-known datasets 

such as KDDCup99, NSL-KDD99 or UNSW-NB15 (Hettich & Bay, KDD Cup 1999 Data, 

199) (Tavallaee, Bagheri, Lu, & Ghorbani, 2009) (University of New South Wales, 2018). 

3.3.4.2 Pre-processing Phase 

The objective of this phase is to obtain the best performing set of features for classification of 

the dataset that will be passed to the next stage. 

The dataset selected in the first phase is the input for the Genetic Algorithm (GA) used to 

perform feature reduction. The features lists obtained are then used to reduce the number of 

features of the original dataset and run them through the Support Vector Machine (SVM) 

classifier which will allow ordering the lists by accuracy. The best performing features lists 

are then passed to the next phase. 

3.3.4.2.1 Feature Extraction 

The purpose of this step is to extract those features or variables relevant to be used by the 

DCA classifier, therefore, reducing the computational cost of processing the model and 

improving the overall performance. This is achieved by using Genetic Algorithm, described 

by Hoque, Mukit, & Bikas (Hoque, Mukit, & Bikas, 2012) as a problem-solving 

programming technique that uses Darwin’s evolution principle and survival of the fittest to 

optimize candidate solutions towards the predefined goal using selection, recombination and 

mutation operators. As discussed in Section 2.3.3, the effectiveness of the GA is determined 

by three factors (Desale & Ade, 2015) (Gong, Zulkernine, & Abolmaesumi, 2005) (Li W. , 

2004): 

a) Fitness Function: calculates the goodness of each chromosome according to the 

desired solution. 

b) Representation of Individuals: the selected chromosomes must represent the scope of 

the objective. 

c) GA Parameters: these are dependent on the implementation and can include selection 

rate, crossover style, mutation rate and others. 
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In the Hybrid Model GA has been implemented using Manuel Calzolari’s sklearn-genetic 

Python library (Calzolari, 2019). Here is a list of the parameters used: 

a) Estimator (estimator): A supervised learning estimator with a `fit` method used in 

conjunction with a scoring method to provide the classification of the features. 

b) Scoring (scoring): Evaluation method, controls what metric is applied to the estimator 

evaluated. In the Python scikit-learn implementation, these classifiers are (Pedregosa, 

et al., 2011): 

a. Accuracy (accuracy): indicates how well true cases are identified as a rate over 

the total cases. 

b. Precision (precision): indicates how often predicted positives are correct. 

c. Recall (recall): indicates how often actual positives are predicted as true 

positives. 

d. F-score (F1): is the weighted average of the precision and recall, where an F1 

score reaches its best value at one and the worst score at zero. The relative 

contribution of precision and recall to the F1 score are equal. 

e. Area Under the Curve (roc_auc): summarises the performance of a Receiver 

Operating Characteristic (ROC) in one number by providing the area of the 

ROC box under the curve. 

f. Average Precision (average_precision): Calculates average precision from 

prediction scores, this score corresponds to the area under the precision-recall 

curve. 

c) Cross-validation (cv): Determines the cross-validation splitting strategy. 

d) Population (n_population): Starting population number 

e) Crossover Probability (crossover_proba): The chance for a chromosome to be selected 

for mating (crossover). 

f) Mutation Probability (mutation_proba): Likelihood of mutation of random elements 

of the chromosome. 

g) Generations (n_generations): Maximum number of generations to be used. 

h) Crossover Independent Probability (crossover_independent_proba): Independent 

probability for each attribute to be exchanged. 

i) Mutation Independent Probability (mutation_independent_proba): Independent 

probability for each attribute to be mutated. 

j) Tournament Size (tournament_size): Tournament pool size. Tournament Selection is a 

method for selecting a chromosome from a random selection pool of individual 
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chromosomes; the selected winner is passed to the next generation (Miller & 

Goldberg, 1995). 

k) Number of Generation with No Change (n_gen_no_change): it will terminate 

optimization when the best individual is not changing in all the previous 

`n_gen_no_change` number of generations. 

l) Caching (caching): if True, scores are stored. 

Table 3-21 shows the parameters used in this implementation to obtain sets of features. 

Table 3-21 Hybrid Model Genetic Algorithm parameters used 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Estimator 
Logistic Linear Regression 
solver=’liblinear’ 

SVM – SVC 
kernel=’rbf’ 
gamma=’scale’ 
C = 1.0 

Scoring Accuracy 
Cross-validation 10 
Population 10 / 50 / 100 / 300 / 500 / 1000 
Crossover Probability 0.3 / 0.5 
Mutation Probability 0.2 
Generations 40 / 100 / 300 
Crossover Independent 
Probability 

0.1 

Mutation Independent 
Probability 

0.05 

Tournament Size 3 
Number of Generation with 
No Change 

5 

Caching True 

Table 3-21 introduces two types of estimators to use with GA, Logistic Linear Regression 

and SVM. These models are chosen because they are commonly used in many applications 

and are readily available in Python libraries. The following paragraphs introduce the chosen 

implementation of these models. 

Weisberg (Weisberg, 2014) tells that Regression analysis is a statistical method that studies 

the dependence or relationship between a dependent variable and one or more independent 

variables. In the Hybrid Model, its goal is to model the probability of an event occurring 

using linear predictor functions, in order to fit the predictive model of GA. Several 

implementations of this method exist; however, the most commonly used is the Linear 

Regression, which is utilised in this work using Python scikit-learn implementation 

(Pedregosa, et al., 2011). 
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Equation 3-9 presents the Linear Regression Model, where x is the independent variable and 

y is the dependent variable. In this equation, the intercept 𝛽  and the slope 𝛽  are unknown 

constants and 𝜀 is a random error component (Montgomery, Peck, & Vining, 2012). 

Equation 3-9 Linear Regression Model 

𝑦 = 𝛽 + 𝛽 𝑥 + 𝜀 

As introduced in Section 2.3.1, SVM is based on statistical learning theory which focuses on 

finding the best solution with a restricted subset of the training data. Although SVM is mainly 

a linear classifier, by using the Kernel Trick, it can also perform non-linear classifications. 

The Kernel Trick uses a kernel function that works in a high-dimensional plane (hyperplane) 

calculating the inner products between the images of the data pairs instead of the actual 

coordinates in the plane, making it a less computationally intensive process (Yin, Zhang, & 

Zhao, 2016)  (Yang, Fu, & Zhu, 2016). 

In the Hybrid Model SVM is employed using Python scikit-learn implementation of libsvm 

(Pedregosa, et al., 2011). Although there are several kernel options, this works utilizes the 

commonly used Radial Basis Function (RBF) kernel because it presents a finite response 

along the x-axis and assumes that there is no previous knowledge of the dataset. RBF, in turn, 

has two crucial parameters (Liu, He, & Xu, 2010): 

a) Kernel (kernel or K): Specifies the kernel type to be used in the algorithm. It must be 

one of ‘linear’, ‘poly’, ‘rbf’, ‘sigmoid’, ‘precomputed’ or a callable function. This  

implementation uses ‘rbf’, that is calculated using Equation 3-10, where ‖𝑥 − 𝑥′‖  is 

the Euclidean distance between two data points x and x’, 𝜎 is the standard deviation, 

and exp is the symbol for an exponential function. 

Equation 3-10 RBF Kernel 

𝐾(𝑥, 𝑥 ) = exp −
‖𝑥 − 𝑥′‖

2𝜎
 

b) Gamma (gamma): defines how far the influence of a single training example reaches, 

with low values meaning ‘far’ and high values meaning ‘close’. A lower value of 

Gamma will loosely fit the training dataset, while a higher value of gamma will 

exactly fit the training dataset, which would cause over-fitting. It is common to use a 

supplied value or to use the ‘scale’ value that is calculated as shown in Equation 3-11, 
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where n_features represents the number of features of the dataset and dataset 

variance is the variance of the dataset between the maximum and minimum values. 

Equation 3-11 Gamma scale value 

𝑠𝑐𝑎𝑙𝑒 =
1

𝑛_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 ∗ 𝑑𝑎𝑡𝑎𝑠𝑒𝑡 𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒
 

c) Cost of Misclassification (C): Regularization parameter that can be thought as the 

penalty for misclassifying a data point. The strength of the regularization is inversely 

proportional to C; therefore, a small value indicates that the classifier accepts low 

variance (accepts misclassified points), in the other hand a large value indicates high 

variance (misclassifications are heavily penalised). 

Before processing the dataset, it is standardised by transforming the features using a Standard 

Scaler shown in Equation 3-12 that standardises features by removing the mean, µ, of each 

value x and scaling to unit variance by dividing it by the standard deviation, σ, of the feature. 

The goal of this methodology is to reduce the dataset to the approximate standard normally 

distributed data. 

Equation 3-12 Standard Scaler 

𝑧 =
𝑥 − 𝜇

𝜎
 

The core pseudocode is present in Algorithm 3-1; this code is repeated using the different 

combinations of the parameters presented in Table 3-21. 

Input: Training dataset 
Output: List of reduced features 
 
Set parameters: estimator, scoring, cv, n_population, crossover_proba, mutation_proba, n_generations, 
crossover_independent_proba, mutation_independent_proba, tournament_size, n_gen_no_change 
 
//Initialise: 
Dataset <- Training dataset 
Scale Dataset using MaxMin 
 
//Process: 
Fitness (n_population) 
while (i < n_generations OR wait < ngen_no_change) do 
 for 1 to tournament_size 
  Selection 
 end for 

Crossover 
Fitness calculation 
Mutation 

end while 
Evaluate 
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Return best 

Algorithm 3-1 Hybrid Model GA pseudocode 

3.3.4.2.2 Signal Set Definition 

The objective of this step is to take the feature lists generated by GA and categorise each one 

of their features into Danger and Safe signals, which will act as input for the next step. 

The first action is to classify each record of the dataset into Normal or Abnormal by 

employing the SVM classification algorithm, as described in the previous section. Table 3-22 

shows the parameters used in this implementation to classify the feature sets obtained in the 

previous step. Before processing the dataset, it is standardised by transforming the features 

using a Standard Scaler already presented in Equation 3-12. 

Table 3-22 Hybrid Model SVM algorithm parameters used 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Values for 
Round 3 

Values for 
Round 4 

Values for 
Round 5 

Values for 
Round 6 

Gamma Scale Scale Scale Scale Scale Scale 

C 200 300 500 1000 1500 2000 

The core pseudocode is presented in Algorithm 3-2, which is repeated using the different 

combinations of the parameters presented in Table 3-22. Only the best results by accuracy on 

each feature set are passed to the Signal Set definition process. 

Input: Training dataset and Testing dataset 
Output: Ranked list of feature set by the accuracy 
 
Set parameters: kernel, gamma, c, Train, Test 
 
//Initialise: 
Train <- Training dataset 
Test <- Testing dataset 
 
//Training: 
Reduce features of Train using GA results 
Scale Train using MaxMin 
Calculate SVM estimator 
 
//Testing: 
Reduce features of Test using GA results 
Scale Test using MaxMin 
Score using estimator 
Store result 

Algorithm 3-2 Hybrid Model SVM pseudo code 

The Signal Set definition starts by scaling the dataset using a Min-Max technique with a 

range between 0 and 1 to normalise the data, providing strength for features with small 
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standard deviations, and preserving entries with the value of zero in sparse data. To obtain the 

Normal and Abnormal classification of each record, the SVM algorithm is ran using the 

parameters found as best performing in the previous step and applied to the dataset based on 

the features obtained from the GA step. 

Then the mean of each feature in the list is calculated for each group, Normal and Abnormal, 

using Equation 3-13, where FM represents the mean of this feature, n is the number of 

records, i is the record ID, and xi is the value of each item in the feature list. 

Equation 3-13 Feature Mean 

𝐹𝑀 =
1

𝑛
∗ 𝑥  

The next step is the selection process of features, which is done by applying the cumulative 

distribution function of the Pareto distribution model as shown in Equation 3-14 (Dunford, 

Su, Tamang, & Wintour, 2014) to the Normal and Abnormal subsets individually to obtain the 

features to be used for Safe and Danger signals, respectively. Equation 3-14 contains FM that 

is the series containing the median of each feature x, xm is the lower end of the data tail 

excluding 0, and α is the shape parameter used. In this implementation, α equals to 0.45. 

Features with a cumulative value larger than 0.95 are selected to represent Safe and Danger 

signals, accordingly. 

Equation 3-14 Feature Cumulative distribution function of the Pareto distribution 

𝐹𝑀(𝑥) =
1 −

𝑥

𝑥

∝

,   𝑥 ≥ 𝑥

                   0,   𝑥 < 𝑥
 

The overall result of this step is two sets of features for each GA set found, one containing the 

Safe Signals and other the Danger Signals. The pseudocode is presented in Algorithm 3-3, 

and this code is applied to each set of features found in the previous step. 

Input: Ranked list of feature set by accuracy 
Output: Set of Safe Signals features and Danger Signal features 
 
Set parameters: alpha = 0.45 
 
//Initialise: 
Dataset: Training dataset 
 
//Process: 
Calculate Mean of Features 
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Split dataset in Normal and Abnormal 
Calculate Pareto cumulative distribution function 
Evaluate results, select > 0.95 

Store result 

Algorithm 3-3 Hybrid Model Signal Set definition pseudo code 

3.3.4.3 DCA processing Phase 

The objective of this phase is to obtain the Anomaly Threshold for classification of the 

records included in the dataset. The pre-processing starts by dividing the features passed by 

the previous step in two subsets representing the Danger and Safe signals used in the 

Deterministic Dendritic Cell Algorithm (DCA) to score the observations. The final step 

produces the Anomaly Threshold that allows the classification of the scores into Normal or 

Anomalous.  

3.3.4.3.1 Traffic Processing 

As described in section 2.3.2, the DCA is a semi-supervised classification process that defines 

cells and environmental signals to detect pathogens, known as external signals, and presents 

them for an immune response. Dendritic Cells (DC), in the biological world, are the ones in 

charge of detecting and processing internal signals which are the result of damage or stress to 

tissue or cells and determine if a response is required. The Deterministic DCA (dDCA) 

reduces the number of parameters, and after defining the features from the dataset to be used 

as Danger and Safe signals, it requires only three other parameters: a set number of DCs to 

use, the weighting schema, and a simplified processing equation. The last two parameters are 

used for the transduction process, which is the process of mapping the signal values to 

decision signals, called activation, inhibition and the migratory signals, (Greensmith, 

Aickelin, & Cayzer, Introducing Dendritic Cells as a Novel Immune-Inspired Algorithm for 

Anomaly Detection, 2005) (Greensmith & Aickelin, The Deterministic Dendritic Cell 

Algorithm, 2008).  

As presented in section 2.3.2, the linear equation and weights used by DCA are sensitive to 

the dataset features and values. The author presented the original transduction linear equation 

in Equation 2-8, and the weights in Table 2-9 that resulted in Equation 2-9. Reviewing 

datasets NSL-KDD99 and UNSW-NB15, which are commonly used in research publications 

and have different characteristics regarding data variance and standard deviation, this work 

concluded that the original equation is valid for datasets with smaller standard deviations and 

a new equation and weights are needed for higher values of standard deviations. Additionally, 
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if the data variation is too sizeable extra smoothing of the dataset would be required. The new 

equation, weights and extra smoothing are presented in the following paragraphs. 

The new transduction linear equation used for datasets with larger standard deviations and 

variances is presented in Equation 3-15, where wd and ws are the weights for safe and danger 

signals respectively, SD are the features identified as danger signal, and SS are the ones 

identified as safe signals. The table of weights applied to the hybrid model are shown in Table 

3-23, where wA denotes the weight for Activation Signal (Danger), wI the weight for 

Inhibition Signal (Safe), and wM the weight for Migratory Signal (classification is ready).  

Equation 3-15 Hybrid Model Transduction linear equation 

𝑊 = 𝑤 ∗ 𝑆 + 𝑤 ∗ 𝑆  

Table 3-23 Hybrid Model weights 

Signal WA WI WM 

SD 1.0 0.0 1.0 

SS -1.0 1.0 1.0 

After applying the weights from Table 3-23 to Equation 3-15, the resulting equation for each 

decision signal are presented in Equation 3-16, Equation 3-17 and Equation 3-18. 

Equation 3-16 Hybrid Model Weighted Activation Signal equation 

𝑊 = 𝑆 − 𝑆  

Equation 3-17 Hybrid Model Weighted Inhibition Signal equation 

𝑊 = 𝑆  

Equation 3-18 Hybrid Model Weighted Migratory Signal equation 

𝑊 = 𝑆 + 𝑆  

The dataset is standardised by firstly transforming the features using a scaler with a base 10 

logarithm to account for wider variations in the values, and a second normalisation of the 
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resulting dataset is done using Exponential Moving Average (EMA) that reacts consistently to 

the data pattern but produces a smoother representation of the data. EMA uses a recursive 

formula as seen in Equation 3-19, where i is the observation identifier, V is the value of the 

observation in the feature being processed, and α is the smoothing factor calculated as shown 

in Equation 3-20. The EMA equation assigns a greater weight to the most recent observations 

and reduces the weight to previously calculated results (Pandas Development Team, 2014) 

(Basurto, 2019). 

Equation 3-19 Exponential Moving Average 

 
𝐸𝑀𝐴 =  𝑉                                             

𝐸𝑀𝐴 = ∝ ∗  𝑉 + (1−∝) ∗ 𝐸𝑀𝐴
 

Equation 3-20 Alpha definition 

∝ =
2

(𝑛 + 1)
 

To select the linear equation, weights and extra dataset standardisation to be used this work 

proposes a three-step process: (1) the dataset is standardised by transforming the features 

using a scaler with a base 10 logarithm to account for wider variations in the values, (2) 

separate the features into Danger and Safe using the output from the previous stage and 

obtain the sum for each observation, (3) calculate the standard deviation of Danger and Safe 

features. If the standard deviations obtained are less than five the original weights, equation 

and a Min-Max scaling with range (0,1) are used; otherwise, the new model is applied with 

log10 normalisation first and then the extra smoothing of the dataset with EMA. Equation 

3-21 shows these steps, where 𝜎  is the standard deviation of the sum of the Danger 

Features and 𝜎  is the one for the Safe Features. 

Equation 3-21 Equation Selection 

(𝜎 ∧ 𝜎 ) < 5 ; 𝑢𝑠𝑒 𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙          

(𝜎 ∧ 𝜎 ) ≥ 5; 𝑢𝑠𝑒 𝐻𝑦𝑏𝑟𝑖𝑑 𝑀𝑜𝑑𝑒𝑙
 

𝑤ℎ𝑒𝑟𝑒: 

𝑆𝐷 = 𝑆  

𝑆𝑆 = 𝑆  
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In addition to the previously presented parameters, the Migration Threshold parameter is 

added to determine when a DC has received enough details, and it is ready to be considered 

as having completed information collection and migrated to its final state.  

Table 3-24 shows the parameters used in this implementation of the dDCA. 

Table 3-24 Hybrid Model dDCA parameters used 

Parameter Values for 
Round 1 

Values for 
Round 2 

Values for 
Round 3 

DC quantity 10 100 1000 

Migration Threshold 0.1 / 1 / 10 / 100 1 / 100 1 

EMA’s alpha (if used) 40 40 40 

The Hybrid Model dDCA pseudocode is presented in Algorithm 3-4. 

Input: Antigen and Signals 
Output: Antigen Types and cumulative k values 
 
Set number of cells, MigrationThreshold 
Normalise dataset using Log10 
Normalise dataset using Exponential Moving Average 
 
Initialise DCs() 
While data do 
    Switch input do 
        Case Antigen 
            DC of cell index assigned antigen 
            Update DC’s antigen profile 
        End 
        Case Signals 
            Calculate Transduction 
            For each DCs do 
                DC.wa += wa 
                DC.wi += wi 
                DC.wm += wm 
                If DC. wm >= DC. MigrationThreshold then 
                    Calculate score 
                    Log DC.score 
                    Reset DC() 
                End  
            End  
        End 
    End  
End 
For each Antigen Type do 
    Calculate Anomaly metrics 
End  

Algorithm 3-4 Hybrid Model dDCA pseudo code 

3.3.4.3.2 Decision Module 
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The scores obtained with one of the datasets are used as training to find the Anomaly 

Threshold (AT) to apply to the other dataset. AT calculations start by obtaining the 

intersection points of the distributions on the log-density scales, which helps to avoid non-

linear scaling issues, for Normal and Anomalous values of the known training dataset. These 

calculations are presented in the following equations starting on Equation 3-22, where 𝑓 (𝑥) 

is the normal function and 𝑓 (𝑥) is the anomalous. 

Equation 3-22 Initial Equation 

𝑓 (𝑥) = 𝑓 (𝑥) 

⟹ log 𝑓 (𝑥) = log 𝑓 (𝑥) 

⟹ log 𝑓 (𝑥) −  log 𝑓 (𝑥) = 0 

If fi has mean µi and standard deviation σi where (i=1,2) then applying these concepts to the 

previous equation log 𝑓 (𝑥) results in the quadratic equation shown in Equation 3-23, where 

µ1 is the mean of the Normal results and σ1 is the standard deviation of the Normal results, µ2 

and σ2 are the mean and standard deviation of the Anomalous results. 

Equation 3-23 Log density 

log(𝑓 (𝑥)) =  −
1

2
log(2𝜋) −

1

2
log(𝜎 ) −

1
2

(𝑥 − 𝜇 )

𝜎
 

𝑡ℎ𝑒𝑛: 

log(𝑓 (𝑥)) −  log(𝑓 (𝑥)) =
1

2
log(𝜎 ) − log(𝜎 ) +

(𝑥 − 𝜇 )

𝜎
−

(𝑥 − 𝜇 )

𝜎
 

=
1

2
(𝐴𝑥 + 𝐵𝑥 + 𝐶) 

𝑤ℎ𝑒𝑟𝑒: 

𝐴 = −
1

𝜎
+

1

𝜎
 

𝐵 = 2 −
𝜇

𝜎
+

𝜇

𝜎
 

𝐶 =
𝜇

𝜎
−

𝜇

𝜎
+ log

𝜎

𝜎
 

Now applying the quadratic formula to find the roots of the quadratic equation, the values of 

the intersection points will be obtained, the equation is shown in Equation 3-24. 
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Equation 3-24 Quadratic formula applied to obtain intersections 

∆ =  𝐵 − 4𝐴𝐶 =  
4

𝜎 + 𝜎
(𝜇 − 𝜇 ) + (𝜎 + 𝜎 ) log

𝜎

𝜎
 

The absolute value of the difference between the standard deviation of the Anomalous results 

and Normal results is subtracted from the floor value of intersection points obtained; then this 

result is used to find the anomaly threshold to be applied to the scores from the previous step. 

Equation 3-25 shows the calculation, where AT is the Anomaly Threshold value, ⌊∆⌋ is the 

floor value of intersection points and σ2 is the previous equations anomalous standard 

deviation. Once the AT is obtained with one of the datasets scores, it is applied to the second 

dataset scores to calculate the model’s accuracy. 

Equation 3-25 Anomaly Threshold 

𝐴𝑇 = ⌊∆⌋ −
𝜎

2
 

The Hybrid Model Anomaly Threshold calculation pseudocode is presented in Algorithm 3-5 

Input: DCA scores 
Output: Anomaly Threshold 
 
Calculate Mean and Standard Deviation for Normal and Abnormal 
Calculate Intersection 
Calculate Anomaly Threshold  
 
Apply AT to Scores 
 

Algorithm 3-5 Hybrid Model Anomaly Threshold 

3.4 Experimental Setup 

As mentioned in the Research Design section, the Hybrid Model is developed using Python 

programming language to take advantage of its portability to different environments and 

many readymade AI and ML libraries. The following sections describe the Test Environment, 

the Data Collection process, and the Attack Patterns used. 

3.4.1 Test Environment 

The test environment is implemented in a Hewlett-Packard ProLiant DL360p Gen8 server 

configured with two Intel(R) Xeon(R) CPU E5-2650 v2 @ 2.60GHz of 8 cores each, and a 

total of 32GB of RAM with 16GB allocated to each processor. This server is running a Linux 

Ubuntu Server 18.04.2 LTS. The server runs Jupyter Notebook (Jupyter, 2019), an Open 

Source web application, that facilitates running, visualising and working with Python code 
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which, in this environment, is Python 3.6.9. Also, this server has a MySQL 5.7.29 database to 

store experiments parameters and results used by the Hybrid Model.  

An Operation PC is used to access the Jupyter web-application to create and test the code; 

this PC has MySQL Workbench installed to administer and design the database used through 

a graphical interface. Figure 3-21 shows a graphical representation of the different parts 

involved. The Operating System and specifications of the operation PC are not relevant to the 

experimentation, because everything runs in the server and is accessed via interfaces. 

 
Figure 3-21 Test Environment 

3.4.2 Data Collection 

To test this work’s algorithms, three datasets commonly used in research publications were 

reviewed: KDDCup99, NSL-KDD99 and UNSW-NB15. The following subsections describe 

the three datasets considered: 

3.4.2.1 KDDCup99 

This dataset was created in 1999 by Stolfo, Fan, Lee, Prodroidis, and Chan built on the data 

captured for the 1998 DARPA Intrusion Detection Evaluation Program (DARPA’98). The 

simulation was set up with 32 networks, 11 unique IP addresses and four attack families. Data 

was collected over a total of seven weeks, five weeks for training data with an additional two 

weeks for test data, using the formats tcpdump, BSM and dump files. A total of 42 features 
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were extracted using Bro-IDS, where feature 42 is a label that indicates if a record is a class 

of attack or if it is normal, the list of features can be seen in Table 3-25. Furthermore, these 

features can be classified in the following three groups:  (Stolfo, Fan, Lee, Prodromidis, & 

Chan, 2000) (Tavallaee, Bagheri, Lu, & Ghorbani, 2009) (Hettich & Bay, The UCI KDD 

Archive, 1999) 

a) Basic: these are attributes obtained from the TCP/IP connections. 

b) Traffic: these are calculated from time intervals, and most are time-based, but some 

are connection-based. 

c) Content: focused on the data portion of the packets looking for anomalous behaviour. 

The simulated attacks were grouped in the following four categories, and the grouping of the 

classes is shown in Table 3-26:  (Stolfo, Fan, Lee, Prodromidis, & Chan, 2000) (Tavallaee, 

Bagheri, Lu, & Ghorbani, 2009) (Hettich & Bay, The UCI KDD Archive, 1999) 

a) Denial of Service (DoS): where attackers, through flooding, significantly slow down 

or stop computer systems. This is achieved by exhausting the resources available on 

the target, such as TCP and UDP ports, CPU, RAM. 

b) Probing (Probe): this refers to surveillance and searches for possible entry vectors 

done by attackers. These attacks intend to report details about the victim host. 

c) Remote to Local Attack (R2L): involves attackers attempting to gain access from 

remote locations to hosts within the network with any level of access. 

d) Users to Root Attack (U2R): where attackers, after having gained a foothold on the 

remote system, attempt to secure unauthorized access to the superuser (root). 

The Training and Test dataset do not have the same attacks distribution, as can be seen in 

Table 3-27 and Figure 3-22. The Training set has a total of 4,898,431 records, 1,074,992 

distinct records, with 24 different attack variation and the Test dataset has 311,029 records, 

77,289 distinct records, with an additional 14 attack variants for a total of 38 (Stolfo, Fan, 

Lee, Prodromidis, & Chan, 2000).  
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Table 3-25 KDDCup99 Features 

 

Table 3-26 KDDCup99 Attack Types (Revati & Malathi, 2013) 
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Table 3-27 KDDCup99 Attack Types Dataset distribution 

ID Category 
Train Test 

Records % Records % 

0 Normal 812814 75.61% 60593 19.48% 

  Abnormal 262178 24.39% 250436 80.52% 

1 DoS 247267 23.00% 229853 73.90% 

2 Probe 13860 1.29% 4166 1.34% 

3 R2L 999 0.09% 16189 5.20% 

4 U2R 52 0.005% 228 0.073% 

  Total 1074992   311029   

 

 
Figure 3-22 KDDCup99 Attack Types Dataset distribution 

This dataset is freely available for download from the University of California, Irvine website 

http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html (Hettich & Bay, KDD Cup 1999 

Data, 199). 

3.4.2.2 NSL-KDD99 

NSL-KDD99 dataset is a reduced version of the KDDCup99 dataset that was created in 2009 

by Tavallaee, Bagheri, Lu and Ghorbani (Tavallaee, Bagheri, Lu, & Ghorbani, 2009), who 

conducted a statistical analysis of the broadly used KDDCup’99 data set that concluded that it 

had two significant deficiencies: one, a large number of repeated records that causes biases in 

the learning algorithms and detection methods towards the frequent records; two, level of 

difficulty of the records can be too low and imbalanced. To address these issues, a new 

dataset, called NSL-KDD99, was generated where redundant records were reduced to just 
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one sample of each and invalid records were removed. To deal with the level of difficulty and 

to make the dataset more challenging, the number of records selected are inversely 

proportional to the percentage of records in the original classification (Meena & Choudhary, 

2017). 

Since NSL-KDD99 is a version of KDDCup’99, it still suffers from some of the issues 

regarding the procedure utilised to generate the data as discussed by McHugh (McHugh, 

2000), and it may not be a full representation of real networks. However, these datasets are 

still an effective way for researchers to test and benchmark IDS solutions and algorithm 

implementations.  

Similarly to KDDCup’99, this dataset consists of 41 features plus an extra feature indicating 

the attack class that the record represents, which in turn are grouped into the four major 

attack types as described in the KDDCup’99 section and shown in Table 3-26 of the same. 

NSL-KDD99 is divided into a Test dataset, and a Training dataset, where the Training dataset 

has 125973 records, 53.46% of these are normal, and the rest presents 22 known attacks; also 

a smaller subset has been published called ‘Training 20%’ that has 25192 records maintaining 

the proportions of attacks and normal records and presenting 21 attacks, which allows for 

faster testing processes. The Test dataset has 22544 records where 43.08% of those are 

classified normal with abnormal presenting 37 different attack types and with R2L having 

10.74% and U2R 2.36% participation. These participations are significantly larger than the 

ones seen in the training dataset, where R2L was 0.79%, and U2R was 0.04%. Table 3-28 and  

Figure 3-23 show the distribution of the data sets discussed (Meena & Choudhary, 2017) 

(Revati & Malathi, 2013). 

Table 3-28 NSL-KDD99 Attack Types Dataset distribution 

ID Category 
Test Train Train 20% 

Records % Records % Records % 

0 Normal 9711 43.08% 67343 53.46% 13449 53.39% 
  Abnormal 12833 56.92% 58630 46.54% 11743 46.61% 

1 DoS 7458 33.08% 45927 36.46% 9234 36.65% 

2 Probe 2421 10.74% 11656 9.25% 2289 9.09% 

3 R2L 2421 10.74% 995 0.79% 209 0.83% 

4 U2R 533 2.36% 52 0.04% 11 0.04% 

  Total 22544   125973   25192   
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Figure 3-23 NSL-KDD99 Attack Types Dataset distribution 

This dataset is freely available for download from the University of New Brunswick website 

https://www.unb.ca/cic/datasets/nsl.html (Canadian Institute for Cybersecurity, 2009) 

(Tavallaee, Bagheri, Lu, & Ghorbani, 2009). 

3.4.2.3 UNSW-NB15 

This dataset was created by Moustafa and Slay in early 2015 at the Australian Centre for 

Cyber Security (ACCS) with the aim to evaluate NIDS using a more comprehensive 

representation of modern attacks. This dataset is a hybrid of real normal actions and modern 

synthetical attack events, which makes it more reliable for evaluating NIDS algorithms and 

system implementations. The abnormal data was created using IXIA PerfectStorm tool (Ixia, 

a Keysight Business, n.d.), which has a feed from CVE Mitre site to maintain itself updated 

with the latest vulnerabilities and exposures. The simulation was set up with three networks, 

45 unique IP addresses and nine attack families; data was collected over two sessions of 16 

hours and 15 hours respectively using Pcap files, and the 49 features were extracted using 

Argus, Bro-IDS and other 12 ad-hoc tools (Moustafa & Slay, 2015). 

The initial dataset consists of 49 features; however, a training and a test dataset with 44 

features were prepared by the authors, the names of all the features are shown in Table 3-29 

including a further categorised into seven groups. Features 1 to 35 are grouped in four 

categories Flow, Basic, Content and Time, these are considered matched features of the 

gathered details from the packets from Argus and Bro-IDS tools and are packet-based and 
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flow-based features that help with payload inspection. The following 12 features, 36 to 47, 

are divided into General Purpose and Connection categories, in the first group each feature 

has a specific purpose from the defence standpoint, and the second provides details about the 

connection’s attempts. Finally, the last two features, 48 and 49, are the group called Labelled, 

that has the nine families of attacks used, feature 48, and a label indicating if the record is 

normal or abnormal, 1 and 0 respectively, in feature 49 (Moustafa & Slay, 2015). 

The creators of the dataset used, in addition to the Normal category, nine families of attacks 

according to their nature and are described as follows (Moustafa & Slay, 2015): 

a) 0 – Normal: Typical traffic with no dangers. 

b) 1 – Analysis: Contains footprinting, port scans, spam and HTML files penetrations 

attacks. 

c) 2 – Backdoor: Attempts to bypass normal security to install or leverage an application 

granting access to the attacker. 

d) 3 – DoS: Attempts to make resources unreachable by legitimate users by flooding it 

with requests or actions. 

e) 4 – Exploits: Attacker benefits from known vulnerabilities or flaws in the target 

systems and takes advantage of them. 

f) 5 – Fuzzers: Sends large amounts of randomly generated data or “fuzz” aimed at 

stopping or crashing the target. 

g) 6 – Generic: A block-cipher attack designed to clash the configuration. 

h) 7 – Reconnaissance: Initial information-gathering techniques that are used as a base 

for further attacks and exploits. 

i) 8 – Shellcode: Makes use of a code that is injected as a payload of an exploit in order 

to get a command shell in the target. 

j) 9 – Worms: Self-replicating code that uses a computer network to spread itself to 

other targets. 

The attack families distribution in the Training and Test datasets are shown in Table 3-30 and 

Figure 3-24. The Normal records represent 31.94% in the Training set and 44.94% in the 

Testing set, making for a more balanced distribution in the Testing set. Also, the abnormal or 

attack records maintain an approximate distribution in both sets for the most part, although 

the global proportion of abnormal records has reduced from 68.06% to 55.06% (Moustafa & 

Slay, 2015). 



      130 
 

Table 3-29 UNSW-NB15 Features 
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Table 3-30 UNSW-NB15 Training and Test Dataset Feature Categories Distribution 

ID Category 
Training Set Testing Set 

Records % Records % 

0 Normal 56000 31.94% 37000 44.94% 

  Abnormal 119341 68.06% 45332 55.06% 

1 Analysis 2000 1.14% 677 0.82% 

2 Backdoor 1746 1.00% 583 0.71% 

3 DoS 12264 6.99% 4089 4.97% 

4 Exploits 33393 19.04% 11132 13.52% 

5 Fuzzers 18184 10.37% 6062 7.36% 

6 Generic 40000 22.81% 18871 22.92% 

7 Reconnaissance 10491 5.98% 3496 4.25% 

8 Shellcode 1133 0.65% 378 0.46% 

9 Worms 130 0.07% 44 0.05% 

  Total 175341   82332   

 

 
Figure 3-24 Training and Test Dataset Feature Categories Distribution 

This dataset is freely available for download from the University of New South Wales 

Canberra webpage https://www.unsw.adfa.edu.au/unsw-canberra-cyber/cybersecurity/ADFA-

NB15-Datasets/ (University of New South Wales, 2018). 

3.4.3 Attack Patterns 

Since its creation in 1999 KDDCup’99 has been extensively used as a benchmark for 

classifiers accuracy, however, as mentioned in the previous section, it has several drawbacks 

including skewed data, pattern redundancy and when it was created. NSL-KDD99 is a more 

balanced take in the same dataset; therefore, the same old records are used, and some of the 
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same drawbacks are inherited. UNSW-NB15 is a more recent dataset, 2015, that not only is 

more balanced but also brings modern attack groups to the dataset for benchmarking. 

After considering the different advantages and disadvantages of the datasets in point 3.4.2 

this work settled to use the more balanced datasets NSL-KDD99 and UNSW-NB15 for 

algorithm benchmarking. To align the datasets labels to the hypothesis, the focus is kept 

around the results obtained for types Probe, R2L and U2R from NSL-KDD99, and types 

Analysis, Backdoor, Exploits and Reconnaissance from UNSW-NB15. 

3.5 Summary  

This chapter presents the research design and methodology used in this thesis work, broken 

down in subsections, where research model and the performance metrics are introduced first, 

then section 3.3 presents the research done in different aspects of this thesis describing how 

features from known attacks could be analysed, how a possible selection process could be 

achieved, presents a new recursive attack model that expands on existing models, and finally 

introducing the hybrid algorithm model combining Genetic Algorithm (GA), Support Vector 

Machine (SVM) and Deterministic Dendritic Cell Algorithm (dDCA) used in this research. 

Section 3.4 presents the experimental setup used including an explanation of the test 

environment, a review of three datasets commonly used in research publications, and a 

description of the attack patterns used for algorithm benchmarking. 

  



      133 
 

4. Chapter 4: Data Analysis  

This chapter presents the experimental results obtained with the Hybrid Model and the 

corresponding data analysis. As presented in section 3.4, the more balanced datasets NSL-

KDD and UNSW-NB15 are used in this research. Because they have different properties, 

each dataset uses a different linear equation, weights table and normalisation for dDCA as 

proposed in point 3.3.4. For ease of review of the results, this chapter is separated in a section 

for each dataset, and a combined review of the results is done at the end. 

4.1 NSL-KDD99 Experimental Results and Data Analysis 

This segment introduces the results found using NSL-KDD99 organised by section following 

the steps of the Hybrid Model. 

4.1.1 Feature Extraction (GA) 

In Table 3-21, all the parameters used for the GA implemented in this Hybrid Model were 

presented, whereas Table 4-1 presents only those parameters used to obtain the results using 

NSL-KDD99 Train dataset. A sample of the results is seen in Table 4-2, where the total data 

processing time utilised was 831 hours using the full resources of the server described in 

3.4.1. 

As is to be expected with any GA implementation, GA processing time increases as the 

population size does, with another important factor being the number of generations as in 

Figure 4-1 illustrates. This research also found that another critical factor is the estimator 

used, where Logistic Linear Regression outperforms SVM with RBF kernel in time 

processing. 

Table 4-1 GA Parameters that vary in the Hybrid Model for NSL-KDD99 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Estimator 
Logistic Regression 
liblinear 

SVM – SVC 
kernel='rbf' 
gamma=scale 
C=1.0 

Population 10 / 50 / 100 / 300 / 500 / 1000 
Crossover Probability 0.3 / 0.5 
Generations 40 / 100 / 300 
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Table 4-2 Sample GA processing results for NSL-KDD99 

 

Figure 4-1 presents the population size over the time elapsed for processing expressed in 

hours, where the Logistic Linear Regression results are presented in blue and SVM with RBF 

kernel in orange. The size of the markers indicates the Crossover Probability with the largest 

being 0.5, the number of generations is represented by different markers where the circle is 

for 40, x is for 100, and a square is for 300. This figure shows that the highest density of 

processing time occurs between 0 and 8 hours and for populations between 10 and 100, 

representing 55.81% of the observations or 24 of the 43. The grey area presents the density 

observations with the darkest colour representing the highest-density, the magenta demarked 

high-density area is zoomed in in Figure 4-2 for better visualisation.  

 
Figure 4-1 GA results by processing time over the population size for NSL-KDD99 
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Figure 4-2 Focused GA results by processing time over the population size for NSL-KDD99 

After having run GA using SVM as an estimator, shown in orange in the previous figures, for 

population sizes of 10 and 100, it is observed that this estimator takes between 8 and 38 times 

longer than the Linear Regression one, with an average of 21 times longer. The fastest 

processing time for the SVM estimator was 3 hours and 38 minutes, whereas using the same 

configuration with the Linear Regression estimator the processing took only 39 minutes. 

These results supported the decision of not processing the higher values of population and 

generations for the SVM estimator as they would have taken too long to process. Table 4-3 

shows the parameters used to obtain the results with six or fewer hours of processing. 

Table 4-3 Fastest Parameters in the Hybrid Model for NSL-KDD99 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Estimator 
Logistic Regression 
liblinear 

SVM – SVC 
kernel='rbf' 
gamma=scale 
C=1.0 

Population 10 / 50 / 100 10 

Crossover Probability 0.3 / 0.5 0.3 / 0.5 

Generations 40 / 100 / 300 40 / 100 / 300 

Figure 4-3 presents the GA processing time distributions for Linear Regression and SVM, 

blue and orange respectively, where it is clear that the distributions are skewed to the left of 

the curve with 53.49% of the results occurring between zero and six hours of processing, and 

the remaining 46.51% are spread between six and 70 hours. 
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Figure 4-3 GA Processing time Distribution for NSL-KDD99 

In Figure 4-4, the distributions of the resulting number of features selected are presented, 

showing that the Linear Regression estimator is closer to the normal distribution with the 

mode in 26 features. Meanwhile, the SVM distribution has a flatter bell curve with the mode 

in 25 features.  

 
Figure 4-4 Distribution of Features Selected for NSL-KDD99 

 
4.1.2 Signal Set Selection (SVM) 

The parameters used in this implementation of SVM with the RBF kernel are presented in 

Table 3-21, while Table 4-4 on this section shows the parameters used for processing. The 

dataset NSL-KDD99 Train is used for training, and the dataset NSL-KDD99 Test is used to 

produce the accuracy of each set. The full results include Linear Regression, and SVM 
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estimator features sets obtained, and an extra calculated column that presents the accuracy 

penalised by the GA processing time and the number of features used to achieve the results.  

The Penalised Result (PR) calculation is presented in Equation 4-1, where PR is obtained by 

applying the natural logarithm as a reduction mechanism. The PR value helps better evaluate 

the SVM results, including the key factors that affect the efficiency of the Hybrid Model; this 

model requires better speed to process large data volumes without compromising the overall 

accuracy. 

Table 4-4 SVM algorithm parameters that vary in the Hybrid Model for NSL-KDD99 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Values for 
Round 3 

Values for 
Round 4 

Values for 
Round 5 

Values for 
Round 6 

C 200 300 500 1000 1500 2000 

 

Equation 4-1 SVM GA Penalised Result 

𝑃𝑅 = ln(𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 ∗ 𝐺𝐴 𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝑇𝑖𝑚𝑒 ∗ 𝑄𝑡𝑦 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

Table 4-5 shows the top 20 SVM results ordered by accuracy, and although the top three 

results were produced by features obtained with SVM as estimator these took 56:27:03 hours, 

i.e. 2.33 days, to process.  

Table 4-5 SVM top 20 processed result for NSL-KDD99 

 

In Table 4-6 the full results are compared to those obtained using estimators Logistic 

Regression and SVM, this table shows that both accuracy results are within one standard 

deviation of the total average accuracy of 78.76%. This same table shows that when 
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comparing the results using only the top 20 values the average of the Logistic Regression and 

SVM are again within one SD value and that the absolute value only has 0.41% difference 

between them, Logistic Regression at 81.66% accuracy and SVM at 82.07%. These results 

support the conclusion that although using SVM as estimator produces slightly higher results, 

the time required to generate them is too great compared to that of Logistic Regression.  

Table 4-6 All Accuracy results compared for NSL-KDD99 

 

As previously stated, 53.49% of the results obtained in the feature reduction step are between 

zero and six hours of processing time. Analysing the same results obtained in Table 4-6 but 

using only those observations below six processing hours is presented in Table 4-7. These 

new calculations show that for the Logistic Regression estimator the same top results are 

present in this period; however, for the SVM estimator, only four of the nine results are seen. 

In the top 20 results, the difference between estimator’s accuracy further reduces to 0.31%, 

where Logistic Regression is at 81.66% accuracy and SVM is at 81.98%. These observations 

further support the conclusion that only those feature sets that have taken six hours or less 

should be considered for this step going forward. 

Table 4-7 Accuracy results compared with processing time <= 6 hours for NSL-KDD99 

 

The values and conclusions presented until now can be visualised in Figure 4-5, that presents 

the accuracy obtained in this step plotted against the PR value calculated. This figure also 

demarks the area occupied by the top results obtained with Logistic Regression and SVM 

estimators combined within the green dotted line, and those obtained just with Logistic 

Regression within the orange dotted line. 
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Figure 4-5 SVM accuracy by penalised results for NSL-KDD99 

At this point, the data collected indicates that the most efficient and accurate results are 

obtained by using only the features extracted with the Logistic Regression estimator using the 

parameters outlined in Table 4-3; therefore, the rest of the analysis will be based only on 

those results. 

The Accuracy distribution is presented in Figure 4-6, where the mean is 78.72%, and the 

median is 78.70%, and the rug shows that the most significant concentration happens 

between 77.5% and 80%. The density of accuracy results can be visualised in Figure 4-7, 

where the accuracy is plotted against the minutes elapsed for processing. Figure 4-7 also 

demarks the area with the top 10 accuracy results where the highest value observed is 

82.282%.  

 
Figure 4-6 SVM Accuracy distribution for NSL-KDD99 
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Figure 4-7 SVM Accuracy results by processing time for NSL-KDD99 

Figure 4-8 introduces the accuracy plotted against the number of features used to obtain the 

results; this highlights that to obtain a high accuracy result a large number of features is not 

needed. The best results are observed using only 23 or 24 features, which is shown in the top 

10 results presented in Table 4-8. Figure 4-8 also shows that the highest concentration 

happens between 77.5% and 79.5% accuracy and 23 to 26 number of features. 

 
Figure 4-8 SVM Accuracy results by number of features obtained for NSL-KDD99 

In Table 4-8, the top 10 SVM results by accuracy are shown, including the C parameter used 

in the processing and relevant system performance metrics, Precision, Recall and F-score. 

This table also presents the parameters used by the GA step to produce the features selected 

and the ID of the GA Feature Set used. It is also observed that the GA Feature ID 38 is the 
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base for the two highest results and has a total of six results in the top 10, where the other 

four results are equally divided between GA Feature IDs 29 and 7.  

Table 4-8 SVM top 10 results by accuracy for NSL-KDD99 

 

The work of Pervez and Farid (Pervez & Farid, 2014), uses 10-fold cross-validation and 

presents a maximum result of 82.68% for the Testing dataset with 14 features, other feature 

subsets results are shown in Table 4-9, with results varying from 78.85% to 82.68% and an 

SD of 1.27%. These results correlate with the ones found in this research, where a large 

portion of the results is between 77.5% and 80% accuracy. As presented in Table 4-7, this 

research’s global accuracy SD is 1.71% and the top 10 results SD is 0.31% with values 

between 81.346% and 82.282% using between 23 and 24 features.  

Table 4-9 Accuracy of SVM on NSL-KDD99 (Pervez & Farid, 2014) 

 

The research conducted by Yang, Fu and Zhu (Yang, Fu, & Zhu, 2016) on the optimisation of 

SVM RBF kernel function parameter Gamma and the penalty factor C, with the aim of 

improving the speed of the convergence and the precision of the particle swarm optimization 

(PSO), shows very high results presented in Table 4-10 using the parameters shown in Table 
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4-12. The parameters use 5 particles sizes (N) ranging from 10 to 50 (10, 20, 30, 40 and 50) 

and 4 generations ranging from 10 to 40 (10, 20, 30 and 40). This work also does some 

comparisons using GA and PSO algorithms for optimisation of gamma and C using the same 

parameters already presented with the results being shown in Table 4-11. The results of this 

research do not correlate with the ones found using the Hybrid Model where a large portion 

of the results is between 77.5% and 80% accuracy and top 10 are between 81.346% and 

82.282%. 

Table 4-10 Accuracy of ICPSO-SVM (Yang, Fu, & Zhu, 2016) 

 

Table 4-11 Accuracy of GA-SVM and PSO-SVM (Yang, Fu, & Zhu, 2016) 

 

Table 4-12 Settings for GA, PSO and ICPSO (Yang, Fu, & Zhu, 2016) 

 

As described in 3.3.4, this section of the Hybrid model goal is to classify the features of each 

feature set obtained into two groups: Safe Signals (Normal) and Danger Signals (Abnormal). 

All feature sets are processed using the highest performing SVM parameters for each feature 
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set and then employing the Pareto distribution model shown in Equation 3-14, the feature 

classification is performed. The results attained are stored for utilisation in the next step. 

The total data processing of the two parts of this step with the different parameter’s 

combination took a total of 35 hours and 20 minutes using the full resources of the server 

described in 3.4.1. 

4.1.3 Traffic Processing (Deterministic DCA) 

As introduced in 3.3.4 the first step is selecting the linear equation, weights, and dataset 

standardisation to be utilised with the dataset by following these steps: (1) the dataset is 

standardised by transforming the features using a scaler with a base 10 logarithm to account 

for wider variations in the values, (2) separate the features into Danger and Safe using the 

output from the previous stage and obtain the sum for each observation, (3) calculate the 

standard deviation of Danger and Safe features.  

A sample of the results obtained for NSL-KDD99 dataset can be seen in Table 4-13, while  

Figure 4-9 presents the distribution of all results, where it is clear that the standard deviations 

obtained are less than five units. Therefore, the original weights presented in Table 2-9, the 

equation seen in Equation 2-8, and a Min-Max scaling with a range between 0 and 1 are used 

for the processing step. Finally, Table 3-24 shows the DCA parameters used to process the 

DCA for the NSL-KDD99 dataset, also present here in Table 4-14. 

Table 4-13 Sample DCA Traffic Processing results for NSL-KDD99 
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Figure 4-9 Danger Safe Standard Deviation for NSL-KDD99 

Table 4-14 DCA Parameters that vary in the Hybrid Model for NSL-KDD99 

Parameter Values for 
Round 1 

Values for 
Round 2 

Values for 
Round 3 

DC Quantity 10 100 1000 

Migration Threshold 0.1 / 1 / 10 /100 1 / 100 1 / 100 

Figure 4-10 presents the distribution of the DCA Processing Time using DC Quantity 10 

divided by dataset, Test in blue and Training in orange. Here the test dataset is faster to 

process due to having only 22544 records against 125973 on the training dataset. The Test 

dataset has a mean of 0:30:06 hours of processing and a median of 0:31:02 hours, with a 

minimum processing time of 0:28:23 hours and maximum of 0:32:05 hours. This distribution 

is skewed to the right showing a high concentration of observations between 0:31:00 and 

0:32:00 hours with a smaller group of results below 0:29:00 hours.  

The Training dataset has a mean of 3:03:00 hours and a median of 3:05:24 hours with a curve 

also skewed to the right. This dataset shows a minimum processing time of 2:48:11 hours and 

a maximum of 3:15:41 hours with two areas of concentration, one around 2:51:00 hours and 

the other around 3:09:30 hours. 

Figure 4-11 shows these same distributions split by the Migration Thresholds used in the 

algorithm, where the different results generally indicate that when the threshold increases 

between 0.1 and 10, so does the processing time. However, for migration threshold 100, the 

processing time is concentrated in the lower end of the scale. 
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Figure 4-10 DCA processing time - DC Qty=10 for NSL-KDD99 

 
Figure 4-11 DCA processing time - DC Qty=10 by Migration Threshold  for NSL-KDD99 

Figure 4-12 presents the distribution of the DCA Processing Time using DC Quantity 100 

divided by dataset, Test in blue and Training in orange. In the same way, as with DC Quantity 

10, the test dataset has faster processing times due to having only 22544 observations against 

125973 on the training dataset. The Test dataset has a mean of 4:23:44 hours of processing 

and a median of 4:24:10 hours, with a minimum processing time of 4:07:07 hours and 

maximum of 4:41:13 hours. This distribution has one area with no results between 4:18:00 

and 4:29:00 hours, which causes the two distinct concentration areas.  

The Training dataset’s mean is 34:12:25 hours and a median of 33:44:22, with a minimum 

processing time of 21:03:54 hours and maximum of 38:00:06 hours. There is only one 
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observation below 31:00 hours, causing the curve to be heavily skewed to the right with the 

highest concentration around 32:30:00 hours. 

Figure 4-13 shows the same distributions for DC Quantity 100 split by the Migration 

Thresholds used in the algorithm, where it is observed that the higher migration threshold 

overall uses less processing time than the lower one. 

 
Figure 4-12 DCA processing time - DC Qty=100 for NSL-KDD99 

 
Figure 4-13 DCA processing time - DC Qty=100 by Migration Threshold  for NSL-KDD99 

After having processed the algorithm using the first set of features with the Test Dataset 

containing 22544 observations and a DC Quantity of 1000, the resulting processing time for 

Migration Threshold 1 was 46:05:19 hours, and for Migration Threshold 100 was 57:02:43 
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hours. The average processing time was 51:34 hours which is 11.7 times higher than the 

average for a DC Quantity of 100 that seats at 4:23 hours, and 109 times higher than that of 

DC Quantity of 10 that has an average of 28 minutes. These results support the decision of 

not processing any other feature sets with a DC Quantity of 1000, as that would take too long 

to process. 

The total data processing time of this step with the different parameter’s combination took a 

total of 2566 hours using the full resources of the server described in 3.4.1. 

4.1.4 Decision Module (Deterministic DCA) 

In 3.3.4 the Anomaly Threshold (AT) calculation steps are presented, where the equation to 

obtain the intersection of the Normal and Anomalous scores is based on the already known 

classification of the chosen training dataset. In this case, the smaller testing dataset has been 

selected to calculate the AT to be applied to the larger training dataset. The required Mean 

and Standard Deviation of Normal and Anomalous values are calculated as a final step of the 

Traffic Processing stage, and these results are stored with the corresponding parameters used 

to obtain them: Signal Features, DC Quantity and Migration Threshold. 

It is important to point out that the total data processing of this step with the different 

parameter’s combination is the same as the previous step, 2566 hours, because these results 

were obtained simultaneously. 

The results found include GA results obtained using Linear Regression and SVM estimators, 

and Table 4-15 shows the top 20 DCA results ordered by accuracy, where there are only two 

results produced by features obtained with SVM as an estimator. Also, it is noticeable that 

only one GA set produced accuracies above 80% and two others produced accuracies 

between 70% and 80%. 

The DCA accuracy results are presented in Figure 4-14 plotted against the processing time of 

the GA used to obtain the feature set; this aids with a visual representation of the results. In 

this same figure are represented the GA Estimators, in blue and orange, and the DCA 

Quantity used in circles and crosses. This figure shows that the highest concentration of 

results occurs between 50% and 55% accuracy, with just a few results above the 75% 

accuracy line. These results follow a similar pattern for both estimators and DC Quantities. 
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Table 4-15 DCA top 20 processed result for NSL-KDD99 

 

 
Figure 4-14 DCA Accuracy by GA Processing time for NSL-KDD99 

Figure 4-15, presents the accuracy plotted against the DCA processing times, with the DC 

Quantity differentiated in orange for 100 and blue for 10, this figure also includes the 6 hours 

processing cutover line, that clearly shows that only DC Quantities of 10 are below this line. 

This figure, being a variation of Figure 4-14, shows the same accuracy results and 

observations concentrations. 
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Figure 4-15 DCA Accuracy by DCA Processing time for NSL-KDD99 

In Table 4-16, the DCA Accuracy results are divided into the GA Estimators used to produce 

the feature set utilised. This table shows that the global results are poor with an accuracy 

mean of just 51.65%, with similar results for Logistic Regression and SVM estimators at 

51.70% and 51.47% respectively. The global processing mean time is 11:31:13 hours with a 

considerable standard deviation of 13:56:49 hours, this is repeated for Logistic Regression 

estimator with a mean of 11:27:57 hours and standard deviation of 13:54:54 hours, and for 

the SVM estimator with a mean of 11:43:43 hours and a standard deviation of 14:04:01 

hours. When observing the processing time results for GA, the SVM estimator mean is 

4:35:25 hours, which is double of the one from Logistic Regression at 2:11:10 hours. Finally, 

the number of features used to produce these results is very consistent with a global mean of 

23.13 features. 

In the other hand, when looking at the top 20 results section of Table 4-16, the accuracy 

results presented are higher with a total mean of 78.7% having a 3.50% standard deviation. 

The other parameters follow the same trend as the global results already presented. 

The overall results of the Logistic Regression and SVM estimators are very comparable, 

except for the GA processing time that is almost double for the SVM estimator. This SVM 

slowness supports the findings of previous steps, indicating that it does not provide 

significant advantages at the time of calculating the accuracy when considering the 

processing time required. 
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Table 4-16 DCA Accuracy results compared for NSL-KDD99 

 

As Figure 4-15 shows all results with DC Quantity 100 are above 6 hours and have similar 

accuracy results to those obtained using DC Quantity 10. Table 4-17 compares the results 

obtained by each DC Quantity with the total results, which shows that DC Quantity 10, with a 

mean processing time of 3:03:12 hours, is processed 11.2 times faster than the quantity 100 

that has a mean processing time of 34:14:50 hours. Also, DC Quantity 10 and 100 have very 

similar accuracy means, 51.40% and 52.34% respectively, whit similar standard deviations. 

These results support the conclusion that observations obtained using DC Quantity 100 will 

be not used for further analysis due to the slowness of processing to produce similar accuracy 

results. 

Table 4-17 Accuracy compared by DC Quantity  for NSL-KDD99 

 

As previously described in other steps, processing times over six hours are considered too 

slow for the efficiency of the overall Hybrid Algorithm. Therefore, in Table 4-18, the 295 

accuracy results obtained with six processing hours or less for GA and DCA are compared to 

review the efficacy of the model. This table shows that most of the feature sets do not 

produce good results, where only six observations, or just 2% of the total, produced 

accuracies equal or higher than 80%, and 267 observations, or 90.51%, present an accuracy 

below 60%. Those accuracies equal or higher to 80% have a mean of 80.67% with a standard 
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deviation of 0.15%, whereas the total results show a mean of 51.25% with a large standard 

deviation of 10.74%. Regarding the processing times, the total mean DCA processing is 

3:03:04 hours with a standard deviation of 0:07:44 hours, and the GA mean processing time 

is 2:27:34 hours with a significant standard deviation of 1:43:40 hours indicating disparity in 

the results observed. 

Table 4-18 DCA Accuracy results with GA and DCA processing time < 6 hours compared for NSL-KDD99 

 

The same results from Table 4-18 are presented in Figure 4-16 plotting DCA accuracy against 

DCA processing time and dividing the result by Migration Thresholds. This figure shows that 

the Migration Threshold has a small influence on the processing time of results compared to 

the impact of the features selected for processing. Also, it is noticeable that the accuracies 

above 75% were all produced using Migration Thresholds 0.1 and 1. 

 
Figure 4-16 Reduced set of DCA Accuracy by Processing time for NSL-KDD99 
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As already presented in Table 4-18, 90.51% of the DCA Accuracy results are below 60%; 

however, these same feature sets presented higher results when using SVM for calculating the 

accuracy in point 4.1.2, this correlation between the DCA Accuracy and SVM accuracy is 

presented in Figure 4-17. These poor results using DCA are attributed to the feature set used 

because DCA is very sensitive to the quality of the features used for processing and definition 

of Safe and Danger Signals as described in section 2.3.2. 

 
Figure 4-17 DCA Accuracy by SVM Accuracy for NSL-KDD99 

As presented in point 3.4.3, the attack types to focus on this research are Probe, R2L and 

U2R; hence the following analysis will centre around those results. The mean accuracy for all 

different attack types for results above 80%, as presented in Table 4-18, are shown in Table 

4-19 broken down by attack type, which presents a column for total mean results and one for 

those with accuracy above 80%. These results show that DCA has done well classifying 

Normal observations with a total mean of 82.15%, and for those results above 80% have a 

mean of 85.75%. Accuracies >80% have also performed well finding DoS with a mean of 

84.87%; however, the other attack categories have not performed as well in either column. 

These same results are graphically represented in Figure 4-18. 

Table 4-19 DCA Mean Accuracy by attack types for NSL-KDD99 
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Figure 4-18 DCA Mean Accuracy by Attack types focused for NSL-KDD99 

Table 4-20 presents the best performing DCA results by accuracy. Where (1) introduces the 

DCA parameters, the overall result, the testing processing time of 03:09:53 hours and the 

training processing time of 0:31:15 hours; (2) presents the DCA accuracy results; (3) shows 

the GA parameters used, the processing time of 00:08:57 hours and the numbers of features 

selected; and (4) presents the SVM results obtained during the Signal Set Selection step, with 

a processing time of 00:02:10 hours. Adding up all three preparation processing times, GA, 

SVM and DCA training, the total reaches 0:42:22 hours to produce the necessary components 

for DCA. 

Table 4-20 DCA best result for NSL-KDD99 
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Figure 4-19 shows a graphical representation of the DCA scores obtained for the highest 

performing results presented in Table 4-20. In this figure, Normal and Attack results are 

presented with the cutover line, where the overlap or misclassifications can be seen. Figure 

4-20 presents a boxplot with the same information dividing it by each attack category, for 

easy visualisation. 

 
Figure 4-19 DCA Scores with AT for highest result for NSL-KDD99 

 
Figure 4-20 DCA Scores with AT by Attack Category for the highest result for NSL-KDD99 

Although the preparation processing times are long, test results can be obtained using smaller 

datasets. Figure 4-21 presents the graphical results of running the DCA using the same 

parameters from Table 4-20 (1) for the first 1000 observations on the testing dataset, which 

renders an accuracy of 80.20% and takes only 0:01:14 hours to process, i.e. 1 minute and 14 

seconds. 
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Other works using KDD99 and NSL-KDD99 datasets are used to compare the results 

obtained in the following paragraphs and shown in Table 4-22 and Table 4-23. Albeit these 

works use conventional DCA instead of the deterministic DCA used in this research they still 

are a close reference to use as a benchmark. 

The work of Elisa, Yang, Fu and Naik (Elisa, Yang, Fu, & Naik, 2019) uses KDD99 and 

UNSW-NB15 datasets for testing the traditional DCA and is used in this comparison. The 

authors focused in finding a new method for obtaining the weights required in the linear 

equation calculation of the DCA, proposing the utilisation of a non-linear approach 

employing TSK+ fuzzy inference system based on the provided testing dataset to compute 

the three output context values (CSM, smDC and mDC). The traditional DCA methodology 

implementation requires to identify three types of signals: Safe, Danger and PAMP, to be 

used in the model; as well as knowing the percentage of anomalous observations present in 

the training dataset to calculate the MCAV anomaly threshold. The authors used the 

information gained with this method to do feature selection, and feature-class mutual 

information for signal categorisation, with the goal of obtaining the parameters for the DC 

data sampling process. In the next step, the context detection is performed using TSK+ and 

finally, the DC context assessment is performed, as shown in Figure 4-22. 

The research of Bukola and Adetunmbi (Bukola & Adetunmbi, 2016) is centred around the 

idea of producing a new dataset using the classification already produced by DCA and 

calculating the mean of the correctly classified observations. After this is done, the newly 

created results dataset is added to the original one to allow for an increase in the signature of 

normality. Finally, a new anomaly threshold is calculated, and the results are re-classified. 

 

Figure 4-21 DCA Scores with 1000 observations by category for highest result for NSL-KDD99 
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Figure 4-22 DCA and TSK+ and Fuzzy (Elisa, Yang, Fu, & Naik, 2019) 

Bennaoui, Hachemani and Kouninef’s (Bennaoui, Hachemani, & Kouninef, 2010) work uses 

the KDD99 dataset to run a traditional DCA implementation to compare its classification 

performance to other well-known algorithms. The authors use the weights presented in Table 

4-21, and for the signal classification, they used the distribution of values of each attribute by 

classes normal and abnormal doing a manual allocation of the signal type to each feature. 

Table 4-21 DCA weights used by Bennaoui, Hachemani and Kouninef (Bennaoui, Hachemani, & Kouninef, 2010) 

 

The work of Elisa, Yang and Naik (Elisa, Yang, & Naik, Dendritic Cell Algorithm with 

Optimised Parameters using Genetic Algorithm, 2018), already presented in point 2.3.2, is 

used as a comparison here as well. 

As already mentioned, Table 4-22 presents the results of four related works and Figure 4-23 

shows a graphical representation of these same results, where it is noticeable that their 

implementations of the traditional DCA model show a wide range of accuracy results, 50%, 

85.34%, 92.26%, 98.52 and 97.29%. The results obtained by these researches 

implementations of DCA are 92.78%, 98.01%, 98.68% and 99%. The results obtained by the 

Hybrid Model in this research are not as encouraging, showing that the best accuracy 

obtained was 80.46%. 

Table 4-23 present the results reported divided by observations category, and Figure 4-24 

shows a graphical representation of these same results. Unfortunately, only two of the works 
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introduced provided this separation, which are also shown. The accuracy results show that the 

Normal and DoS category perform well, having 84.18% and 86.07% as their best results, 

although these results are not as good as others reported. When looking at the focused 

categories, Probe, R2L and U2R, the results show that R2L and U2R classification is 

comparable to the other work, but Probe’s results fall short. 

Table 4-22 Accuracy comparison of DCA using KDD9 and NSL-KDD99 with other works (Elisa, Yang, Fu, & Naik, 2019) 
(Bukola & Adetunmbi, 2016) 

 

 
Figure 4-23 Accuracy comparison of DCA using KDD9 and NSL-KDD99 with other works 
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Table 4-23 Accuracy by category comparison of DCA using KDD9 and NSL-KDD99 with other works (Bennaoui, 
Hachemani, & Kouninef, 2010) (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised Parameters using Genetic 

Algorithm, 2018) 

 

 
Figure 4-24 Accuracy by category comparison of DCA using KDD9 and NSL-KDD99 with other works 

The overall results obtained with the Hybrid Model are not fully comparable to those from 

other works that seem to have better classification results with different models. An analysis 

of the contributing factors is presented in section 4.3 of this chapter. 

4.1.5 Processing time 

The final data processing time of all the steps with the different parameter’s combination took 

at total of 3432:20:00 hours using the full resources of the server described in 3.4.1. The 

DCA processing represented 74.76% of this total, SVM 1.03% and GA 24.21%. 

4.2 UNSW-NB15 Experimental Results and Data Analysis 

This section introduces the results found using UNSW-NB15 organised by section following 

the steps of the Hybrid Model. 
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4.2.1 Feature Extraction (GA) 

Table 3-21 presents all the parameters used for the GA implemented in this Hybrid Model, 

whereas Table 4-24 presents only those parameters used to obtain the results using UNSW-

NB15 Train dataset. For this dataset, the very time-consuming populations sizes of 500 and 

1000 are not used to reduce the data processing time, and a C of 2 is added as a parameter for 

the SVM algorithm. Table 4-25 presents a sample the of results obtained using these 

parameters, where the total data processing took a total of 460 hours using the full resources 

of the server described in 3.4.1. 

Table 4-24 GA Parameters that vary in the Hybrid Model for UNSW-NB15 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Estimator 
Logistic Regression 
liblinear 

SVM – SVC 
kernel='rbf' 
gamma=scale 
C=1.0 / 2.0 

Population 10 / 50 / 100 / 300 

Crossover Probability 0.3 / 0.5 

Generations 40 / 100 / 300 

As observed using NSL-KDD99 the processing time increases as the population size and the 

number of generations do, as shown in Figure 4-1. This research using NSL-KDD99 dataset 

also found that another critical factor in the GA processing is the estimator used, where 

Logistic Linear Regression outperforms SVM with RBF kernel in time processing. Figure 

4-25 presents similar results for dataset UNSW-NB15. 

Figure 4-25 presents the population size over the time elapsed for processing expressed in 

hours; Logistic Linear Regression results are presented in blue and SVM with RBF kernel in 

orange and green. The size of the markers indicates the Crossover Probability with the largest 

being 0.5 and the smallest 0.3. The number of generations is represented by different markers 

where a circle is for 40, an x is for 100, and a square is for 300. This figure shows that the 

highest density of processing time occurs between 0 and 4 hours for populations sizes of 10, 

50 and 100, representing 60% of the observations, 20 out of 30, with a second cluster 

between 5 and 9 hours of processing for population size 300 accounting for a further 20% of 

the observations. It is also noticeable that all SVM results took at least 20 hours to process. 

The highest concentration area is marked in magenta, and it is further explored in Figure 

4-26, which shows that there are no SVM results in this area.  
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Table 4-25 Sample GA processing results for UNSW-NB15 

 
 

 
Figure 4-25 GA results by processing time over the population size for UNSW-NB15 
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Figure 4-26 Focused GA results by processing time over the population size for UNSW-NB15 

After running GA using SVM as its estimator for population sizes of 10 and 100, it is 

observed that this estimator takes between 7 and 45 times longer than the Linear Regression 

one, with an average of 22.7 times longer. The fastest processing time for the SVM estimator 

was 20 hours, whereas using the same configuration with the Linear Regression estimator the 

processing took only 13 minutes. The slowest SVM processing time was 129 hours and 57 

minutes, while the Linear Regression estimator with the same parameters took almost 14 

minutes. These results supported the decision of not processing the higher values of 

population and generations for the SVM estimator as they would have taken too much time. 

Table 4-26 shows the parameters used to obtain the results with nine or fewer hours of 

processing. 

Table 4-26 Fastest Parameters in the Hybrid Model for UNSW-NB15 

Parameter 
Values for 
Round 1 

Estimator 
Logistic Regression 
liblinear 

Population 10 / 50 / 100 

Crossover Probability 0.3 / 0.5 

Generations 40 / 100 / 300 

Figure 4-27 presents the GA processing time distributions for Linear Regression where it is 

clear that the distribution is skewed to the left of the curve with 50% of the results occurring 

between 0 and 2 hours of processing, another 33% lays between 2 and 6 hours, and the 

remaining 17% of the observations are spread between 6 and 9 hours. This estimator has a 

processing time mean of 3 hours and a median of 2 hours, also represented in Figure 4-27. 
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Figure 4-27 GA with Linear Regression Processing time Distribution for UNSW-NB15 

The GA processing time distributions for the SVM estimator are shown in Figure 4-28, where 

the 6 observations calculated are presented. The minimum processing time is 20 hours 

incurred by two of these observations, and the remaining 4 are above 50 hours. Although the 

mean is 65 hours and the median seats at 63 hours, these times are still too high to be 

efficient.  

 
Figure 4-28 GA with SVM Processing time Distribution for UNSW-NB15 

In Figure 4-29 the distributions of the resulting number of features selected are presented, 

showing that the Linear Regression estimator is closer to the normal distribution with the 

mode in 25 features and with a broad kurtosis. Meanwhile, the SVM distribution has almost a 

double bell curve with two modes set at 17 and 21 features.  
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Figure 4-29 Distribution of Features Selected for UNSW-NB15 

4.2.2 Signal Set Selection (SVM) 

The parameters used in this implementation of SVM with the RBF kernel are presented in 

Table 3-21, while Table 4-27 on this section shows only the parameters needed for 

processing. The dataset UNSW-NB15 Train is used for training, and the dataset UNSW-

NB15 Test is used to produce the accuracy of each feature set. The full results include Linear 

Regression, and SVM estimator features sets obtained with the addition of an extra calculated 

column that presents the accuracy penalised by the GA processing time and the number of 

features used to achieve the results.  

The new calculated column is obtained using  

Equation 4-1 introduced in the NSL-KDD99 dataset section. As mentioned in the NSL-

KDD99 section, the PR value helps better evaluate the SVM results by including the key 

factors that affect the efficiency of the Hybrid Model.    

Table 4-27 SVM algorithm parameters that vary in the Hybrid Model for UNSW-NB15 

Parameter 
Values for 
Round 1 

Values for 
Round 2 

Values for 
Round 3 

Values for 
Round 4 

Values for 
Round 5 

Values for 
Round 6 

C 200 300 500 1000 1500 2000 

Table 4-28 shows the top 20 SVM results ordered by accuracy, where there are no results 

produced by features obtained with the SVM estimator. 
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Table 4-28 SVM top 20 processed result for UNSW-NB15 

 

In Table 4-29, the full results are compared to those obtained using estimators Logistic 

Regression and SVM. This table shows that both accuracy results are within 1.5 standard 

deviations of the total average accuracy of 85.45%, where Logistic Regression is the closest 

with a mean of 85.85% and SVM has a mean of 83.52%. This same table shows that when 

comparing the results using just the top 20 values, Logistic Regression is the only estimator 

showing results with a mean accuracy of 86.65%. These observations support the conclusion 

that although using SVM as estimator produces slightly lower results, within 1.5 standard 

deviations of the general mean, the time required to produce them is too great compared to 

that of Logistic Regression, which also has a better accuracy mean.  

Table 4-29 SVM Accuracy results compared for UNSW-NB15 

 

As previously stated, 80% of the results obtained in the feature reduction step are between 

zero and six hours of processing time. Analysing the same results obtained in Table 4-29 but 

using only observations below six processing hours produces the results seen in Table 4-30. 

These new calculations show that for the Logistic Regression estimator continues to be the 

only one present and that the general mean accuracy increases to 85.91%. These observations 
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further support the conclusion that only those feature sets that have taken six hours or less 

should be considered for this step going forward. 

Table 4-30 Accuracy results compared with processing time <= 6 hours for UNSW-NB15 

 

The values and conclusions presented until now can be visualised in Figure 4-30, which 

presents the accuracy obtained in this step plotted against the PR value calculated earlier in 

this section. This figure also demarks the area occupied by the top results obtained, which are 

all based on Logistic Regression estimator and represented within the green dotted line. 

 
Figure 4-30 SVM accuracy by penalised results for UNSW-NB15 

At this point, the data collected indicates that the most efficient and accurate results are 

obtained by using only the features extracted with the Logistic Regression estimator using the 

parameters outlined in Table 4-26; therefore, the rest of the analysis will be based only on 

those results. 

The Accuracy distribution is presented in Figure 4-31, where the mean is 85.91%, and the 

median is 85.90%, almost coinciding with the mean. The rug underneath the bins shows that 

the most significant concentration happens between 85.75% and 86.25%. The density of 
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accuracy results can be visualised in Figure 4-32, where the accuracy is plotted against the 

minutes elapsed for processing. Figure 4-32 also demarks the area with the top 10 accuracy 

results where the highest value is 87.245%.  

 
Figure 4-31 SVM Accuracy distribution for UNSW-NB15 

 
Figure 4-32 SVM Accuracy results by processing time for UNSW-NB15 

Figure 4-33 introduces the accuracy plotted against the number of features used to obtain the 

results, which highlights that to obtain a high accuracy result, many features are not needed. 

The best results are observed using only 24 or 25 features, which is shown in the top 10 

results presented in Table 4-31. Figure 4-33 also shows that the highest concentration of 

accuracy results happens between 85.75% and 86.25% using 27 to 28 number of features. 



      167 
 

 
Figure 4-33 SVM Accuracy results by number of features obtained for UNSW-NB15 

In Table 4-31, the top 10 SVM results by accuracy are shown, including the C parameter used 

in the processing and the relevant system performance metrics, Precision, Recall and F-score. 

This table also presents the parameters used by the GA step to produce the features selected 

and the ID of the GA Feature Set used. It is also observed that the GA Feature ID 94 is the 

base for the four highest results and has a total of six results in the top 10, where the other 

four results are obtained using GA Feature ID 95.  

Table 4-31 SVM top 10 results by accuracy for UNSW-NB15 

 

The research of Jing and Chen (Jing & Chen, 2019) used logarithm with base 10 for 

normalisation of the dataset and RBF kernel for classification with parameters determined by 

cross-validation. These results have an Accuracy of 85.99%, which is the highest 

performance obtained when compared to other methods, as shown in Table 4-32. These 

results are in line with the ones obtained using the Hybrid Model that have shown the highest 

result of 87.245% with an FPR (FAR) of 26.05%. 
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Table 4-32 Evaluation of different detection methods (Jing & Chen, 2019) 

 

The work of Meftah, Rachidi and Assem (Meftah, Rachidi, & Assem, 2019) explored the 

utilisation of UNSW-NB15 with a logarithmic dataset normalisation and RBF kernel for 

binary classification, obtaining a result of 83.15%. This result and a comparison to other 

methodologies are shown in Table 4-33. Again, the result obtained is comparable with the one 

from this research, albeit this research’s results are higher than the ones from Meftah, Rachidi 

and Assem. 

Table 4-33 Summary for Accuracy obtained for binary classifiers (Meftah, Rachidi, & Assem, 2019) 

 

As described in 3.3.4, this section of the Hybrid Model’s goal is to classify the features of 

each feature set obtained into two groups: Safe Signals (Normal) and Danger Signals 

(Abnormal). All feature sets are processed using the highest performing SVM parameters for 

each feature set with the feature classification performed employing the Pareto distribution 

model shown in Equation 3-14. Finally, the results attained are stored for utilisation in the 

next step. 

The total data processing of the two parts of this step with the different parameter’s 

combination took a total of 213 hours and 23 minutes using the full resources of the server 

described in 3.4.1. 

4.2.3 Traffic Processing (Deterministic DCA) 

As introduced in 3.3.4 the first step is selecting the linear equation, weights, and dataset 

standardisation to be utilised with the dataset by following these steps: (1) the dataset is 

standardised by transforming the features using a scaler with a base 10 logarithm to account 

for wider variations in the values, (2) separate the features into Danger and Safe using the 
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output from the previous stage and obtain the sum for each observation, (3) calculate the 

standard deviation of Danger and Safe features.  

A sample of the results obtained for the UNSW-NB15 dataset can be seen in Table 4-34, 

while  Figure 4-34 presents the distribution of all observations. The results show that the 

standard deviations obtained are mostly larger than 5, where 70% of the Danger Signals and 

74% of the Safe Signals are larger than 5 standard deviation units. Therefore, the parameters 

introduced in this work are used: the weights presented in Table 3-23, the linear equation seen 

in Equation 3-15, and the utilisation of log10 for the first step of normalisation and a second 

normalisation of the resulting dataset using Exponential Moving Average (EMA). Finally, 

Table 4-35 shows the DCA parameters used to process the DCA for the UNSW-NB15 dataset 

in this section. Table 4-35 does not have DC Quantity of 1000, based on the processing times 

found using NSL-KDD99 this quantity has been omitted because it would take too long to 

process reducing the overall efficiency. 

Table 4-34 Sample DCA Traffic Processing results for UNSW-NB15 

 

 
Figure 4-34 Danger Safe Standard Deviation for UNSW-NB15 
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Table 4-35 DCA Parameters that vary in the Hybrid Model for UNSW-NB15 

Parameter Values for 
Round 1 

Values for 
Round 2 

DC Quantity 10 100 

Migration Threshold 0.1 / 1 / 10 /100 1 / 100 

Figure 4-35 presents the distribution of the DCA Processing Time using DC Quantity 10 

divided by dataset, Test in blue and Training in orange. Here the test dataset is faster to 

process due to having only 82332 observations against 175341 on the training dataset. The 

Test dataset has a mean of 2:24 hours of processing and a median of 2:23 hours, with a 

minimum processing time of 1:53 hour and a maximum of 3:30 hours, except for a group of 

results between 1:53 hours and 2:00 and a tail in the high end above 3 hours, all the rest falls 

within a normal distribution curve. In the other hand, the Training dataset has a mean and 

median of 5:33 hours with a curve slightly skewed to the left, with results above 6:30 hours 

being lest abundant. The training dataset shows a minimum processing time of 4:02 hours 

and a maximum of 7:37 hours. 

 
Figure 4-35 DCA processing time - DC Qty=10 for UNSW-NB15 

Figure 4-36 shows these same distributions presented in Figure 4-35 split by the Migration 

Thresholds used in the algorithm, where the different results generally indicate that when the 

threshold increases, so does the processing time. 
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Figure 4-36 DCA processing time - DC Qty=10 by Migration Threshold  for UNSW-NB15 

Figure 4-37 presents the distribution of the DCA Processing Time using DC Quantity 100 

divided by dataset, Test in blue and Training in orange. In the same way, as with DC Quantity 

10, the test dataset has faster processing times due to having only 82332 observations against 

175341 on the training dataset. The Test dataset has a mean of 18:49 hours of processing and 

a median of 17:08 hours, with a minimum processing time of 16:33 hours and maximum of 

22:18 hours, with 48.27% of the results being below 17:00 hours.  

 
Figure 4-37 DCA processing time - DC Qty=100 for UNSW-NB15 

After observing the prolonged processing times for the smaller Testing dataset when using 

DC Quantity 100, only 8 feature sets of the 29 available were processed for the Training 

dataset to get an initial measurement of processing time. These measures show that the mean 

processing time was 38:53 hours and the median 37:39 hours with a distribution curve 
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showing little uniformity. The training dataset shows a minimum processing time of 34:35 

hours and a maximum of 44:21 hours. These results support the conclusion that processing 

the dataset with these parameter sets would take too long and be detrimental to the overall 

efficiency of the model; therefore, no more processing is done. 

Figure 4-38 shows the same distributions for DC Quantity 100 shown in Figure 4-37 split by 

the Migration Thresholds used in the algorithm, where the different results generally indicate 

that when the threshold increases so does the processing time. 

 
Figure 4-38 DCA processing time - DC Qty=100 by Migration Threshold  for UNSW-NB15 

The total data processing of this step with the different parameter’s combination took at total 

of 3582:51 hours using the full resources of the server described in 3.4.1. 

4.2.4 Decision Module (Deterministic DCA) 

In 3.3.4 the Anomaly Threshold (AT) calculation steps are presented, where the equation to 

obtain the intersection of the Normal and Anomalous scores is based on the already known 

classification of the chosen training dataset. In this case, the smaller testing dataset has been 

selected to calculate the AT to be applied to the larger training dataset. The required Mean 

and Standard Deviation of Normal and Anomalous values are calculated as a final step of the 

Traffic Processing stage, and these results are stored with the corresponding parameters used 

to obtain them: Signal Features, DC Quantity and Migration Threshold. 
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It is important to point out that the total data processing of this step with the different 

parameter’s combination is the same as the previous step, 3582:51 hours because these results 

were obtained simultaneously. 

The results found include GA results obtained using Linear Regression and SVM estimators, 

and Table 4-36 shows the top 20 DCA results ordered by accuracy, where there are only four 

results produced by features obtained with SVM as an estimator. 

Table 4-36 DCA top 20 processed result for UNSW-NB15 

 

The DCA accuracy results are presented in Figure 4-39 plotted against the processing time of 

the GA used to obtain the feature set to have a visual representation of the results. In this 

same figure are represented the GA Estimators, in blue, orange, and green, and the DCA 

Quantity used.  

 
Figure 4-39 DCA Accuracy by GA Processing time for UNSW-NB15 
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In Table 4-37, the DCA Accuracy results are divided into the GA Estimators used to produce 

the feature set utilised. This table shows that there is a large variation in the results obtained 

with a global accuracy standard deviation of 25.71% and a mean of 64.31% with similar 

results for each estimator type. The DCA processing time also presents large variations 

mainly driven by the Logistic Regression ones with a standard deviation of 10:33:38 hours, 

compared to a global of 9:50:33 hours and SVM of just 0:33:12 hours. The processing speeds 

make the difference in the efficiency of the algorithm, where the SVM estimator has an 

average of 52:22:33 hours versus just 2:33:29 using the Logistic Regression one. From the 

number of features used, it is noticeable that the SVM estimator requires fewer features, with 

a mean of 19.04 against 27.15 using Logistic Regression. 

Also from Table 4-37 and focusing only on the top 20 highest accuracy results, it is observed 

that the accuracy results are very close to each other with a global average of 88.87% and a 

small standard deviation of 0.26%. Also, it is noted that the GA processing times have a 

similar trend, whereas the DCA ones are more stable around the 5:00:00 hours of processing 

with a standard deviation of around 00:20:00 hours.  

These DCA accuracy results observed for Logistic Regression and SVM estimators further 

support the findings on previous steps where the slowness of the SVM estimator processing 

does not provide significant advantages at the time of calculating the accuracy. 

Table 4-37 DCA Accuracy results compared for UNSW-NB15 

 

As previously described in other steps, processing times over six hours are considered too 

slow for the efficiency of the overall Hybrid Algorithm. Therefore, in Table 4-38, the 166 

accuracy results obtained with six processing hours or less for GA and DCA are compared to 

review the efficacy of the model. As expected, this group of results only contains features sets 

obtained using the Logistic Regression estimator. In this table is noticeable that several 
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feature sets do not produce good results, where 81 observations, or 49%, produce accuracies 

equal or higher than 80%, and 71 observations, or 42.77%, present an accuracy below 60%. 

Those accuracies equal or higher to 80% have a mean of 85.40% with a standard deviation of 

2.59%, whereas the global results show a mean of 60.84% with a large standard deviation of 

25.87%. Regarding the processing times, the global DCA processing is 5:22:36 hours with a 

standard deviation of 0:23:57 hours, and the GA mean processing time is 1:56:32 with a 

significant standard deviation of 1:37:45 indicating disparity in the results observed. 

Table 4-38 DCA Accuracy results with GA and DCA processing time < 6 hours compared for UNSW-NB15 

 

In Figure 4-40 the DCA Accuracy achieved using feature sets obtained using Logistic 

Regression as an estimator in the GA is plotted against the DCA Processing Time required 

and it is divided by DC Quantity 10 and 100, represented in blue and orange respectively. 

This figure’s details are further compared in Table 4-39, that shows that DC Quantity 10 

which has a mean processing time of 5:35:55 hours whereas DC Quantity 100 has a mean of 

38:31:33 hours, making it 6.88 times higher. Also, it is noticeable that the accuracy results are 

similar, although slightly higher with DC Quantity 100 that shows a mean of 69.67% 

compared to 64.23%.  

The extensive processing times and the closeness of the accuracy results obtained with 32 

observations of DC Quantity 100 support the conclusion that this parameter takes too long to 

process, making it inefficient while adding little to the overall efficacy of the model. 

Therefore, further processing will not be done, and the focus will be on the results obtained 

with DC Quantity 10. 
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Figure 4-40 DCA Accuracy by Processing time for UNSW-NB15 – Feature sets obtained with Logistic Regression estimator 

Table 4-39 DCA Accuracy compared by DC Quantity  for UNSW-NB15 – Feature sets obtained with Logistic Regression 
estimator 

 

Reducing the result sets to those that had their feature sets produced using GA with Logistic 

Regression estimator and Processing Time below six hours, and obtained using DCA with DC 

Quantity 10 and Processing Time below six hours, produces results that have been presented 

in Table 4-38. In Figure 4-41, these same results are plotted and divided by Migration 

Thresholds showing that the Migration Threshold has a small influence in the results 

compared to the features selected. 



      177 
 

 
Figure 4-41 Reduced set of DCA Accuracy by Processing time for UNSW-NB15 

As already presented, 42.77% of the DCA Accuracy results are below 60%; however, these 

same feature sets presented higher results when using SVM for calculating the accuracy in 

point 4.1.2,  the correlation between the DCA Accuracy and SVM accuracy is presented in 

Figure 4-42. These poor results using DCA are attributed to the feature set used, this 

algorithm is very sensitive to the quality of the features used for processing and definition of 

Safe and Danger Signals for processing as described in section 2.3.2. 

 
Figure 4-42 DCA Accuracy by SVM Accuracy for UNSW-NB15 

As presented in point 3.4.3, the attack types to focus on this research are Analysis, Backdoor, 

Exploits and Reconnaissance; hence the following analysis will be centred around those 

results. The mean accuracy for all different attack types for results above 80%, as presented 

in Table 4-38, are shown in Table 4-40 broken down by attack type. Table 4-40 also presents 



      178 
 
one column for the general results and another focused on those having types Normal, 

Analysis, Backdoor, Exploits and Reconnaissance with an accuracy of at least 80% 

highlighted in green. In general, the results observed are promising, with the lowest attack 

type presenting 74.21% accuracy in the general total and 78.88% in the focused one. The 

normal type results show a mean of 78.17% in the total column and of 81.49% in the focused 

one, this coupled with the other higher results pushes the Total mean from 85.40% in the 

general to 87.86% in the focused. These same results are represented in Figure 4-43. 

Table 4-40 DCA Mean Accuracy by attack types for UNSW-NB15 

 

 
Figure 4-43 DCA Mean Accuracy by Attack types focused for UNSW-NB15 

Table 4-41 presents the best performing DCA results by accuracy, considering all focused 

categories above 80% and having the highest Normal category results. Where (1) introduces 

the DCA parameters, the overall result, the testing processing time of 05:03:29 hours and the 
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training processing time of 02:17:49 hours; (2) presents the accuracy results that are all above 

the average of 80%; (3) shows the GA parameters used, the processing time of 2:50:57 hours 

and the numbers of features selected; and (4) presents the SVM results obtained during the 

Signal Set Selection step, with a processing time of 0:50:00 hours. Adding up all three 

preparation processing times, GA, SVM and DCA training, the total reaches 05:58:46 hours 

to produce the necessary components for DCA. 

Table 4-41 DCA best result for UNSW-NB15 

 

Figure 4-44 shows a graphical representation of the DCA scores obtained for the highest 

performing results presented in Table 4-41. In this figure, Normal and Attack results are 

presented, including the cutover line, where the overlap or misclassifications can be seen. 

Figure 4-45 presents a boxplot with the same information dividing it by each attack category. 

 
Figure 4-44 DCA Scores with AT for highest TNR for UNSW-NB15 
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Figure 4-45 DCA Scores with AT by Attack Category for highest TNR for UNSW-NB15 

Although the preparation processing times are long, test results can be obtained using smaller 

datasets. Figure 4-46 presents the graphical results of running the DCA using the same 

parameters from Table 4-41 (1) for the first 1000 observations on the testing dataset, which 

renders an accuracy of 83.8% and takes only 0:01:12 hours to process, i.e. 1 minute and 12 

seconds. 

At the time of writing this thesis only the work of Elisa, Yang, Fu and Naik (Elisa, Yang, Fu, 

& Naik, 2019) was found using UNSW-NB15 for testing the traditional DCA, and it has been 

described in the NSL-KDD99 section. The results obtained by Elisa, Yang, Fu and Naik 

model using Traditional DCA are presented in Table 4-42, showing that the highest results 

obtained by the Hybrid Model of 88.64% using Deterministic DCA for UNSW-NB15 are 

comparable to those of Elisa, Yang, Fu and Naik.  

 
Figure 4-46 DCA Scores with 1000 observations by category for highest TNR for UNSW-NB15 
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Table 4-42 Classification results for KDD99 and UNSW-NB15 (Elisa, Yang, Fu, & Naik, 2019) 

 

Other works using this Dataset with other algorithms and methodologies are used to compare 

further the results obtained in the following paragraphs. 

As mentioned in the Signal Set Selection section, the work of Meftah, Rachidi and Assem 

(Meftah, Rachidi, & Assem, 2019) explored the utilisation of UNSW-NB15 with logarithmic 

dataset normalisation and RBF kernel for binary classification and obtained a result of 

83.15%. These authors also worked on processing the different observations categories for 

three algorithms, as shown in Table 4-43. It can be observed that Naïve Bayes is the worst 

performing algorithm with a total accuracy of 61.22%, Decision Tree is the best performing 

with 85.41%, and SVM performs at 82.87%. These high results are in line with those 

obtained in this work; however, this work has a higher performance in the focused categories 

(highlighted in green) Analysis, Backdoor and Reconnaissance, but Exploits perform better 

for Decision Tree. The Normal category has been outperformed by all other algorithms; 

however, the mean result using the Hybrid Model for the focused results is 78.17% and 

81.49% for the higher end, which is not a bad result. 

The research of Jing and Chen (Jing & Chen, 2019) used logarithm with base 10 for 

normalisation of the dataset and RBF kernel for classification with parameters determined by 

cross-validation. These results have an Accuracy of 85.99%, which is the highest 

performance obtained when compared to other methods, as shown in Table 4-43, Figure 4-47 

and Figure 4-48. These results are in line with the ones obtained using the Hybrid Model that 

have shown the highest result at 89.24% and an average of 87.86% for key types above 80%. 

Their SVM model presents better results around the different categories, including the focus 

of this work; however, the overall result is still close to the one obtained by the Hybrid 

Model. 
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Table 4-43 Accuracy comparison of different algorithms using UNSW-NB15 Training Dataset with this work and (Meftah, 
Rachidi, & Assem, 2019) and (Jing & Chen, 2019) 

 

 
Figure 4-47 Accuracy comparison of different algorithms using UNSW-NB15 

 
Figure 4-48 Accuracy comparison by category of different algorithms using UNSW-NB15 
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The overall results obtained with the Hybrid Model are comparable to those from other works 

with the added flexibility of a model that can learn over time. An analysis of the contributing 

factors is presented in section 4.3 of this chapter. 

4.2.5 Processing time 

The final data processing time of all the steps with the different parameter’s combination took 

at total of 4256:14 hours using the full resources of the server described in 3.4.1. The DCA 

processing represented 84.18% of this total, SVM 5.01% and GA 10.81%. 

4.3 Combined description and analysis 

The work of Divekar, Parekh, Savla, Mishra and Shirole (Divekar, Parekh, Savla, Mishra, & 

Shirole, 2018) discusses that although Accuracy is a commonly used metric to measure the 

efficiency of a system, this measure can produce high scores even when the dataset is highly 

imbalanced and the result is driven just by the identified observations. To avoid these 

disproportionate results, F-Score can be used to measure the overall system’s performance 

better. As described in 3.2, F-Score is the harmonic mean of Precision and Recall, where 

Precision indicates how often predicted positives are correct, and Recall indicates how often 

actual positives are predicted as positive. The authors analyse the classification on binarized 

versions of KDD-99, NSL-KDD and UNSW-NB15, and the results are shown in Table 4-44. 

Table 4-44 also presents the F-Score and the Accuracy obtained by the Hybrid Model during 

this research, which shows that UNSW-NB15 results are higher by F-Score than by accuracy; 

however, NSL-KDD99’s are lower. These results further confirm the DCA imbalanced results 

shown in Table 4-20 for NSL-KDD99, even though the results obtained are comparable to 

other methodologies. In the other hand, the scores obtained with UNSW-NB15 present how 

good the classification by categories was using the Hybrid Model as presented in Table 4-41.  

Table 4-44 F1-Scores compared (Divekar, Parekh, Savla, Mishra, & Shirole, 2018) 
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It is worth noting that most of the works discovered during the literature review of this 

research use just accuracy to describe the results obtained, this is the same finding that 

Divekar, Parekh, Savla, Mishra and Shirole did. 

After reviewing the F-Score results it is clear that this is the better measure to compare the 

results of the different datasets obtained using the Hybrid Model. This comparison is shown 

in Table 4-45 and Figure 4-49, where all NSL-KDD99 results are below 80% with 95.59% of 

the results below 60%, and having the highest result at 78.39%. The results obtained with 

UNSW-NB15 show that 51% of the observations are over 80% having the highest one at 

92.18% and with 42.77% of the observations below 60%.  

Table 4-45 Hybrid Model FScore results compared by Dataset 

 
 

 
Figure 4-49 Hybrid Model FScore results compared by Dataset 

As described during this research, any implementation of Deterministic DCA has three 

crucial factors that require attention: 

1) Mapping the features of the dataset in use to the different signal types required by the 

model. This step is a crucial part of the process and the sole purpose of the pre-

processing phase of the Hybrid Model. Any miss mapping in this stage would 

definitely affect the results of DCA; this effect is not necessarily felt in other 
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algorithms, which has been shown in this work while processing SVM results using 

NSL-KDD99 as seen in Table 4-7. Table 4-45 also shows that the Hybrid Model 

performs better with a more modern dataset that is more balanced and includes 

modern attack groups for its classification. 

2) The weighted equation used to calculate the transduction, which is the process of 

mapping the signal values to decision signals. If this linear equation is not correctly 

balanced and formulated the results presented can be skewed in either direction, 

normal or abnormal. However, the feature mapping also has a decisive role to play 

during the calculation of the decision signals. 

3) The weights used in the transduction equation, these weights can sway the equation 

results in either direction and are significant contributors to a possible imbalance in it. 

The combinations of these three factors are the ones that aid in the poor performance of the 

NSL-KDD99 dataset, where other researches have found a more balanced way to map the 

features to signals and a better combination of weights for the transduction equation. These 

same factors are the ones that contribute to the good results observed with the UNSW-NB15 

dataset, showing that this more modern and balanced dataset is better suited for the Hybrid 

Model. 

4.4 Summary 

In this chapter, the data analysis and results using NSL-KDD99 and UNSW-NB15 are 

presented, describing each step of the hybrid model and the individual results and 

conclusions. This chapter also presented that the hybrid model’s success is related to the way 

the datasets feature mapping to the different signal types is performed, the weighted equation 

used to calculate the transduction, and the weights used in that same equation. 

The outcomes of this analysis are: (1) DCA is very sensitive to the signal set mapping of the 

dataset features; (2) NSL-KDD99 does not perform as well with the Hybrid Model as it does 

with others, having its best F-Score result at 78.39%, this can further be seen in the SVM 

results obtained for the Signal Set Selection in section 4.1.4 where the highest FScore is 

84.25%; (3) UNSW-NB15 performs well all around with a Hybrid Model highest FScore of 

92.18% and with an SVM high FScore of 89.44%; (4) the processing times, as expected, can 

be very long for GA and DCA. 
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5. Chapter 5: Conclusions and Future Work  

This chapter presents this research’s conclusion, major contributions and findings, as well as 

future directions for this research. 

5.1 Summary 

Many reports and news articles show that cyber-attacks are more ambitious than ever, and 

their complexity has increased over the years with the participation of hacktivists and 

nations/states with the intent of damage, defacement and espionage as well as the traditional 

cybercriminals looking for financial gain and economic espionage.  

When a group of attackers mounts a sophisticated and systematic malicious attack aimed at a 

chosen organisation divided into several stages, over long periods, applying different 

methodologies with the intent of being undetected by existing defence mechanisms, these 

attacks are known as Targeted Attacks (TA). When nations or states back these attacks, they 

are known as Advanced Persistent Threat (APT), and although APT is an intensified variation 

of TA the former is the most commonly used name to refer to these attacks (Chandra, Challa, 

& Pasupuleti, 2016) (Messaoud, Guennoun, Wahbi, & Sadik, 2016) (Tankard, 2011) (Sood & 

Richard, 2013) (Hu, Li, Fu, Cansever, & Mohapatra, 2015). 

Current solutions for APT are focused on managing mitigation techniques through encryption 

and destruction of data, such as Data Loss Protection (DLP), or looking at catching the work 

of the Command and Control (C&C) phase of these attacks when the intruder has already 

gained access to the organisation or having Intrusion Detection Systems (IDS) focus on 

detecting activities already taking place in the network. Not many attempts to have a 

detection system from earlier stages capable of preventing slow attacks are made, neither 

attempts to fully address the fragmented and distributed nature of these attacks in large 

networks. 

This research, as presented in Chapter 3, has been focused on developing a Hybrid Model 

capable of detecting an APT in its early stages combining Dendritic Cell Algorithm (DCA) 

with Genetic Algorithm (GA) and Support Vector Machine (SVM) classifiers. This research 

started in section 3.3.1 with the analysis of the features of the attack campaigns presented in 

section 2.1.1 in order to categorise the attacks found and then continued in section 3.3.2 with 

the process of selecting those significant attacks that would represent the most successful 

APT to be used in the future work test environment. 
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In Section 3.3.3 of this work, a recursive attack model that attempts to capture the recursive 

nature of the phases and those tasks that are performed by the attackers at each step is 

proposed and presented in Figure 3-18. This recursive attack model consists of seven phases 

with three themes, where phases are the different parts that comprise this process; however, 

these phases in any Targeted Attack or APT are not necessarily completed in sequential order, 

some of them are combined during the execution of the plan of attack by design or due to the 

findings in previous stages. Themes, in this context, are recurrent tasks that are pervasive to 

some or all phases of the kill chain model. 

Section 3.3.4, described the hybrid algorithm model used to work on the hypothesis 

introduced in section 1.2, where GA is used for feature extraction (section 3.3.4.2.1) and 

SVM for DCA Signal Selection (section 3.3.4.2.2) during the pre-processing stage (section 

3.3.4.2), and Deterministic DCA is the classifier for the Traffic Processing (section 3.3.4.3.1) 

and Decision Modules (section 3.3.4.3.2) during the processing phase (section 3.3.4.3). The 

Signal Selection process applied a cumulative distribution function of the Pareto distribution 

model to the results obtained with SVM to produce the DCA Safe and Danger signals. The 

Traffic Processing stage presented two linear equations and their weights for implementation 

on different types of datasets. Finally, the Decision Module calculated the Anomaly 

Threshold required for the dataset classification by obtaining the intersection of the 

distribution of the training normal and abnormal scores. 

As presented in Chapter 4, this research used for algorithm benchmarking and data analysis 

two well-known datasets, the experimental results obtained using NSL-KDD99 are presented 

in section 4.1 and those obtained with UNSW-NB15 are presented in section 4.2. To keep the 

focus on the early stages of APT and TA attacks, a subset of the attack categories of each 

dataset is further reviewed; for NSL-KDD99 types Probe, R2L and U2R are reviewed and the 

results are presented in section 4.1.4; for UNSW-NB15 types Analysis, Backdoor, Exploits 

and Reconnaissance are reviewed and the results are discussed in section 4.2.4. 

5.2 Conclusion 

As mentioned in section 1.2, the hypothesis of this research is defined as follows: 

Hypothesis: the hybrid algorithm will produce better results at detecting APT and TA related 

attacks associated with their early stages. 
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To prove the hypothesis using the Hybrid Model this research focused around developing 

four fundamental objectives: 

1) Feature Extraction: where this thesis used existing works and ran tests to find the best 

performing combination of parameters and estimators. 

2) DCA Signal Selection: where this thesis’ contribution was the implementation of a 

cumulative distribution function of the Pareto distribution model to the classification 

results obtained with SVM to produce the mapping to DCA Safe and Danger signals. 

3) DCA Signal Processing Function: where this thesis’ contribution was the creation of 

an updated equation and set of weights that suited different types of datasets. 

4) DCA Anomaly Threshold: where this thesis’ contribution was the use of the scores 

obtained with a training dataset by calculating the intersection of the distribution of 

the training normal and abnormal scores to produce the Anomaly Threshold to use for 

the final classification. 

The results obtained with NSL-KDD99 in section 4.1 for types Probe, R2L and U2R do not 

support the hypothesis. As shown in Table 4-23, the best results from the Hybrid Model of 

this research has an overall accuracy of 80.46%, for Probe is 42.28%, for R2L is 19.30% and 

19.23% for U2R, which are lower than others obtained using DCA implementations. The 

work of Elisa, Yang and Naik (Elisa, Yang, & Naik, Dendritic Cell Algorithm with Optimised 

Parameters using Genetic Algorithm, 2018) shows that their validated DCA algorithm has an 

overall accuracy of 98.68%, with 87.54% for Probe, 28.50% for R2L and 13.42% for U2R. 

The results obtained with UNSW-NB15 in section 4.2 for types Analysis, Backdoor, Exploits 

and Reconnaissance, supported the hypothesis. As shown in Table 4-43 the overall accuracy 

of the best results was 88.64%, for Analysis 89.85%, for Backdoor 94.22%, for Exploits 

87.29% and 86.33% for Reconnaissance. The work of Meftah, Rachidi and Assem (Meftah, 

Rachidi, & Assem, 2019) shows that when using Decision Tree with C=5.0 the overall 

accuracy obtained was 85.41% with Analysis at 21.35%, Backdoor at17.75%, Exploits at 

96.68%, and Reconnaissance at 76.29%. Furthermore, Table 4-43 shows that in some cases, 

the best result of the Hybrid Model outperforms other models by being 43 times better. There 

was one case where the hybrid model is outperformed by an optimised SVM algorithm; 

however, in the other five algorithms, this was not the case. 

The different results obtained using datasets NSL-KDD99 and UNSW-NB15 reinforce the 

importance of the three crucial factors discussed, mapping of features to the model’s signals, 
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the transduction equation used and its weights. These factors are so important that they have 

the entire pre-processing phase dedicated to the feature selection and mapping and have the 

first part of the processing phase dedicated to the other two factors.  

Although different, the results obtained with the hybrid model are very promising, deserve 

further investigation and have shown that the objectives of this research have been achieved. 

Especially showing that although the preparation processing times are long and the dDCA is 

very sensitive to the mapping of features, valid results can be obtained using smaller datasets, 

which is a valuable asset at the time of evaluating Advanced Persistent Threats (APT). APT’s 

are notorious for being selective and targeted attacks launched in several stages over long 

periods using different methodologies; therefore, having the ability to detect them with small 

data samples is crucial. 

5.3 Future Work 

This research has tested the Hybrid Model using well-known and established datasets. 

However, this research describes in 3.3.1 APT Features Analysis, 3.3.2 APT Selection 

Process and 3.3.3 APT Recursive Attack Model the idea that this model should be tested 

against data created simulating known APT attacks. These parts of the research are focused 

on the crucial pre-processing stage, and further research should produce (1) a more accurate 

set of features for mapping to the different DCA signal types and (2) assist with the 

development of improved signal processing functions. This possible future research is 

structured as follows: 

5.3.1 APT Analysis Model description 

The model could be implemented in a hybrid distributed Network IDS (dNIDS) with the 

addition of a Log-based IDS (LIDS). The proposed IDS solution will be composed of 

independent HIDS in core hosts and dNIDS utilizing the AI Modules around the network, 

sharing their findings with each other and with a series of LIDS that can correlate the entirety 

of the data searching for early signals of APT, all using the newly developed AI Modules with 

the developed algorithms implemented. 

This hybrid environment will consist of an AI Module for Processing and Tracking and an AI 

Module for Tracking System in the LIDS and an AI Module Agent for detection added to 

each IDS. The Alerts will also be reported to the central LIDS to be added to the next 

processing cycle of the AI Modules. Because not all alerts can be tracked all the time, these 
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will be classified and allotted a tracking period to find if they are part of an APT or of an 

isolated attack. The basic setup is shown in Figure 5-1 and listed here. 

 
Figure 5-1 Basic diagram of research algorithms 

The AI Modules will be developed using Python, to take advantage of its portability to 

different environments and OSs and many ready-made AI libraries. These modules are 

initially composed as follows: 

1) AI Module: Processing and Tracking  

a) Feature Selection 

b) Data Pre-processing 

c) Detector Generation 

d) Detector Selection 

e) Detector Distribution 

2) AI Module: Tracking System  

a) Feature Selection 

b) Data Pre-processing 

c) Tracking Monitor Generation  

d) Tracking Monitor Selection 

e) Tracking Monitor distribution 

3) AI Module: Agent 

a) Analyse Logs with AIS detection  

b) Analyse Network Traffic  
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c) New Detector Generation 

d) New Tracking Monitor Generation 

e) New Detector and New Tracking Monitor distribution 

f) Alert generation 

The IDSs utilized will be Open Source or free already existing ones, if more than one is 

required, these will be selected based on their cooperation capabilities. The IDSs will use not 

only the new AI Modules but also readily and freely available signature and knowledge 

databases, such as Snort Rules (Cisco, 2019) and AlienVault Open Threat Exchange (OTX) 

(AlienVault, Inc., 2017), these will be selected during the Preparation stage. 

5.3.2 Experimental Setup 

The setup of this experiment will be done in a VMWare ESXi host with four NICs connected 

to one interface each in a Fortinet UTM FortiWiFi used as Firewall. Within the Hypervisor 

three subnets will be created, each one attached to one vSwitch allocated to one NIC, whereas 

the fourth NIC will be used for VMWare management. An active dNIDS will be connected to 

the UTM, and the dNIDS will connect to the border router to access the internet. 

This experiment will contain a total of 8 subnets: Subnet 0 will contain a Windows Server 

Domain Controller for the simulated corporate network with a HIDS installed and the Log 

IDS with the AI Module installed in an Ubuntu Linux host. Subnets 1 and 2 will have one 

Windows Server File Server with a HIDS installed, Windows clients and an Ubuntu Linux 

Server with the dNIDS and the AI module. Subnet 3 will be for VMWare Management. 

Subnet 4 will be allocated to connect the simulated corporate network with the active dNIDS, 

which will have a second NIC connecting to Subnet 5 and to the border router. Subnet 6 is the 

one provided by the ISP to connect to the border router. Finally, Subnet 7 is the one used by 

the attacker that will use a Kali Linux Host. The UTM FortiWiFi will be configured as a 

Firewall and Router, allowing the communication between the different subnets in the 

experiment. A diagram of a possible distribution in an organisation’s network is shown in 

Figure 5-2, and a diagram of the experimental setup is presented in Figure 5-3. 
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Figure 5-2 Proposed solution network design 

 
Figure 5-3 Experiment setup diagram 

All the components selected to be used in this experiment were chosen because they are 

widely used by organisations in the market and are considered standard products. 
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Once the research hardware and software environment are created, snapshots of the initial 

state will be taken to reduce future configuration and setup times, ensure experimentation 

roll-back capabilities and future re-assessment. With the same concept, snapshots of the 

environment will be taken before each new stage is started. 

5.3.3 Attack Pattern and Selection 

Table 2-6 shows a summary of the attacks presented in this research, using these attacks and 

based on the categorisation of the Targeted Attacks features described in 3.3.1, a selection of 

the attacks to use takes place based on the process described in 3.3.2 to produce the selection 

shown in Table 3-18 and describe in Table 5-1. These attacks are analysed in detail and 

further organised by applying the kill chain structure described in 3.3.3 before moving to the 

next step. 

Table 5-1 Selected attacks for future research 

Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On 

Turla / 
Uroburos / 
Venomous 

Bear / 
Waterbug 

01/01/2007 01/06/2014 100-
1000 

Active Complex 
cyberattack 
platform 

Linux, 
Windows 

Exploits, Social 
engineering, 
Watering hole 
attacks 

Cyberespionage, 
Data theft, 
Surveillance 

Government Entities 
Academia/Research, 
Diplomatic 
organisations/embassi
es, Education, 
Military, 
Pharmaceutical 

Algeria, Belarus, Brazil, 
Ecuador, France, Germany, 
India, Iran, Kazakhstan, Latvia, 
Mexico, Poland, Russia, Saudi 
Arabia, Serbia, Spain, USA, 
United Arab Emirates, Vietnam 

Known for highly complex attacks, making use of hijacked 
satellite connections for their C&C communications, as well 
as using spear-phishing and watering hole attacks for initial 
infection. Turla also has an extensive and sophisticated set 
of modules including backdoors for exfiltration and rootkits 
for persistence. It is also known for using Open Source tools 
such as Metasploit in their toolkit. 

Moonlight Maze 

MiniDuke 

01/01/2008 01/02/2013 100-
1000 

Active Backdoor Windows 

Social 
engineering 

Cyberespionage Government Entities 
Academia/Research, 
Military, Telecoms 

Belgium, Hungary, Ireland, 
Portugal, Romania, The Czech 
Republic, Ukraine, United Arab 
Emirates 

It has used exploits in Adobe Reader CVE-2011-2462 and 
CVE-2013-0640, and maybe others, to deliver a file via 
email containing a small Assembler program. Then it would 
find its C&C server and download more modules to start the 
data exfiltration. 

None 
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Attacker 

First Known 
Sample 

Discovery Date 
Number 

of 
Targets 

Current 
Status 

Type 
Targeted 

Platform/s 

Propagation 
Method 

Purpose or 
Function 

Main Target / 
Sub-targets 

Top Targeted Countries 

Description Based On 

Black 
Energy 

01/06/2007 01/12/2013 100-
1000 

Active Complex 
cyberattack 
platform, 
Trojan 

Cisco IOS, 
Linux, 
Windows. 
Indirectly 
SCADA 

File infection, 
LAN spreading, 
Social 
engineering, 
USB drives 

Cyberespionage, 
DDoS, Data 
theft, Data 
wiping 

Manufacturing/Com
mercial Companies 
Energy Companies 
and other wide range 
targets 

Azerbaijan, Belarus, Iran, 
Israel, Kazakhstan, Kyrgyzstan, 
Lithuania, Poland, Russia, 
Ukraine, United Arab Emirates 

There are 3 evolutions of Black Energy, the initial one was 
mainly a DDoS attack Trojan, the second used MS Office 
Macros and 64-bit support and the final one has a modular 
structure that makes more efficient use of previous tools and 
adds better data wiping capabilities. 

None 
Evolutions of itself 

Duqu 2.0 

01/06/2014 01/02/2015 1-100 Active Trojan Windows 
Social 
engineering, 
USB drives 

Cyberespionage, 
Data theft, 
Remote control, 
Surveillance 

High Tech 
Companies 
Electronics 
manufacturing, 
Information 
technology, 
Politicians, Private 
companies, Software 
companies, Specific 
individuals 

Worldwide 

Spear-phishing seems to have been used to exploit TTF and 
access the Kernel, presented in CVE-2014-4148, and then 
download further payloads for lateral movement, data theft 
and attack of Domain Controllers. This platform resides 
almost exclusively in memory, installing drivers for remote 
control only in a few hosts. Exfiltrates data in an encrypted 
format within GIF or JPEG files. 

Duqu, Gauss, Mini Flame, 
Stuxnet, Flame  

 

5.3.4 Research 

The goal of future research is to create a test set representing real APT attacks, which would 

allow the development and fine-tuning of a more accurate Hybrid Model. This goal would be 

achieved by focusing on the pre-processing stage, specifically around (1) Feature Extraction, 

(2) DCA Signal Selection, and (3) DCA Signal Processing Function. The datasets used for 

development and test would be the ones created simulating known APT attacks employing 

the points described in 3.3.1 APT Features Analysis, 3.3.2 APT Selection Process and 3.3.3 

APT Recursive Attack Model.  
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Annex 

A.1. APT Table of weighted results per category 
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A.2. APT Weighted table with categories used for selection 

Attack Platform 
Time 

Elapsed 
Target Type 

Propagation 
Method 

Purpose Derivative Mean 

Moonlight Maze 5 2 5 4 0 5 1 3.14 

Agent.BTZ 5 1 5 0 0 4.5 3 2.64 

Equation 5 5 4.3 0 4 4.5 3 3.69 

Aurora 5 0 4 4 4.3 4.5 0 3.12 

Stuxnet 5 0 4 0 0 5 2 2.29 

Finspy 5 4 0 4.5 5 0 1 2.79 

Duqu 5 3 4.3 4 5 5 1 3.90 

HackingTeam RCS 5 3 5 4.5 4.5 0 0 3.14 

Naikon 5 2 4.5 4.5 4.5 5 1 3.79 

Lurk 5 0 4 4 4.5 0 1 2.64 

Regin 5 5 4.5 4 0 5 0 3.36 

Flame 5 2 5 0 0 5 2 2.71 

Winnti 5 3 4 4 5 4.5 0 3.64 

MiniFlame 5 2 0 5 0 5 2 2.71 

Wiper 5 1 4.5 0 0 4 1 2.21 

Madi 5 0 4.5 5 5 5 0 3.50 

Gauss 5 1 0 4 0 5 2 2.43 

Shamoon 5 0 4 0 0 4 2 2.14 

Sabpub 0 0 0 5 4.5 5 1 2.21 

TeamSpy 5 5 4.5 0 4.5 4.5 1 3.50 

Red October 5 4 4.3 0 4.5 5 2 3.55 

NetTraveler 5 5 4.5 4 4.3 4.5 0 3.90 

The Mask 5 5 4.5 4 5 5 0 4.07 

MiniDuke 5 4 4.5 5 5 5 3 4.50 

BlackEnergy 5 5 4 4 5 4.5 2 4.21 

Machete 5 2 5 4 5 4.5 0 3.64 
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Attack Platform 
Time 

Elapsed 
Target Type 

Propagation 
Method 

Purpose Derivative Mean 

Icefog 5 2 4.3 4 5 4.5 0 3.55 

Kimsuky 5 1 4.5 5 0 4.5 0 2.86 

Wild Neutron 5 1 4 4.3 4 5 0 3.33 

Adwind 5 1 4.3 5 4.5 5 0 3.55 

CosmicDuke 5 1 4.5 5 0 4 2 3.07 

Dark Hotel 5 5 4.3 5 5 5 0 4.19 

Animal Farm 5 5 4.5 4 4.5 5 0 4.00 

Turla 5 5 5 5 4.3 4.5 4 4.69 

Lamberts 5 5 4.3 0 4 5 1 3.48 

Sofacy 5 5 5 4.3 4.5 5 1 4.26 

Penquin Turla 0 4 5 5 4.3 0 1 2.76 

Crouching Yeti 5 3 4 5 4.3 4 0 3.62 

Desert Falcons 5 3 4.5 4.5 5 5 0 3.86 

Epic Turla 5 1 5 5 4.3 4.5 1 3.69 

Hellsing 5 2 5 0 5 5 1 3.29 

Carbanak 5 0 0 5 4.5 0 1 2.21 

Blue Termite 5 0 4.3 5 4.3 4.5 0 3.31 

Cloud Atlas 5 0 5 4 4.5 4.5 1 3.43 

Poseidon 5 5 4.3 5 4.5 5 0 4.12 

Duqu 2.0 5 0 4.3 4 5 4.5 5 3.98 

Cozyduke 5 0 4.5 4.5 4.5 5 1 3.50 

Carbanak 2.0 5 0 4 5 4.5 0 1 2.79 

Spring Dragon 5 2 4.5 4 4.5 5 0 3.57 

Lazarus 5 5 5 4 4 5 1 4.14 

Project Sauron 5 4 4.5 0 0 5 0 2.64 

Black Oasis 5 0 5 4 4.5 5 1 3.50 

Ghoul 5 1 4 4 5 5 0 3.43 
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GCMAN 5 1 0 5 4.5 0 0 2.21 

Metel 5 0 0 5 4.5 0 0 2.07 

Whitebear 5 0 5 4 5 5 1 3.57 

ATMitch 5 0 4.5 0 4 0 0 1.93 

Strongpity 5 0 4 4 4.5 5 0 3.21 

Dropping Elephant 5 0 5 4 4.5 5 0 3.36 

Saguaro 5 5 4 4 5 5 0 4.00 

Skygofree 5 2 5 4 4 5 0 3.57 

Bluenoroff 5 1 0 5 4 0 1 2.29 

Shamoon 2.0 5 0 4.5 0 0 4 4 2.50 

Stonedrill 5 0 4.5 0 0 4 4 2.50 

Shadowpad 5 0 4 5 0 0 0 2.00 

ScarCruft 5 0 4.5 4 4 5 0 3.21 

Operation DragonFly 5 0 4 4 4 5 1 3.29 

Slingshot 5 4 0 4 0 5 0 2.57 

ZooPark 0 2 5 4 4 5 0 2.86 

Olympic Destroyer 5 0 5 0 5 4.5 0 2.79 

LuckyCat 5 0 4.3 4 4.5 5 1 3.40 
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